


A SHARED CONVERSATION
IDENTITY IN THE AGE OF AI

OPENING QUESTION

How would you grant an agent 
enough privilege to issue one 
credit without giving it 
standing authority to credit 
any account?

ISC2 EAST BAY CHAPTER   /   NOVEMBER 13, 2026



A SHARED CONVERSATION
IDENTITY IN THE AGE OF AI

FOLLOW-UP QUESTION

Where would you put the last 
enforceable checkpoint before 
the credit posts, and what 
would make it stop the action 
or ask for approval?
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A SHARED CONVERSATION
IDENTITY IN THE AGE OF AI

OPENING QUESTION

If each step in an agent’s 
workflow looks legitimate on 
its own, what would a security 
operations team need to see to 
recognize that the overall run 
is going wrong?
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A SHARED CONVERSATION
IDENTITY IN THE AGE OF AI

FOLLOW-UP QUESTION

If you could add one piece of 
context to an agent’s activity 
logs tomorrow, what would 
most help an analyst decide 
whether to intervene?
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A SHARED CONVERSATION
IDENTITY IN THE AGE OF AI

OPENING QUESTION

Where would you look first for 
an agent’s access to apps that 
sit outside the central identity 
platform?
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A SHARED CONVERSATION
IDENTITY IN THE AGE OF AI

FOLLOW-UP QUESTION

If an app can’t issue short-
lived credentials or enforce 
permissions for a single case, 
what would make you 
comfortable connecting it to 
an agent?
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A SHARED CONVERSATION
IDENTITY IN THE AGE OF AI

OPENING QUESTION

How would you show what an 
agent can actually reach once 
you account for nested groups, 
delegated permissions, and 
the identities its tools use?
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A SHARED CONVERSATION
IDENTITY IN THE AGE OF AI

FOLLOW-UP QUESTION

Which combination of access 
rights would you flag first as 
dangerous, even if each grant 
was approved individually?
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A SHARED CONVERSATION
IDENTITY IN THE AGE OF AI

OPENING QUESTION

In the card-dispute example, 
how would you give an agent 
access to one customer’s 
records while keeping other 
customers’ data out of reach?
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A SHARED CONVERSATION
IDENTITY IN THE AGE OF AI

FOLLOW-UP QUESTION

After an agent posts a credit, 
what evidence would you want 
to verify which identity acted, 
on whose behalf, and under 
what authority?
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A SHARED CONVERSATION
IDENTITY IN THE AGE OF AI

OPENING QUESTION

Before an agent can read 
customer data, issue credits, 
and send messages, what 
evidence should leadership 
require before approving it for 
production?
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A SHARED CONVERSATION
IDENTITY IN THE AGE OF AI

FOLLOW-UP QUESTION

If that agent later gains a new 
tool or data feed, what change 
should trigger a fresh approval, 
and who should own that 
decision?
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