Keeping Your Agents on a Leash:
Agentic guardrails, MCP Securlty,
Al BOMs and Chatbot red- t/eammg
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The New S(ta

* The State of Al Code Quallty 2025 reports that 82% of
developers use Al coding tools daily/weekly

* Six out of ten developers use 3+ different Al coding tools

| See—

* While 78% of developers report productivity gains from AI

tools, a striking 76% still don't fully trust the generated code

Secure login page generation

generate a secure login page

O

(O Create secure login component TypeScript file with security b... 1/6

Exploring the codebase to understand the structure and

technology stack.

Explored
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Checking the existing login component and authentication
structure:

Explo

Reviewing the existing login component to understand its
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structure:

Explo
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Creating a secure login page that addresses the existing security

issues. Adding a new secure login component:

Explored
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Creating a secure login component with security best practices:

() login-secure

}

return nutt

componen

t.ts

const value = String(control.value).trim().toLower!(

Review


https://ai-techpark.com/qodo-survey-finds-ai-boosts-output-but-misses-key-context/

Building Securely with AJgents + Guardrails
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e Install a Free MCP. Server wrth security (f
skills (i.e. Snyk) to |dentrfy°secur|ty |
vulnerabilities in First Party Code (SAST)
and Open Source libraries (SCA)
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e Setup Guardrails (Rules)yon.the Al Agent o
coding tool to scan any code generated,

and use the security context provided by the ¢ rues, s, susage.

MCP Server to fix vulnerabilities
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| _Loop process to ensure sugggsted fixes are > ==
free of vulnerabilities : 0 pocs
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github-snyk@javier...

Rules, Skills, Subagents

All User sko2026-secure -ai-d...

Include third-party skills, subagents, and other configs .
Automatically apply agent configs from other tools

Rules

+ New

applyTo: "**"

# Project security best practices

- Always run Snyk Code scanning tool for new first party code
generated.

- Always run Snyk SCA scanning tool for new dependencies or
dependency updates.

- If any security issues are found based on newly introduced or
modified code or dependencies, attempt to fix the issues using the
results context from Snyk.

- Rescan the code after fixing the issues to ensure that the issues
were fixed and that there are no newly introduced issues.

- Repeat this process until no issues are found. ’//

Cancel FSave


https://cursor.com/docs/context/rules

Building Securely with Agents + Guardrails (DEMO)

1. Install a Free MCP Server with security skills (Snyk) within
Cursor s

echo -e "\033[32m$(toilet " Demo" )\033[Om"

mmmm
# m mmm mmmmm mmm

# ¥ #' # # # # #" "#
# # #'""Y  #H HHE # #
#mmm"  "#mm" # # # H#Em#F"


https://cursor.com/docs/context/rules

Mitigating Agent-Specific Risks: The Triple Threat
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* Tool Poisoning: How a co=rnp°rom|sed MCP TRiPLE THREAT
server can trick an agen% into executing " MCP SERVERS
malicious commands. PROMPMECTION

TOOL POISONING TOXIC FLOW

* Prompt Injection (Indirect): When an agent
reads a malicious file/webpage that
contains "hidden" instructions to exfiltrate
data.

* Toxic Flow When multlple I\/ICP tools
interact in a way that bypasses security
logic (e.g., a "File Read" Ifeedlng a
"Send Email” tool). /




Isks: Detection & Mitigation

Mitigating Agent-Specific R
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* Human-in-the-loop (HITL): Why agents Al AGENT'S"-EC'F'C RISKS
should never have "Auto-execute" HUMAN-IN-THE-LOOP  SANDBOXING SANDOXING

permissions on sensitive terminals.
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e Sandboxing: Running MCP servers in
isolated Docker containers

* Audit Logglng Monitoring the "Thought ->
Tool Call -> Response” loop for anomalles
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Mitigating Agent-Specific Risks (DEMO)

1. Install a Free MCP Scanner (snyk mcp-scan)

2. Scan local MCP servers

echo -e "\033[32m$(toilet " Demo" )\033[Om"
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Red Teaming LLM Endpoints: Jailbreaking & Logic Bypass
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* Techniques: Base64 encading payloads,
roleplay attacks, and "DAN-style"
adversarial prompting...

LOGIC BYPASS

* The Goal: Forcing the LLM to ignore its
system prompt or safety filters.

e




2{=Te Teaming LLM Endpoints: ARl Security & Data Leakage
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*Insecure Output Handlrng When an LLI\/I API SECURITY & DATA LEAKAGE
generates a script that the appllcatlon sy - T (777 T

executes without sanitization.

*Pll Leakage: Red teaming the APl to see if
it reveals training data or system-level __ .
environment variables. R/ 08

' SENSITIVE
' INFO EXPOSED
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| UNATHORRIZED )

*Hands-on Task: Using tools like Giskard or g
PYRIT (Python Risk Identification Tool) to 7
automate red teaming agal talive
endpomt ’




Red Teaming LLM Endpoints: Summary & Cheat Sheet
' o N u ! | |
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' JAl cfl,;/" : * RED TEAMING LLM ENDPONTS:
RS 4k 1 SUMMARY & CHEAT SHEET
2 - ~ ATTACK VECTORS MI?TIGA'I'_IAON‘é ;'
*Rule 1: Treat Al-generated code as maren " samsa
IIUntrUSted User IhpUt.n * n - * APl SECURITY INPUT VALIDATION

*Rule 2: Secure the MCP bridge (it'sthe new |~ |'n i
attack surface). KJ b" '
*Rule 3: Red team early and often. % el




Red Teaming LLM Endpoints: DEMO

1. Inspect LLM endpoint to understand commutation
2. Install an Al Red-teaming tool (snyk redteam)
3. Tune redeeming tool for the LLM

4. Launch attack

5. Review findings -> Tune tool -> Repeat attack

echo -e "\033[32m$(toilet " Demo" )\033[Om"
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