
Abnormal AI Confidential and Proprietary - Not for Distribution Without Permission. 1

Agenda:

● The Quishing Pipeline: Tracing the Evolution of QR Code Attacks

● Weaponized Evasion: CAPTCHAs, Geofencing, and Sandbox Detection Techniques

● Behind the Curtain: Phishing-as-a-Service (PaaS) Portal & Infrastructure Demo
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David Nicholson
Solutions Engineer

20 Something Years Precision Manufacturing for Defense & Healthcare

13+ Years on the vendor side:

● 9 Years @ RSA NetWitness Platform - full packet capture, SIEM, and EDR
● 4.5 Years @ Abnormal AI: Behavioral AI SOC Automation 

10-Year DEF CON Attendee | 3-Year RSAC SOC & DEF CON NOC Analyst
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Evolution of QR Code Attacks
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Attack Breakdown

Payload
● Message body is an image
● Link embedded in QR Code

Technique
● Phishing attack impersonating 

IT/Microsoft Authentication
● Deceive end users who frequently open 

and click links for this type of message
● Encode malicious link in QR code to 

obfuscate it from security controls

Anonymized Attack Case 
QR Code Image - IT Impersonation
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Attack Breakdown

Payload
● Body of message is an image

Technique
● Deceive end users who trust the brand 

and frequently open and click links in 
these messages

● DocuSign branding 
● Link with redirect encoded in QR code
● Redirect to credential phishing site hosted 

with Cloudflare

Anonymized Attack Case  
QR Code Image - DocuSign Impersonation
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QR Code Delivery Continued to Evolve QR Code Protection

Details
● In 2023, QR codes exploded in popularity 

and gateways/Microsoft released 
capabilities to provide better protection 
against QR codes.

● This mainly helped with QR codes 
delivered via .PNGs but attackers 
continued to innovate on how those 
attacks were delivered.
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Attack Breakdown

Payload
● QR Code embedded in PDF

Technique
● Deceive end users who trust the brand 

and frequently open and click links in 
these messages

● Phishing attack impersonating HR Team
● QR codes obfuscate malicious links from 

detection tools

Anonymized Attack Case 
QR Code embedded in PDF - HR Impersonation
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Attack Breakdown

IT Impersonation 

Payload
● Link to credential phishing site
● QR Code generated on the fly

Technique
● Deceive end users who frequently open 

and click links for this type of message
● Phishing attack impersonating 

IT/Microsoft and delivering attack
● Use of googles chart api to adhock 

generate a QR code

https://chart.apis.google[.]com/chart?chs=210210&
cht=qr&chld=L&chl=https://pub-62d74be2265b4451
977f8c5ab7a46f21.r2.]dev/z1.html?z1Ym9ubm……

Anonymized Attack Case 
QR Code Generated by Google API - IT Impersonation
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Attack Breakdown

Payload
● Targeted phishing attack that aims to 

compromise credentials
● Leverages corrupted .docx to bypass 

sandbox approach of MSFT
● https://www.bleepingcomputer.com/new

s/security/novel-phising-campaign-uses-
corrupted-word-documents-to-evade-se
curity/

QR Code Phishing via Corrupted .docx
Anonymized Attack Case



Abnormal AI Confidential and Proprietary - Not for Distribution Without Permission. 10

Attack Breakdown

Payload
● PDF with embedded QR Code

Technique
● Use sources like LinkedIn to determine 

who to target
● Deceive end users who trust the brand 

and frequently open and click links in 
these messages

● PDF QR code with malicious destination
● PDF has a second link in the corner of the 

QR code using PDF annotation 

QR Code in PDF with anchor to Docusign 
Anonymized Attack Case

DocuSign Link is 
embedded using PDF 

annotation.



Abnormal AI Confidential and Proprietary - Not for Distribution Without Permission. 11

Attack Breakdown

Payload
● No Attachments
● Link to Logo
● QR Code is comprised of text

Technique
● Deceive end users who trust the brand 

and frequently open and click links in 
these messages

● Phishing attack impersonating Docusign
● QR codes obfuscate malicious links from 

detection tools
● Imageless QR code comprised of text

QRucible Imageless QR Code
Anonymized Attack Case

Proof of Concept - Imageless QR Codes 
DefCon Project Published June 7, 2024

https://github.com/Flangvik/QRucible

https://pariscope.com[.]au/robots.html?
colors=YWxsZW4 …   Lm9yZw==
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 Abnormal Offerings

● Threat Library, Detection, and Response
● Identity Security Posture Management
● Adaptive Identity Reset

Identity Threat Protection
Use behavioral AI to prevent newsworthy 
identity breaches.

 Identity Security, AI Security, and Insider Threat

● AI Tool Discovery
● Agent and Chat Visibility
● Automated Enforcement

AI Governance
Secure AI transformation through automated 
discovery, risk scoring, and governance.

● Behavioral Fraud Detection
● Cross-Org Campaign Identification
● Automated Evidence Enrichment

Infiltration Prevention
Stop malicious actors using fabricated identities 
before they ever get provisioned.

● Continuous AI Detection 
● Behavioral Case Timeline
● Real-Time Disarming

Account
Takeover Protection
Uniformly monitor and analyze 
every human across the cloud 
environment with autonomous AI.

 Email Security

● AIDriven Benchmark Scores
● Drift Alerts 
● Actionable Remediation

Security Posture 
Management
Discover and mitigate 
misconfiguration risk across your 
cloud email.

● URL and Attachment Protection
● AIAutomated Remediation
● Unified Email and Message Threat 

Response

Messaging 
Security
Secure communications platforms 
using behavior AI to identify 
anomalous activity.

● Automated Triage and Response
● Centralized Visibility and 

Reporting
● Personalized AI Responses to 

Users

AI Security 
Mailbox
Completely automate your 
user-reported email workflow.

● Graymail Detection and 
Remediation

● End-User Personalization  
● Productivity Insights

Email 
Productivity
Improve employee productivity 
with adaptive graymail protection.

● AI Detection 
● Automatic Quarantine
● End-User Remediation

Misdirected Email 
Prevention
Prevent data leaks caused by 
emails sent to incorrect 
recipients.

● Personalized Simulations
● Just-in-Time Training
● Training Video Content 

AI Phishing 
Coach
Reduce phishing susceptibility 
with in-the-moment, 
personalized security training.

Visibility
● Threat Log
● User and Activity Monitoring
● AI Data Analyst
● Notifications and Alerts
● Business Value Dashboard

SOC Productivity
● Search and Respond
● Detection 360
● Threat Log
● Quarantine Release for Microsoft

Integrations
● AI App Store
● SIEM/SOAR/EDR

/XDR
● IDP
● REST API

Controls
● Global Safelist and 

Blocklist
● RBAC
● Audit Log

Behavioral Intelligence
● Applications
● Human Identities
● Tenants
● Supply Chain
● Threats

Platform Capabilities

Inbound Email Attack Protection Remediation
● Custom AI Models
● AIAutomated Remediation
● Suspicious URL Rewriting
● Optional, fine-grained 

control and blocking

● Business Email Compromise BEC
● Supply Chain Compromise
● Invoice and Payment Fraud
● Spam
● Malware and Ransomware
● Lateral Attacks
● Credential Phishing

Inbound Email Security
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Thank You


