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● Building Browser Security Extension

● Browser Security Research

● Main Stage Talks at DEF CON

● Workshop on Browser Extensions at Texas Cyber Summit

● Black Hat Europe Arsenal



The Browser is the New Endpoint

Consumer & AI browsers

Managed Device Unmanaged Device
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EDRs have no visibility into the browser

❌ Non-EXE

❌ Config Attacks

❌ Trusted Binary Use

❌ Macros Attacks

❌ In-Browser Identity Attacks

❌ WASM monitoring

❌ Browser Extension

❌ Browser Ransomware
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Why? The Browser is now an Application Platform

Early 2010s

Network Data Attack Detection

Today

● Complex DOM

● WASM

● WebRTC, gRPC, SSE, WebTorrent etc. 

● Complex UI Frameworks

● Identity vaults

Website Renderer Application Platform

Network Data Attack Detection
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Browser Attack Surface: 100+ Unique Attack Vectors

Midnight 
Blizzard
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Salesforce OAuth Attack
[Demo]



Browser Attacks | Can SASE/SSE solve this? 

❌ WebApp context unaware

❌ User Interaction unaware

❌ No concept of windows-tabs

❌ Site permissions unaware

❌ No access to rich metrics

❌ Extensions unaware
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https://www.forbes.com/sites/daveywinder/2024/04/04/critical-security-flaw-in-apple-icloud-google-gmail-microsoft-outlook-yahoo-mail-aol-mail-email/


Palo Alto Networks admits the importance of browser security
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SquareX disclosed Last Mile Reassembly attacks at DEFCON last year

sqrx.com

https://www.forbes.com/sites/daveywinder/2024/04/04/critical-security-flaw-in-apple-icloud-google-gmail-microsoft-outlook-yahoo-mail-aol-mail-email/


Hiding in Plain Sight
[Demo]



SquareX is ahead of Attackers: Bleeding edge threat research

Webmail Link-File Scanners SWGs are Broken Google MV3 Vulnerabilities

Browser & Device Takeover via 
Extension

Polymorphic Extensions

Browser-native Ransomware
Fullscreen BitM Cloud SASE/SSE & Endpoint 

DLP Bypass
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https://cybernews.com/security/def-con-32-unfixable-bug/
https://cybernews.com/security/def-con-32-unfixable-bug/
https://finance.yahoo.com/news/squarex-discovers-cybersecurity-attacks-completely-150000641.html?fr=sycsrp_catchall
https://finance.yahoo.com/news/squarex-discovers-cybersecurity-attacks-completely-150000641.html?fr=sycsrp_catchall


Passkey Proxy Attack
[Demo]



EDR + Browser Security = Full Endpoint Attack Attribution

With Browser Security, EDRs can enrich it’s attack 
graphs with full web attack chain visibility

EDRs currently can only tell that the malware was 
downloaded via the Chrome Browser as it has zero 
browser visibility

EDRs Today EDR + Browser Security
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DLP | Can Endpoint or Cloud SASE/SSE DLP solve this?  

Rely on browser APIs for browser DLP

❌ Lack of identity context

❌ Credential leakage (operations without clipboard)

❌ Lack of browser extension awareness

❌ Lack of page content context 

❌ Lack of visibility into network requests and it’s origin

❌ No direct web app context

❌ Blind to user interaction with site/web application

❌ File limits: size, type, zip recursions, client-side encrypted files

❌ Inability to take into account multiple identities in the browser

❌ Binary channels - e.g. gRPC channels

❌ Inability to correlate traffic with browser tabs-windows

❌ No access to DOM changes 

Endpoint 
DLP

SASE/SSE 
Cloud DLP
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File Chunking Upload
[Demo]



The Browser Data Loss Threatscape

Complexity

Examples ● Uploading PII/ source 
code to Chat GPT

● Uploading company files 
to personal accounts

● Emailing customer data 
to competitors

● Printing/screenshotting 
intellectual property

● Identity Attacks
● Extension Infostealers
● Data Splicing Attacks
● Browser AI Agent Exploits

Employee Negligence Insider Threat Data Exfiltration Attacks

Low High



GenAI: a new threatscape



AI Applications Break Traditional DLP + Web Security
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Browser 
DLP

Full DLP | Browser + Endpoint + SASE/SSE Cloud DLP

Granular User DLP on SaaS

Advanced Insider Threat Detection

Rogue Browser AI Agents

Data Exfiltration Attacks

USB/Removable Storage

Bluetooth

Local Printing 

Virtual Desktop

Network Requests from Local Apps

Outlook (non-web)

Slack (non-web)

Zoom (non-web)

Endpoint DLP

SASE/SSE 
Cloud DLP

Browser DLP

Endpoint DLP

SASE/SSE Cloud DLP
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Browser Extensions vs. Enterprise Browsers

sqrx.com



Act early and 
create

a Browser Security 
Plan
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