The Attacker’s
Distributed
Supercomputer:

Your Browser
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About me

Shourya Pratap Singh

e Building Browser Security Extension

Browser Security Research
Main Stage Talks at DEF CON

Workshop on Browser Extensions at Texas Cyber Summit

Black Hat Europe Arsenal
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The Browser is the New Endpoint
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EDRs have no visibility into the browser

X In-Browser Identity Attacks
X WASM monitoring

X Browser Extension

X Browser Ransomware

X Non-EXE
X Config Attacks

X Trusted Binary Use

X Macros Attacks

Endpoint Security

Anti-virus Anti-Malware Anti-Scam
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Why? The Browser is now an Application Platform

Early 2010s Today
Website Renderer “Application Platform
Network Data — Attack Detection Network Data +> AttackDeteetion
~/ Complex DOM J Complex Ul Frameworks
 WASM  Identity vaults
J WebRTC, gRPC, SSE, WebTorrent etc.
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Browser Attack Surface: 100+ Unique Attack Vectors
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Salesforce OAuth Attack

[Demo]




Browser Attacks | Can SASE/SSE solve this?

X X X X X X

WebApp context unaware
User Interaction unaware
No concept of windows-tabs
Site permissions unaware
No access to rich metrics

Extensions unaware

Get Started Securing Cloud Workload Identities

Secure Web Gateways are anything but as
infosec hounds spot dozens of bypasses

'Vendors cannot fix' this architectural failure, SquareX founder tells us

2 Brandon Vigliarolo

DEF CON Secure Web Gateways (SWGs) are an essential part of enterprise security,
which makes it shocking to learn that every single SWG in the Gartner Magic Quadrant
for SASE and SSE can reportedly be bypassed, allowing attackers to deliver malware
without gateways ever catching on.

Fri9Aug 2024 16:00 UTC

S lunk) Products v Solutions v Why Splunk? v Resources v Company v
a €15€0 company

Unfixable malware bugs in browsers

At DEF CON 32, SquareX exposed a major flaw in Secure Web Gateways
(SWGs) that leaves users vulnerable to "last mile reassembly” attacks, where
malware is deployed directly through the browser which bypasses
traditional defenses. This issue stems from SWGs' inability to detect threats
assembled in-browser, as they typically scan for file-based threats. SquareX

25 bypass ighlighting the flaw’s depth and noting
that fixing it would require costly architectural changes.

The ease of exploiting this vulnerability has been amplified by large language
models (LLMs), which enable even less experienced attackers to create
effective exploits. Vendor responses varied from silence to acknowledgment
without solutions, revealing a critical gap in the widely used SWG
technology.

(Related reading: LLM security with the OWASP Top 10.)

Evading Secure Web Gateways with Last Mile Reassembly Attacks % SquareX
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https://www.forbes.com/sites/daveywinder/2024/04/04/critical-security-flaw-in-apple-icloud-google-gmail-microsoft-outlook-yahoo-mail-aol-mail-email/

Palo Alto Networks admits the importance of browser security s

SquareX

SANTA CLARA, Calif, Sept. 4, 2025 /PRNewswire/ -- Today, Palo Alto Networks® (NASDAQ: PANW), the global cybersecurity leader,

announced Prisma- SASE 4.0, the industry's most advanced Al-driven secure access service edge (SASE) solution. It sets a new

standard with innovations in Prisma Access Browser that neutralize sophisticated web threats in real-time directly within the browser,

where legacy solutions have critical blind spots. It's designed to intercept and neutralize|encrypted, evasive attacks that assemble

inside the browser and bypass traditional secure web gateways.

The browser is becoming the new operating system for the enterprise, the primary interface for Al and cloud applications. Securing it is

not optional.|JAs more critical applications and data reside within the browser, traditional consumer-grade browsers are no longer

sufficient for businesses as they lack the necessary security controls to protect against the increasing number of cyberattacks. With
Prisma SASE 4.0, Prisma Access Browser's new in-browser advanced web protection identifies and neutralizes malware in real-time

before it can do harm. This provides a critical layer of defense that other solutions miss.
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SquareX disclosed Last Mile Reassembly attacks at DEFCC
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200 "Vendors cannot fix' this architectural failure, SquareX founder tells us

A Brandon Vigliarolo Fri9Aug2024 1600 UTC

DEF CON Secure Web Gateways (SWGs) are an essential part of enterprise security,
which makes it shocking to leamn that every single SWG in the Gartner Magic Quadrant
for SASE and SSE can reportedly be bypassed, allowing attackers to deliver malware
without gateways ever catching on.
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Hiding in Plain Sight

[Demo]




SquareX is ahead of Attackers: Bleeding edge threat res

Webmail Link-File Scanners SWGs are Broken Google MV3 Vulnerabilities Polymorphic Extensions
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Passkey Proxy Attack
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EDR + Browser Security = Full Endpoint Attack Attribution

EDRs Today

D . . ‘ |. chrome.exe e
me.

f7faf223..e2fc3ca4 Unknown...5673791 userinit.exe explorer.exe chrome.exe

EDRs currently can only tell that the malware was
downloaded via the Chrome Browser as it has zero
browser visibility

EDR + Browser Security
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With Browser Security, EDRs can enrich it’s attack
graphs with full web attack chain visibility
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DLP | Can Endpoint or Cloud SASE/SSE DLP solve this? | s

Endpoint

DLP

O EDR Endpoint DLP

Rely on browser APIs for browser DLP

X X X X X

Lack of identity context

Credential leakage (operations without clipboard)
Lack of browser extension awareness

Lack of page content context

Lack of visibility into network requests and it's origin

SASE/SSE
Cloud DLP

XX XX X X X

SASE/SSE

No direct web app context

Blind to user interaction with site/web application

File limits: size, type, zip recursions, client-side encrypted files
Inability to take into account multiple identities in the browser
Binary channels - e.g. gRPC channels

Inability to correlate traffic with browser tabs-windows

No access to DOM changes
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File Chunking Upload

[Demo]




The Browser Data Loss Threatscape

Complexity Low

Employee Negligence Insider Threat Data Exfiltration Attacks

m e Uploading PIIl/ source e Emailing customer data
code to Chat GPT to competitors

e Uploading company files e Printing/screenshotting
to personal accounts intellectual property

Identity Attacks

Extension Infostealers
Data Splicing Attacks
Browser Al Agent Exploits



GenAl: a new threatscape
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Al Applications Break Traditional DLP + Web Security

@ Attacks on GenAl Apps

GenAl . Browser
Prompt Supply Identity Al Agent
Injection Chain Risk Stealers Exploits

@ Al-Powered Browsers

& o
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\ J
A A
\ \ \ File
\ \ i upload/ User
\ pHI N \ download input
Sensitive \ \\ \ Clipboard
Data N So S copy-paste
~ ~ ~
-~ - ——

@ GenAl Data Leakage

sqrx.com



Full DLP | Browser + Endpoint + SASE/SSE Cloud DLP

Browser DLP

« Granular User DLP on SaaS

+ Advanced Insider Threat Detection

v Rogue Browser Al Agents
v Data Exfiltration Attacks

Endpoint DLP

r_

- Brg\ll-v:er ——————— T SASE/SSE
Cloud DLP

Endpoint DLP

/ Network Requests from Local Apps
/

+ USB/Removable Storage
+ Bluetooth

+ Outlook (non-web)
+ Slack (non-web)

o v Zoom (non-web)
« Local Printing

v Virtual Desktop
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Browser Extensions vs. Enterprise Browsers

Low HIGH Dedicated Enterprise Browsers Browser Extension

Single point of failure .
RELIABILITY iandatiike Otors Moment” Cannot bring down the Browser
USER EXPERIENCE Major change in user behavior Invisible to the User
CHANGE Only one browser Bring Your Own Browser
MANAGEMENT Have to remove all other browsers Any Browser, any Device
SECURITY AND Based on Chromium Fully automatic updates
PATCHING EFFORT Update and patching hell? No need for IT to deploy patches
\. J
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Act early and
create

a Browser Security

Plan \
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