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Trust but Verify Zero Trust

Prevention
“Keep them out”

2000s

Detection & Response
“Find them quick”

2010s

Breach Containment
“Isolate the inevitable”

2020s

It’s time to face reality: 

100% of us will be breached.
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M on e y  s pe n t on  C y be rs e c u rity  in  20 24 , g loba lly

$215 Billion
Global Cybersecurity incidents from 2023 to 2024:  

Increase of 75%

Global Cybersecurity reported incidents, every day:
2,200
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P roble m :  B y  th e  t im e  a  th re a t  is  fou n d , it  h a s  a lre a d y  s pre a d

Threat-Hunting Tool
Discovery
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A ll T h re a ts  h a v e  on ly  2 w a y s  to m ov e

SMB

RDP

SMB

RDP

#2:  Open ports between workloads, in listen mode:

#1:  Humans: The weakest link in any security architecture.

Human behavior cannot be enforced. 

No amount of training will prevent humans from clicking 
on links, and accidentally downloading threats.
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Y ou r O S  h a s  m a n y  ope n  ports , in  lis te n -m od e . 
A ll th re a ts  u s e  ope n  ports  to propa g a te  a c ros s  w ork loa d s .

- MacOS: 13 TCP ports open:

- CentOS Linux: 13 TCP ports open.

- Windows 10 has 10 TCP ports open.
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A ll th re a ts  s h a re  on e  th in g  in  c om m on :
They all want to spread.

SMB

RDP

SMB

RDP

Sophisticated
AI-generated Ransomware

Simple
Non-AI Ransomware

All malware uses open ports to spread its payload to neighboring workloads.
This is true for the most sophisticated hacker, and for the curious teenager.

Workload Workload Workload

State-sponsored threat-actor

Opportunistic teenager
(my son)

Segment Segment



8

W h a t is  m ore  c r it ic a l?  T h e  W ork loa d  or  th e  S e g m e n t?
100% of threats rely on the Segment to spread. Zero Trust needs to begin at the Segment.

 

This includes the upcoming AI-generated apocalypse that everyone is afraid of. 
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T h re a ts  c a n  be  d e te c te d  v ia  m on itorin g  S e g m e n t be h a v ior

Open DNS port.  Base-line behavior:
     ~ 500 bytes per query.
     - Sporadic.
     - Activity during expected hours.

Example of abnormal behavior:
     - 10 Gig of sustained traffic outbound over either port.
     - Destination to known malicious IP’s.
     - Activity during idle hours.

Open HTTPS port.  Base-line behavior:
     ~ Asymmetric.
     - Sporadic.
     - KB outbound, MB inbound.

We know this is a problem, without waiting for a threat-hunting tool to detect it. 
We can take action immediately.
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V is ib ility , in to e v e ry w h e re  y ou r d a ta  c a n  liv e

Endpoints

Data Center 1 Data Center 2

Cloud 1 Cloud 2

CNAPP
EDR
XDR

All dependencies

Local visibility
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R e a lity  C h e c k :  N ot a ll e n try  poin ts  a re  u n d e r y ou r c on trol

11

A g e n c y -o w n e d  D e v ic e s

11
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O pe n  ports , in  lis te n in g  m od e , a re  lik e  u n loc k e d  d oors
Examples: RDP, SMB, SSH, DNS, NetBIOS, LDAP



W ith  lim ite d  
v is ib ility , 
th r e a t  a c tor s  
h a v e  m a n y  
e n tr y  p oin ts  
to  c h oos e  
f r om .

Risk of server-to-server 
breach spread1

Risk of endpoint-to-endpoint 
breach spread2

Risk of server-to-OT 
breach spread3

Risk of on cloud-to-data 
center breach spread4

Risk of cloud-to-cloud 
breach spread5

Risk of pod-to-pod 
breach spread6
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Future-Proof against AI-Generated Malware
We can predict one detail of all current & future threats with confidence:

  
It will want to spread. 

AI
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Every workload is a segment, even on a flat network.

Flat Network

X X X X X

Ze ro T ru s t  = E v e ry  w ork loa d  a  d e d ic a te d  tru s t-bou n d a ry
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10 0 % v is ib ility , w ith  no dependency on sec urity appliances 

Endpoints Data Center AWS Azure
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V is ib ility :  E n d poin ts

?
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V is ib ility :  D a ta  C e n te r

?
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V is ib ility :  C lou d

?
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Data Center

Cloud

ZT N A  + Id e n tity  + ZT S  = Ze ro T ru s t

ZTNA

Endpoints

Enforcement Point #1:   Identity

Enforcement Point #2:   Access

Enforcement Point #3:  Zero Trust Segmentation

ZTNA enforces access into a Hybrid-Cloud, but it lacks host-to-host visibility & enforcement inside Cloud

Host-to-Host 
traffic

MFA, Biometrics, etc. 

Examples:  Netskope, Appgate, ZScaler

If nothing is deployed here, ZTNA is blind
to any changes on or between hosts. 

ZTS exchanges host 
context with ZTNA, 
updating ZTNA about 
workload changes.

ZTS

ZTS
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I llu m io ZT S  P la tform :  Ze ro T ru s t  S e g m e n ta tion  e v e y w h e re

Illumio 
Segmentation

Platform

Illumio CloudSecure
Complete visibility into cloud traffic flows & 
proactively discover vulnerabilities across 
your entire environment

• Assess application behavior based on 
what did and what can happen

• Recommend & automate Zero Trust 
security policies

Illumio Endpoint
• Prevent lateral movement to isolate 

ransomware & malware to a single endpoint

• Visibility regardless of where users are – on 
the network or at home

• A proven allowlist-based policy model that 
brings Zero Trust to the endpoint

Illumio Core
• Real-time actionable insights into 

applications & cybersecurity risks

• Enhance compliance & business agility 
with automated security enforcement

• Fast & secure Zero Trust Segmentation, 
at scale

Coverage:
• Physical servers
• VMs running any hypervisor or cloud.
• Kubernetes, OpenShift Coverage:

• Laptops
• VDIs
• Workstations


