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Who We Are

• Series A startup

• Founded in March 2020

• 100% remote

• Italy to California

• Monitor open-source software ecosystems for risk
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Who We Are

We trust and use software 
from strangers on the 

Internet
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Malware and Malicious Packages in the OSS Supply Chain

• Spammers
• Scammers
• Credential stealers
• Obfuscated code
• Typosquatters
• Combosquatters
• Automated respawning malware
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June 2023
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June 2023 – package.json in vuewjs
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June 2023 – main.js in vuewjs
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June 2023

Observations
1. These don’t really look like malware per se.
2.None of this passes the smell test.
3.Traditional SCA has never, nor will ever catch this.

Questions
1. Who would get fooled by this?
2.An isolated event or are there other such packages?
3.Who was behind all of this?
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June 2023

Date GET package POST package

26-Apr algo-svnlook algo-svnspawn

27-Apr 3a-look 3a-spawn

11-May jsontobinary jsontostream

11-May json2stringify json2double

11-May xml2binary xml2stream

12-May xml2yaml yaml2binary

15-May iputiljs ipmacjs

16-May ipsecurity ipstringfy

17-May next2ejs vue2ejs

12-Jun jpeg-metadata ttf-metadata

13-Jun elliptic-helper elliptic-parser

13-Jun tslib-react tslib-util
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June 2023

Date GET package POST package

15-Jun audit-ejs audit-vue

15-Jun chart-vue vue-gws

19-Jun price-fetch price-record

19-Jun ejs-audit vue-audit

20-Jun cache-vue cache-react

20-Jun btc-web3 other-web3

21-Jun assets-graph assets-table

21-Jun sync-http-api sync-https-api

22-Jun couchcache-audit snykaudit-helper

30-Jun js-cookie-parser snykaudit-helper

4-Jul binance-prices coingecko-price

5-Jul eth-api-node kucoin-prices

11-Jul btc-api-node kraken-prices
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18 July - GitHub Security Alert

https://github.blog/2023-07-18-security-alert-social-engineering-campaign-targets-technology-industry-employees/
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A Quiet Place
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Oct/Nov 2023
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Oct/Nov 2023 – package.json in puma-com
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Oct/Nov 2023 – preinstall.bat in puma-com
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Oct/Nov 2023 – preinstall.bat in puma-com
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Oct/Nov 2023 – package.json and pk.json in puma-com
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Dec 2023 

https://mp.weixin.qq.com/s/f5YE12w3x3wad5EO0EB53Q
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https://mp.weixin.qq.com/s/f5YE12w3x3wad5EO0EB53Q
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Some of 2024

Date Package

1-Feb vue-chjs-script

1-Feb chai-as-mocha

7-Feb chai-tools

26-Feb react-tooltip-modal

23-Apr react-dom-production-script

23-Apr hardhat-daemon

28-Jun harthat-chain

4-Jul call-blockflow

5-Jul harthat-cookie

9-Jul block-flowcall

10-Jul react-next-shuffle

10-Jul react-next-router

11-Jul react-next-dispatch
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Conclusion

• Understand the threats that are attacking open-source software

• These kinds of attacks are low-risk/high-reward for the attackers

• These Nation-State actors are sophisticated and well-resourced

• The software developer, not the software, is the target
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Conclusion

• Understand the threats that are attacking open-source software

• These kinds of attacks are low-risk/high-reward for the attackers

• These Nation-State actors are sophisticated and well-resourced

• The software developer, not the software, is the target

• Traditional SCA solutions are insufficient – of the malware we reported in Q1 2024

• 82% were never reported as a GitHub Malware Advisory

• 0% had a CVE associated with them

• 100% did something bad to the victim

• You need a defense-in-depth approach

• Follow our blog for our latest research findings: blog.phylum.io/research
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Questions?

Ross Bryant, Ph.D.

ross@phylum.io
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