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“No-one should be accountable for something 
they can’t influence, or don’t understand”
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What are all the AI GRC moving parts?

Where are the AI GRC
specifics and how do they 
interface with more 
traditional functions?
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In a nutshell:

Accountability for risks must be FORMALLY assigned to decision-
makers who have influence and means to effect change…

…decision-makers must REMAIN accountable until data/tech use for 
specified purposes ceases, or the role is formally handed over…

…SPECIALISTS are accountable for providing clear informaLon about 
requirements, risks, and blockages…

DECISION-MAKERS are accountable for providing sufficient Lme, 
money, and support to make that work...

…because NO-ONE should be accountable for something that they 
can’t influence, or don’t understand. 
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“Being uncertain is not the same as 
being at risk…

…and being at risk is not the same as 
being at intolerable or proximate risk”
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D: Assess and manage (Residual risk es3mate)

Refine residual risk Plan remedia3on

C: Best next steps (Defer / Audit / DPIA / Pentest)?

Descope Defer Delegate Engage 

B: How much do we care (Inherent risk es3mate)?

Absolute Criteria Condi3onal Criteria

A: Do we care (Early clear lines)?

High Risk Data? Legs / Regs? High Availability?
Concep'on

Ini'a'on

Requirements

Design

Where would you start?
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©VivoSecurity

https://www.vivosecurity.com/


“The earlier and more construcAvely you 
escalate, the less it sounds like an excuse”
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Ac#vity Per Supplier / 
Overhead

Triage Per Supplier 
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Remediation / Retesting Per Supplier 
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Governance data collation Per Supplier 
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Regular on-going governance Per Supplier 
Risk management Per Supplier 
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“Uncertainty is not a showstopper, unless 
you have no plan to cover bets”
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Defining uncertainty

Source: NVIDIA Red Teaming Introduc7on, June 2023

https://developer.nvidia.com/blog/nvidia-ai-red-team-an-introduction/
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Assurance and governance guidance is evolving 

Infospec)ves™Sources counter-clockwise: OWASP, NIST, Holis:cAI, ISO/IEC, ENISA, CISA, The White House, IEEE, 

https://owasp.org/www-project-ai-security-and-privacy-guide/
https://www.nist.gov/itl/ai-risk-management-framework
https://www.holisticai.com/blog/conformity-assessments-in-the-eu-ai-act
https://www.iso.org/standard/81230.html
https://www.enisa.europa.eu/publications/artificial-intelligence-and-cybersecurity-research
https://www.cisa.gov/resources-tools/resources/roadmap-ai
https://www.whitehouse.gov/briefing-room/statements-releases/2023/10/30/fact-sheet-president-biden-issues-executive-order-on-safe-secure-and-trustworthy-artificial-intelligence/
https://standards.ieee.org/search/?q=p7018


“You can’t recruit for deep local knowledge”
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Live the hiring rhetoric

Source: Euroac:ve 2023

Source: Business Insider 2023
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https://www.euractiv.com/section/digital/interview/ai-the-next-big-challenge-for-the-eus-digital-skills-gap-schmit-says/
https://www.businessinsider.com/openai-recruiters-luring-google-ai-employees-10-million-compensation-package-2023-11?r=US&IR=T


“It is about adverse outcomes from 
accidents, incidents, and breaches…

…plus potenAal impact when systems 
work exactly as we said they would”
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Source: American Medical Association, June 2023

“…doctors spending an average of 1.2 
seconds on each case,”

“enabling… ‘fast, efficient and 
streamlined coverage decisions.’”

”…there's a fine line between effecYve 
oversight and misconcepYons of the 
technology… Even well-intenYoned 
governance can be hampered by a lack of 
technical knowledge” Ryan Elmore

Health Insurance AI - What is the risk and downstream Impact? 

Source: Forbes, November 2023

https://www.ama-assn.org/practice-management/prior-authorization/oversight-needed-payers-use-ai-prior-authorization
https://www.forbes.com/sites/douglaslaney/2023/11/16/ai-ethics-essentials-lawsuit-over-ai-denial-of-healthcare/?sh=35e0d9b3ac68


Are health triage chatbots adequately governed?

Source: Axios, September 2023

"There are not enough trained mental health 
professionals on the planet to serve the 
astronomical disease prevalence,"  
Ross Harper, Limbic AI

“…data engineering for AI models seems to be 
overlooked or misunderstood… shortcomings 
may indicate overly accelerated promotion” 
Dr Novillo-Ortiz, WHO Europe Unit Head, Data 
and Digital Health

Source: World Health Organisa7on, February 2023

https://www.axios.com/2023/09/18/ai-tools-screen-mental-health-conditions
https://www.who.int/europe/news/item/06-02-2023-artificial-intelligence-in-mental-health-research--new-who-study-on-applications-and-challenges


Progress governing SoJware as a Medical Device (SaMD)

Source: FDA, April 2023Source: FDA, January 2021

Source: The White House, December 2023 

“The commitments received 
today will serve to align industry 
ac)on on AI around the “FAVES” 
principles—that AI should lead 

to healthcare outcomes that are 
Fair, Appropriate, Valid, 

Effec)ve, and Safe”

Source: The White House, December 2023 

https://www.fda.gov/regulatory-information/search-fda-guidance-documents/marketing-submission-recommendations-predetermined-change-control-plan-artificial
https://www.fda.gov/media/145022/download
https://www.whitehouse.gov/briefing-room/blog/2023/12/14/delivering-on-the-promise-of-ai-to-improve-health-outcomes/
https://www.whitehouse.gov/briefing-room/blog/2023/12/14/delivering-on-the-promise-of-ai-to-improve-health-outcomes/


Getting In touch 
Sarah.Clarke@InfospecYves.co.uk
Linkedin.com/in/infospecYves
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Noted resources, concepts and organiza.ons
Third-party items on slides have links to sources. Other resources in rough order men)oned:

• The World Ethical Data Founda)on
• For Humanity
• Six Sigma Gemba and Gemba walks
• Cynefin Entangled Trios and other complexity management resources
• Wardley Mapping visualiza)on method for complex systems
• Sherri Douville ‘Advanced Health Technology’ and other publica)ons
• EU AI Act prohibited and high-risk AI classifica)on
• OWASP OpenCRE and Top 10 for LLMs  (Large Language Models)
• IEEE P3119 Dra_ AI Procurement Standard
• Vivo Security sta)s)cal analysis of data breaches and applica)on to Third Party Risk Management
• Factor Analysis of Informa)on Risk (FAIR), cybersecurity risk modeling and quan)fica)on
• Retrieval Augmented Genera)on (RAG) for LLMs
• Execu)ve Order to Protect Americans’ Sensi)ve Personal Data

https://worldethicaldata.org/
https://forhumanity.center/projects/
https://www.sixsigmadaily.com/what-is-a-gemba-walk/
https://cynefin.io/wiki/Entangled_trios
https://thecynefin.co/
https://learnwardleymapping.com/
https://www.linkedin.com/in/sdouville/
https://artificialintelligenceact.eu/article/5/
https://www.pinsentmasons.com/out-law/guides/guide-to-high-risk-ai-systems-under-the-eu-ai-act
https://www.opencre.org/
https://owasp.org/www-project-top-10-for-large-language-model-applications/assets/PDF/OWASP-Top-10-for-LLMs-2023-v1_1.pdf
https://standards.ieee.org/ieee/3119/10729/
https://www.vivosecurity.com/
https://www.fairinstitute.org/
https://blogs.nvidia.com/blog/what-is-retrieval-augmented-generation/
https://www.whitehouse.gov/briefing-room/statements-releases/2024/02/28/fact-sheet-president-biden-issues-sweeping-executive-order-to-protect-americans-sensitive-personal-data/

