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In a nutshell:

Accountability for risks must be FORMALLY assigned to decision-
makers who have influence and means to effect change…

…decision-makers must REMAIN accountable until data/tech use for 
specified purposes ceases, or the role is formally handed over…

…SPECIALISTS are accountable for providing clear information about 
requirements, risks, and blockages…

DECISION-MAKERS are accountable for providing sufficient time, 
money, and support to make that work...

…because NO-ONE should be accountable for something that they 
can’t influence, or don’t understand. 

Infospectives



Early Triage
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D: Assess and manage (Residual risk estimate)

Refine residual risk Plan remediation

C: Best next steps (Defer / Audit / DPIA / Pentest / Conformity Assessment)?

Descope Defer Delegate Engage 

B: How much do we care (Inherent risk estimate)?

Absolute Criteria Conditional Criteria

A: Do we care (Early clear lines)?

High Risk Data? Legs / Regs? High Availability?
Conception

Initiation

Requirements

Design

Where would you start?
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©VivoSecurity

https://www.vivosecurity.com/


Activity Per Supplier / 
Overhead

Triage Per Supplier 
Assessment Per Supplier 
Remediation / Retesting Per Supplier 
Contract negotiation Per Supplier 
Governance data collation Per Supplier 
Remediation data collation Per Supplier 
Regular on-going governance Per Supplier 
Risk management Per Supplier 
Metrics and reporting Overhead
Process development and planning Overhead
Training Overhead
Stakeholder management Overhead

Resource Model

Shortfall / Excess Options to Flex

Book of Work

All Suppliers Suppliers by Category

Effort Per Task

Overheads Per Supplier

Tasks

Plan / Triage Assess / Remediate

Resource modelling
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Defining uncertainty

Source: NVIDIA Red Teaming Introduction, June 2023

https://developer.nvidia.com/blog/nvidia-ai-red-team-an-introduction/
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Assurance and governance guidance is evolving 

InfospectivesSources counter-clockwise: OWASP, NIST, HolisticAI, ISO/IEC, ENISA, CISA, The White House, IEEE, 

https://owasp.org/www-project-ai-security-and-privacy-guide/
https://www.nist.gov/itl/ai-risk-management-framework
https://www.holisticai.com/blog/conformity-assessments-in-the-eu-ai-act
https://www.enisa.europa.eu/publications/artificial-intelligence-and-cybersecurity-research
https://owasp.org/www-project-ai-security-and-privacy-guide/
https://www.nist.gov/itl/ai-risk-management-framework
https://www.holisticai.com/blog/conformity-assessments-in-the-eu-ai-act
https://www.iso.org/standard/81230.html
https://www.enisa.europa.eu/publications/artificial-intelligence-and-cybersecurity-research
https://www.cisa.gov/resources-tools/resources/roadmap-ai
https://www.whitehouse.gov/briefing-room/statements-releases/2023/10/30/fact-sheet-president-biden-issues-executive-order-on-safe-secure-and-trustworthy-artificial-intelligence/
https://standards.ieee.org/search/?q=p7018
https://standards.ieee.org/search/?q=cybersecurity


Live the hiring rhetoric

Source: Euroactive 2023

Source: Business Insider 2023

Infospectives

https://www.euractiv.com/section/digital/interview/ai-the-next-big-challenge-for-the-eus-digital-skills-gap-schmit-says/
https://www.businessinsider.com/openai-recruiters-luring-google-ai-employees-10-million-compensation-package-2023-11?r=US&IR=T


How do you assess potential impacts? 

Source: Microsoft Responsible AI Impact Assessment Guide, June 2022

https://blogs.microsoft.com/wp-content/uploads/prod/sites/5/2022/06/Microsoft-RAI-Impact-Assessment-Guide.pdf


Dependent on quality inputs and broad assessor perspectives

Source: Microsoft Responsible AI 
Impact Assessment Guide, June 2022

Case Study: Hospital Employee and 
Resource Optimization System (HEROS)
 
“Potential benefits and harms for the 
stakeholder ‘scheduled surgery patient‘, 
…the evaluation or decision subject… 

…asking how this stakeholder could 
benefit directly or indirectly from using 
the system… summarized benefits as:

…better understanding of the length of 
hospital stay and better able to plan for 
things like childcare or house sitting”

https://blogs.microsoft.com/wp-content/uploads/prod/sites/5/2022/06/Microsoft-RAI-Impact-Assessment-Guide.pdf
https://blogs.microsoft.com/wp-content/uploads/prod/sites/5/2022/06/Microsoft-RAI-Impact-Assessment-Guide.pdf


Source: American Medical Association, June 2023

“ProPublica revealed that over a period of two months in 
2022, Cigna doctors denied more than 300,000 claims as 
part of a review process that used artificial intelligence, 
with Cigna doctors spending an average of 1.2 seconds on 
each case,”

UnitedHealthcare has said it uses technology enabling it to 
make “fast, efficient and streamlined coverage decisions.”

“NaviHealth employees have been told to hew 
closer and closer to the algorithm's predictions. 
In 2022, case managers were told to keep 
patients' stays in nursing homes to within 3 
percent of the days projected by the algorithm, 
according to documents obtained by Stat. In 
2023, the target was narrowed to 1 percent”

Source: Ars Technica, November 2023

Health Insurance AI - What is the risk and downstream Impact? 

https://www.ama-assn.org/practice-management/prior-authorization/oversight-needed-payers-use-ai-prior-authorization
https://www.propublica.org/article/cigna-pxdx-medical-health-insurance-rejection-claims
https://arstechnica.com/health/2023/11/ai-with-90-error-rate-forces-elderly-out-of-rehab-nursing-homes-suit-claims/


Are health triage chatbots adequately governed?

Source: Axios, September 2023

“Kintsugi, an American startup that has raised more than $28 million from 
investors and the National Science Foundation, uses its AI-powered voice 
analysis tool looks for signs of clinical depression and anxiety in short clips of 
speech.”

“Grace Chang, Kintsugi's founder and CEO, told Axios, "It's not what somebody 
says, it's how they're saying it that really matters.” Kintsugi's system uses data 
from 250,000 people who made voice journals to identify "voice biomarkers."

“The lack of transparency and methodological flaws are concerning, as they 
delay AI’s safe, practical implementation. 

Also, data engineering for AI models seems to be overlooked or misunderstood, 
and data is often not adequately managed. These significant shortcomings may 
indicate overly accelerated promotion of new AI models without pausing to 
assess their real-world viability,” Dr Novillo-Ortiz.”
Source: World Health Organisation, February 2023

https://www.axios.com/2023/09/18/ai-tools-screen-mental-health-conditions
https://www.kintsugihealth.com/
https://www.linkedin.com/in/gracechang/
https://www.kintsugihealth.com/blog/how-voice-biomarkers-are-shaping-the-mental-health-space
https://www.who.int/europe/news/item/06-02-2023-artificial-intelligence-in-mental-health-research--new-who-study-on-applications-and-challenges


Progress governing Software as a Medical Device (SaMD)

Source: FDA, April 2023Source: FDA, January 2021

Source: The White House, December 2023 

“The commitments received 
today will serve to align industry 
action on AI around the “FAVES” 
principles—that AI should lead 

to healthcare outcomes that are 
Fair, Appropriate, Valid, 

Effective, and Safe”

Source: The White House, December 2023 

https://www.fda.gov/regulatory-information/search-fda-guidance-documents/marketing-submission-recommendations-predetermined-change-control-plan-artificial
https://www.fda.gov/media/145022/download
https://www.whitehouse.gov/briefing-room/blog/2023/12/14/delivering-on-the-promise-of-ai-to-improve-health-outcomes/
https://www.whitehouse.gov/briefing-room/blog/2023/12/14/delivering-on-the-promise-of-ai-to-improve-health-outcomes/
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