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A 20 Year Journey



Two sides of one coin: Improved productivity/more exposed



What Is Supply Chain Risk?

• A cyber threat actor infiltrates a software 

vendor’s network and employs malicious 

code to compromise the software before

the vendor sends it to their customers.

• The compromised software then 

compromises the customer’s data or 

system. 

• These types of attacks affect all users of 

the compromised software and can have 

widespread consequences for 

government, critical infrastructure, and 

private sector software customers 





How Does It Happen?

Initial Attempts

• Phishing

• Insider threats

• Social 
Engineering
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Foothold

• Infiltrate the 
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• Inject initial 
malicious 
code

Propagation

• Other 
organizations 
install the 
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system

Activation

• Initial 
malicious 
code is 
executed

• Lateral 
movement

• C&C

Exfiltration & 
Impact

• Data 
Exfiltration

• Ransom

“Supply Chain Kill Chain”

Suppliers Organizations



Three Common Attack Techniques

Hijacking updates 

• Routine updates to address bugs and security 
issues, or release new features

• Software vendors typically distribute updates 
from centralized servers

• Threat actors can hijack an update by 
infiltrating the vendor’s network and either 
inserting malware into the outgoing update or 
altering the update to grant the threat actor 
control over the software’s normal functionality 
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Three Common Attack Techniques

Undermining code signing 

• Code signing is used to validate the 
identity of the code’s author and the 
integrity of the code. 

• Attackers undermine code signing by 
self-signing certificates, breaking signing 
systems, or exploiting misconfigured 
account access controls.

• hijack software updates by 
impersonating a trusted vendor and 
inserting malicious code into an update 
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Three Common Attack Techniques

Compromising open-source code

• Threat actors insert malicious code into 
publicly accessible code libraries, which 
unsuspecting developers—looking for free 
blocks of code to perform specific 
functions—then add into their own third-party 
code

• For example, in 2018, researchers 
discovered 12 malicious Python libraries 
uploaded on the official Python Package 
Index (PyPI)
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Organizations Are Vulnerable To Supply Chain Attacks

• Many third-party software products require privileged access 

• Many third-party software products require frequent communication between a vendor’s network and the 

vendor’s software product located on customer networks. 
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Characteristics of Supply Chain Attacks

Essentially APT attacks

Common characteristics:
• Well-planned, targeted 
• Multi-staged with diverse attack 

vectors, evasive
• Advanced techniques
• Prolonged, low and slow, 

long-term persistent



Consequences of Supply Chain Attacks

Gain initial persistent 

access to an 

organization

Lateral movement Conduct malicious 

activities 

Bypass perimeter 

security measures like 

firewalls, web security 

gateways, email security 

gateways, etc.

Gain access to key 

assets like servers or 

databases

Inject additional tailored 

malware on a chosen 

target

Data, IP, or financial theft 

Monitoring organizations’ 

or individuals’ behaviors 

Ransomware attack etc.



Risk Management Program

NIST – C-SCRM 

● Identify key mission-critical 

business processes

● Maintain an inventory of your 

organization’s current and 

future software licenses

● Research and document how 

each software license is 

supported by its supplier

● Understand how your software 

supports or otherwise relates to 

your key processes

● Document how you would plan 

to address software when a 

vulnerability is disclosed

● Can greatly reduce the 

chance of being attacked 

by supply chain software

● As long as there is single one 

that evades you

Must have some 
supplier chain risk 

management

However, 
organizations are 

still vulnerable 



What Else?

NIST – C_SCRM

● Identify

● Protect

Supplier Chain Attacks

• Pervasive – everywhere

• Dynamic – not a one-time deal

• Evasive – bypass your parameter defense

NIST

Cybersecurity

Framework



Additional Strategy

Detect and Stop Early

&

Respond and Act Fast

NIST

Cybersecurity

Framework



How Extended Detection & Response (XDR) Helps

• Full visibility in your environment 

• Detect suspicious signals leveraging 
AI/ML

• Correlate weak signals into stronger 
signals – connecting the dots

• Response capability, so you can 
stop the attack early before it 
progresses and cause damage



Full Visibility – See Everything, Anytime

• You can’t detect what you can’t see 
- blind spots

• Cover entire attack surface: 
network, endpoint, cloud, email, 
identity

• A family of sensors that can live In 
any environment and collect any 
data



360-Degree Visibility - Physical & Virtual Sensors



Stellar Cyber Modular Sensor Features 

High-Level Stellar Cyber Architecture for Modular Sensors
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• IDS (60K+ Rules)
• Malware Sandbox
• Tenable.io (Nessus)
• Network Traffic 

Analysis (NTA)
• Log Forwarder

- Log Parsing
- Log Normalization

• Data Buffering
• Local Connectors
• Aggregator



Stellar Cyber Modular Sensor Features 
Network

High-Level Stellar Cyber Architecture for Modular Sensors
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Stellar Cyber SaaS Platform
Stellar Cyber Modular Sensor Features 

Logs from
security
tools
(Syslog [CEF, LEEF], 
JSON,  Netflow/IPFix)

Sensor Control and
Management (CM) 
connection to DP 
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and enable 
automated 
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from Sensor to Stellar 
Cyber Platform

High-Level Stellar Cyber Architecture for Modular Sensors
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Stellar Cyber SaaS Platform
Stellar Cyber Modular Sensor Features 
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Stellar Cyber Modular Sensors
Sensor Profiles used to Enable or Disable:

• Log Forwarder – Enables the ability to ingest logs 
(Syslog, CEF, LEEF, Netflow, etc)  from any device

• Network Traffic – Enables network traffic analysis, 
perform deep packet inspection to identify 3800+ 
apps, identify network traffic flows, and report 
network telemetry to the Stellar Cyber Platform

• Sandbox – Enables detection of malware in files and 
network traffic

• IDS – Enables threat detection by applying 61,000+ 
rules on files and network traffic
– Buffering – Saves data locally , and when there a 

loss of connection to the Stellar Cyber platform, 
sends data when resumed

• Aggregator - Enables proxy function to consolidate 
and forward traffic from sensors to the Stellar Cyber 
platform

• Tenable Nessus – Enables the Tenable Nessus 
scanner module
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Detect Suspicious Signs of Being Compromised

Stay low and slow, do not trigger strong 
signals

No matter how low it stays, the attack will 
leave some traits, for example, a new 
communication pattern, activity at different 
time of the day, access to assets that never 
happened before

ML/AI to continuously profiling the 
baseline, and detect deviations from normal 
behaviors.

Combined with signature/rule-based 
detections for known bad



Detection ML: Use Multiple Models to Achieve the Best
Data-Model Fit for Diverse Attack Types in Open-XDR 



You Have to Connect Many ‘dots’

Each event is a ‘dot’

An abnormal ‘dot’ may not be malicious 

• Alert fatigue if triage every single suspicious signal

• May miss the one that matters if you don’t

Building context in your data for meaningful 

correlation is the key
• Creating a storyline for better analysis of related alerts

• Providing visibility for the potential attack path



Response Capability – Stop It Early!

• Manual response if I see it
• Automatic response to stop it when 

I am sleeping
• Block IP from Firewall, contain a host, 

disable a user, trigger a slack 
message or email



Signals triggered by Solarwind Sunburst



Case for Sunburst Attack



Thank You
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