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NG (1ISC)? East Bay Community History & Mission

The (ISC)? East Bay Chapter began on March 9th, 2014. Gary Dylina, the chapter’s
‘ Director Finance, accomplished its incorporation on Oct 17th, 2017. Since its
A% beginning, we have strived to keep the Cybersecurity East Bay community:

Relevant

Security and Risk Management Identity and Access Management (IAM)

Security Assessment and Testing

Asset Security

Security Operations

{(Ee) Security Architecture and Engineering

Software Development Security

Communication and Network Security

Legal & Social Issues Impacting our Field
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Welcome to
The Year We’ve Had and
the Gift of Experience
3:00 PM

Robin Basham, CISSP...
(ISC)2 East Bay Chapter President
January 12, 2023




Board as of 2020 — was supposed to change, but

we all hung in to get past the Pandemic

» President Robin Basham — this is my last year and I’'m looking to transition to the VP in 2023

» Vice President Istvan Berko since 2019, nomination Erica Cunningham

» Treasurer and Finance Director Gary Dylina, nomination Irwin Cheng, transition year

» Chapter Secretary Carmen Parrish

» Director Membership Kerry Bryan -> transitioned 2022 Robin, nomination Dan Green

» Director Programs Denise Bonds-> transitioned 2022 Robin, nomination Corey Brown

» Directors Operations Dan Green, Rizwan Ashraf-> transitioned 2022 Craig, nomination Peter Chen
» Director Technical Steven Lai-> transitioned 2022 to Craig Porter, current Director Technology

» Director Marketing & Communication Krishnan Thiruvengadam

»  Director Outreach Maura Jones

» Director of Education & Career Development Maura Jones-> transitioned 2022 Jack K. Rasmus-Vorrath
» Conference Director Robin Basham

» Conference Committee nominations uncontested Deborah Mannia, Donald Hester

) EAST BAY
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(ISC)? East Bay Election Preview — Vote January 12

President

Vice President

Director (Physical
Security)
Operations

Treasurer,
Director Finance

Secretary

Director
Programs

Responsible for presiding over the business meetings and ensures that all rules and regulations are
observed, appoints and serves as a member of all committees, decides tie votes and ensures that all
officers faithfully perform their duties. Must have (ISC)2 Credential in good standing.

Responsible to co-assist in operations and general administration of the Chapter and assumes the
responsibilities of President and Secretary when they are unavailable. Must have (ISC)2 Credential in
good standing.

Proposing a role that is responsible for all physical arrangements, on site security, property belonging to
the chapter, acting in support of the President and Treasurer/Director Finance.

Responsible for keeping an accurate and complete record of all chapter receipts and expenditures,
develop detailed accounting reports, and file any necessary financial applications or forms required by
(ISC)2 or applicable laws. Must have (ISC)2 Credential in good standing.

Conduct meetings, record proceedings of the chapter, assist in the election process, write
correspondence, and prepare reports to (ISC)2 and assist in general operations as needed. Must have
(ISC)2 Credential in good standing.

Organizing and hosting events, seminars, and other functions of the Chapter, liaison with the Director
Marketing, and Director — Operations, assist in content development for the Chapter website, and assist
in the general operations of the Chapter as needed; should always work in the interest of East Bay
Chapter.

Robin Basham (current)
Write-in:

Istvan Berko (current)
Nomination Erica Cunningham,
Write-in:

Open b/c we have no one local
(current)

Nomination Peter Chen
Write-in:

Gary Dylina (current)
Nomination Irwin Cheng
Write-in:

Carmen Parrish (current)

in place till 2026
Write-in:

Robin covering (current)

Cory Brown, uncontested nomination

Write-in:



Director Education
& Career
Development*

Director Technology

Director —
Membership

Director —
Communications &
Marketing

Director —
Cybersecurity
Awareness
(Outreach)

Director —
Sponsorship

*Director — Career
Development

Conferences
Committee

Responsible for assisting the Chapter members with their continuing education (CE) efforts, to
provide information about the CE opportunities, and to assist in the general operations of the
Chapter as needed.

The director of technology has evolved to represent all operations in digital space. This critical role
assures our security in every aspect of records management and currently manages and designs the
chapter website.

Responsible for promoting the membership growth of Chapter, ensuring smooth entry for new
members, and maintaining accurate membership records. Must have (ISC)2 Credential in good
standing.

Responsible for marketing the events and seminars of the Chapter, liaison with President and
Director-Programs, and assist in the general operations of the Chapter as needed.

Responsible for raising Cybersecurity awareness in the community via educating kids, seniors,
parents, etc., about internet safety, cyberbullying etc., based on “Safe and Secure Online” or similar
organizations, and assist in general operations as needed.

Responsible for reaching out to industry and businesses to seek donations and sponsorship for the
Chapter, Chapter events, and assist in general operations as needed. This role reports to the
President and Treasurer.

Responsible for assisting, guiding, and mentoring the Chapter members with career development
and assist in general operations as needed, for gathering and updating the jobs page for the chapter
website.

This position does not require election. Members are welcome to participate in conference
committee planning, offering a chance to bring speakers, plan events, coach presenters, and
coordinate the physical day of our one day them-based training

Jack K. Rasmus-Vorrath (current)
in place till 2026

Craig Porter (current)
in place till 2026

Robin covering,
Dan Green nominated
Write-in:

Krishnan Thiruvengadam (current)
Write-in:

Maura Jones (current)
Write-in:

Currently managed by the President
and Conference Chair, Robin Basham
Write-in:

Currently combined with Director
Education however a role can be
added.

Write in:

Deborah Mannia and Donal Hester,
uncontested nomination
Write-in:



stBay-Refleivity-Al-ML-Robin-Basharm-invit

Encryption and Key Management Policy and Procedure:
Analysi; Encryption Risk Management; CSC Key Managf
tivation; Key Suspension; Key Deactivation; Key Archi

Security and Privacy Policy and Procedures; Secure Disp|
Privacy by Design and Default; Data Protection Impact
Personal Data Sub-processing; Disclosure of Data Sub-p|

Although algorithmic auditing has emerged as a key strategy to expose systematic biases
* embedded in software platforms, we struggle to understand the real-world impact of
L these audits, as scholarship on the impact of algorithmic audits on increasing algorithmic
L33 fairness and transparency in commercial systems is nascent. To analyze the impact of
publicly naming and disclosing performance results of biased Al systems, we investigate
ACtiona ble AUdltl ng: the commercial imp_act o_f fSer?der Shades: the fn»rst algori?hmic audit of gender and skin
type performance disparities in commercial facial analysis models.

|nVeSt|gat|ng the |mpaCt Of 1) outlines the audit design and structured disclosure procedure used in the Gender
Publicly Naming Biased RGeS

2) presents new performance metrics from targeted companies IBM, Microsoft and

Performance Results Of Megvii (Face++) on the Pilot Parliaments Benchmark (PPB) as of August 2018,
. 3) provides performance results on PPB by non-target companies Amazon and Kairos
Commercial Al Product and
By |ni0|uwa Deborah RaJ| 4) explores differences in company responses as shared through corporate
.. communications that contextualize differences in performance on PPB.
a nd J0y BUO'alenl Jan. 24,2019 Within 7 months of the original audit, we find that all three targets released new API

versions.
All targets reduced accuracy disparities between males and females and darker and
lighter-skinned subgroups, with the most significant update occurring for the darker-

n skinned female subgroup, that underwent a 17.7% - 30.4% reduction in error between
audit periods

Minimizing these disparities led to a 5.72% to 8.3% reduction in overall error on the Pilot

Pe 'fo mance Results of
Commercial Al Products Parliaments Benchmark (PPB) for target corporation APIs.
MIT Media Lab The overall performance of non-targets Amazon and Kairos lags significantly behind that

of the targets, with error rates of 8.66% and 6.60% overall, and error rates of 31.37% and
22.50% for the darker female subgroup, respectively.

Robin
Basham

unmlsll Endpoint Management - UEM

© copyright




TN We facilitated 40 - 56 CPE hours

»

»

»

»

»

»

EAST BAY

January 13, 2022, NIST 171, DFARS and CMMC 2.0, Robin
Basham, EnterpriseGRC Solutions (Recording) (2 CPE)

February 10, 2022 — Bot Sentinel organized hate accounts,
followed by log4) with Whitesource (Recording) (2 CPE)

March 8, 2022 —I1SC2 SV Partner Event-Building Cloud
Products for Federal Agencies CPE assigned by ISC2 SV. Robin
Basham, EnterpriseGRC Solutions (Slides) (2 CPE)

March 10, 2022 — Member meeting: demystifying zero trust-
Defend Against Ransomware, Abhishek Singh, Araali Networks
(Recording) (2 CPE)

April 14, 2022 — (ISC)2 East Bay + Secure Coding
Tournament & , Secure Code Warrior Platform, Laura Jilke
(Brochure) (2 CPE) Not available for replay

April 21, 2022 — Equilibrium: The Product Security Conference
— plus three free Lunchbox SecDevOps courses, Security
Compass (up to 8 CPE)

EnterpriseGRC (€ CJ

Soluhons Inc.

MEND

B

¢ SECURE
CODE
./ WARRIOR

Security
Compass
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https://isc2-east-bay-chapter.pantheonsite.io/member-meetings/jan-13th-member-meeting-nist-171-dfars-and-cmmc-2-0-our-resources-and-roles/
https://register.gotowebinar.com/recording/1153532153945361158
https://isc2-east-bay-chapter.pantheonsite.io/member-meetings/2-10-2022-member-meeting-1-bot-sentinel-organized-hate-accounts-2-log4j-with-whitesource/
https://attendee.gotowebinar.com/recording/1429082962624890123
https://isc2-east-bay-chapter.pantheonsite.io/member-meetings/march-8th-2022-isc2-sv-partner-event-building-cloud-products-for-federal-agencies/
https://isc2-eastbay-chapter.org/wp-content/uploads/2022/03/ISC2-SV-March-8th-Building-Cloud-for-Federal.pdf
https://isc2-east-bay-chapter.pantheonsite.io/member-meetings/march-10-2022-member-meeting-demystifying-zero-trust-defend-against-ransomware/
https://attendee.gotowebinar.com/recording/8579359910787813132
https://isc2-eastbay-chapter.org/events/april-14th-2022-secure-coding-tournaments/
https://isc2-eastbay-chapter.org/wp-content/uploads/2022/02/SCW-Brochure.pdf
https://isc2-eastbay-chapter.org/events/april-21-2022-equilibrium-the-product-security-conference-plus-three-free-lunchbox-secdevops-courses/

»  April 27, 2022 — Silicon Valley Cybersecurity Summit — FBI Discusses Latest Cyber Threats (up to 8 CPE) No replay

» May 12, 2022 — Gigamon, Threat Detection in Zero Trust Architecture, presented by Greg Maples (Recording) (2
CPE)

» July 14, 2022 — Data That Secures Itself — Keyavi, Speakers Elliot Lewis, Céline Gravelines (Recording) (2 CPE)
»  September 8, 2022 — Reblaze WAAP Solution, Bob Delong and Dima Nazarenko — YouAttest IAM Governance
(Recording) (2 CPE)

»  October 13, 2022 — Reflexivity: The Cybersecurity Superpower You Haven’t Met Yet | Legislation Related to Al and
the Lag in Compliance Guidance for Implementation of Necessary Controls, Robin Basham, Jodi Masters-Gonzales,
Brian Barnier, Sean Lyons, (Recording) (2 CPE)

» November 10, 2022 — Member meeting: Putting People Back in the Center of Cybersecurity | Protecting Critical
s Assets and Infrastructure — A Pragmatic Approach — Kelly Rein, Claro Enterprise Solutions (Recording had a critical
P error) (2 CPE)
e » December 8, 2022 — Digital Disruption and the importance of Cyber Security in the Digital Age | The Year In
Review (Recording) (2 CPE)

Critically | Think.

G Q‘Sakeyaw )'ﬂ Claré/_ for | Cyber.
o Reblaze YOUATTEST

e

SUMMIT ,,,d’i

EAST BAY
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https://isc2-eastbay-chapter.org/events/april-27-2022-silicon-valley-cybersecurity-summit/
https://isc2-eastbay-chapter.org/member-meetings/may-12-2022-member-meeting-gigamon-threat-detection-in-zero-trust-architecture-the-search-for-truth-and-observability/
https://attendee.gotowebinar.com/recording/9109206869023876623
https://isc2-eastbay-chapter.org/member-meetings/july-14-2022-member-data-security-with-keyavi/
https://attendee.gotowebinar.com/recording/3131837250339003403
https://isc2-eastbay-chapter.org/member-meetings/september-8-2022-member-meeting-reblaze-waap-solution-youattest-iam-governance/
https://attendee.gotowebinar.com/register/8419953818392014093
https://isc2-eastbay-chapter.org/member-meetings/october-13-2022-member-meeting-reflexivity-the-cybersecurity-superpower-you-havent-met-yet-legislation-related-to-ai-and-the-lag-in-compliance-guidance-for-implementation-of-necessary-control/
https://attendee.gotowebinar.com/register/1127081208417193484
https://isc2-eastbay-chapter.org/member-meetings/november-10-2022-member-meeting-putting-people-back-in-the-center-of-cybersecurity-protecting-critical-assets-and-infrastructure/
https://isc2-eastbay-chapter.org/member-meetings/december-8-2022-member-meeting-digital-disruption-and-the-importance-of-cyber-security-in-the-digital-age-the-year-in-review/
https://register.gotowebinar.com/register/5224708158523857936

Friday, March 10th, 2023
Reg. 8 AM 9 AM-5PM
Venue: Oracle, Pleasanton
Xox
pot.t 0

(1SC)2 East Bay invites you to a one
day Zero Trust from A to Z Action
conference. ISACA and ISSA
members also welcome

8 CPE Event - Pricing for (ISC)3,
ISACA, and 1S54 Members - 555
Students- $35

Non-Members- 875

Recent Past Presenters FREE
Member Sponsaors (Paying it for-
ward) $100 -25-45dollars is a
charitable donation.

Email

conferencedirector@isc2-eastbay-
chapter.org for more details.

REGISTRATION SPEAKER
TOPICS ABSTRACTS AND BIOS
https://isc2-eastbay-

chapter.org/

#ISCEastBayZ Action

& AM to 8:50 OTORIO SPONSORED
Registration and breakfast, Coffes, Juice,
Yogurt, Cereal and Noah’s Bagels

TED

10 AM Srinivas Akella, founder
Wootcloud, acquired by
Netskope, 10T Security Solutions -

Metskope

netskope

11 AM Zero Trust
and the SBOM,
Finite State, Laura
lilke

Lunch sponsored by
ColorTokens : Earn a CPE
by scheduling a private
demo “Stop Modern
Cyberattacks”

Lunch: Vegan and Gluten
free options served in the
Oracle Cafateria. Lunch is
Bar-B-Que from Armadillo
Willy's, our frequent and
_ trusted meal
r? caterer.
Lunch tokens
provided.

MSCIA, MBA, CEH , Claro

1
Claro-

FINITE @] STATE  3:15 PM Erica Cunningham,
WP ISC2 East Bay Chapter,

Sales Manager, West ColorTokens—How to
Stop Modern Cyberattacks

4:15 PM Neil Daswani,
CISO QuantumScape, Big
Breaches—Can Zero Trust
change the landscape?

5 PM Robin Basham, Chapter
President, CEQ EnterpriseGRC,
Summing up the Z Action Plan
and the Regulatory Road

Ente :GRC
T iaians, o G—ﬂ Ahead—RAFFLE Big Breaches

1.1 9 AM Jackie Kalter, OTORIO Operational Technology,
Tracking Zero Trust Networks Jockie Kalter and Engineer

1:00 PM What is Data
for Good? BrightData,
Benjamin Segal

bright
2:00 PM—Kelly Rein,

Enterprise
Solutions,

{&COLORTOKENS




EAST BAY

Conference Committee, Programs, Conference Director, we already have five
months of forward scheduling, and our first conference on March 10t

14
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Who we are -
Membership

Kerry Bryan, CISSP, transitioned in year 3 to Robin
Basham
EAST BAY Director Membership

\

\
/
ee-

o”APT
January 12, 2023
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1 Below are the top 50 (ISC)? Chapters based on reported number of members.
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~——EMEA 526% 5.3% 0.0% 0.0%
e LAT AM 100.0% 0.0% 0.0% 0.0%
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Topic: The Future of Online + In
Person Hybrid Community

Cory Brown, Robin Basham, Istvan Berko, Craig
| ey | Porter, Peter Chen
AN ot H ' Past and future Programs Director, Technology,

{

@ EAST BAY

< - | ry - VP, Peter Chen who has set us up at Oracle.
' January 12, 2023 20
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Being a Liaison -~
Cybersecurity &
Outreach

Maura Jones, CISSP, Director Outreach

[ ) January 12, 2023
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Jack, CISSP, Director Education and Career Development

January 12, 2023
EAST BAY
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EAST BAY

Education & Professional Development

» Objectives
 engagement, collaboration, inclusion
» Initiatives
* Google Spaces: Sign-up
- Chapter Info, Seminar Discussion, Group Chat,
- Certification Info, Training Resources,
- CISSP Study Group, New Literature, Security News
e  CISSP Study Sessions
- Coming Soon: education@isc2-eastbay-chapter.org

» Spotlight
*  Cybersecurity Awareness Month
- “See Yourself in Cyber”

* Being Safe Online
* Joining the Cyber Workforce
* Being Part of the Solution

e  (ISC)? 1M Certified in Cybersecurity

- Waiver of cost: for Training, Voucher, Dues

23


https://isc2-eastbay-chapter.org/education-and-professional-development/
mailto:education@isc2-eastbay-chapter.org
https://www.cisa.gov/cybersecurity-awareness-month
https://www-engadget-com.cdn.ampproject.org/c/s/www.engadget.com/amp/meta-warns-malicious-third-party-apps-apple-google-120049486.html
https://www.isc2.org/landing/1MCC

Communications and
Community, The Balance

Krishnan Thiruvengadam, CISSP
o ¢ Director Marketing & Communication

{

\@3 EAST BAY January 12, 2023
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The Director Technology
ushers in a new era of

Craig Porter, CISSP
Director Technology
January 12, 2023




The Role of a Vice President —
advice for hybrid leaders

Istvan Berko, CISSP

€l
f"@‘\ EAST BAY Chapter Vice President
‘0,,4“& January 12, 2023
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Never underestimate the
role of The Secretary.
From a board
perspective, without the RIS

' secretary, we are 006000
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Finance, Sponsorship,
Steering

Gary manages our accounting,
taxes, invoices and organizing
documents. He is, in many ways,
the anchor of our chapter.

Gary Dylina, CISSP
Treasurer and Finance Director, Founding Member
January 12, 2023




From all of us at (ISC)2 East Bay
Chapter, We Wish You All

a Joyous New Year
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