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FOCUS 
for TODAY

Infospec)ves™

• Construc)ve 
Accountability

• Sustainable Risk 
Triage

• Visualizing 
Residual Risk

• Keeping it Rolling



Informa(on Is Beau(ful LINK

https://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/


What can go wrong? 

Source

Source

Source

https://www.wired.com/story/job-screening-service-halts-facial-analysis-applicants/
https://venturebeat.com/2021/07/01/study-finds-that-few-major-ai-research-papers-consider-negative-impacts/
https://twitter.com/Lemonade_Inc/status/1397564442720747520?s=20


Accountability
in a nutshell:

Accountability for risks must be FORMALLY assigned to 
stakeholders who have influence and means to effect change…

…stakeholders must REMAIN accountable unDl processing for 
specified purposes ceases, or the role is formally handed over…

…SPECIALISTS are accountable for providing clear informaDon 
about requirements, risks, and blockages…

STAKEHOLDERS are accountable for providing sufficient Dme, 
money, and support to make that work...

…because NO-ONE should be accountable for something that 
they can’t influence, or don’t understand. 

©Infospec)ves



4D – Mul(ple 
Accountability 
Dimensions

Delega&on & Demarca&on

Descoping

Doing & Documen&ng 

Durability

©Infospec)ve
s



CISO CDO CEO CIO COO CPO CRO C3PO
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Delega(on & 
Demarca(on

It can’t go too low

Nothing works in silos

Lack of engagement is a risk

Don’t ignore the supply chain

©Infospec)ve
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Approve risk criteria and thresholds for triage and assessment
Deal with commercial/contractual objections to due diligence
Answering intake / triage questions 
Update triage activity (annual audit)
Facilitate assessment and remediation meetings with vendor
Handle/escalate engagement blockages
Conduct security and privacy compliance and risk assessments
Report on compliance and risk status
Ensure evidence is delivered to support findings
Provide security/privacy SME input to support agreeing remediation
Coordinate ongoing governance
Provide security/privacy SME input into ongoing governance
Oversee progress with remediation
Re-assess residual risk after remediation 
Provide control status and risk input for risk acceptance
Provide business and service specific detail for risk acceptance
Identify business risk owners
Accept risks
Own residual risk of a breach while blockages / risks persist



A two part story with KRIs

Engagement KRIs

Assessment Progress 
against target

Engagement Progress

Blockages 

Remedia1on KRIs

Risk status by % en11es

Risk status by % compliant 
controls

Risk status by control theme

Infospec)ves™



Vendor Involvement
Business Involvement
SME Involvement
Tech Detail

Available Time
Engagement Ease
Business Buy-In
Funding

Requirem
ents

M
eans / Support

The GRC Paradox:

We can’t assess 
everything

We can’t priori:ze 
without assessing risk

We can’t assess risk 
without priori:zing

Infospec)ves™



Descoping

You can’t do it all

Move it all le>

Agree how much is enough

Document all decisions

Infospec)ves™



Tradi:onal risk assessment doesn’t scale



Risk-based priori:za:on

• Up front planning for 
depth and 0ming

• Risk based context for de-
scoping

• Evidence to support 
op0ons to flex 0me or 
resource ©Infospec)ves



1. Asset 
Iden7fica7on

2. Maturity / 
Readiness

3. Risk 
Iden7fica7on

4. Inherent Risk 
Es7ma7on / 

Triage

5. Controls  
Assessment

6. Residual Risk 
Categorisa7on / 

Es7ma7on

7. Risk 
Treatment

8. Regular 
Review

9. Decommission 
/ Exit

In wider risk management context

Where is effort 
currently focused?

Are there 
boBlenecks 
elsewhere in the
governance supply 
chain?

©Infospec(ves Ltd



Poten&al for Humane 
Risk Management 

Maturity, 
Capability, 

Culture

Inherent Risk 
Es6ma6on /  
Priori6sa6on 

Residual Risk 
Assessment 

and Risk 
Treatment

Infospec)ves™

Poten:al to do well

CommiDng to do well

Preparing well

Doing well



A – Applica)ons / Infrastructure, B - Business, C – Cybersecurity, D – Data Protec)on / Privacy, L – Legal, P – Procurement, V - Vendor
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Referral Scope & Triage
Inherent 

Risk 
Estimate? 

ABCDPL CDABCDPL

Risk Within 
Appetite

L M

H / VH
Assessments / 

Negotiate Contract*

Assessments  
/ Update 
Contract?

SME Review

Agreed 
with 

Business?

N

N

Y

Contract / 
Controls 

Compliant?

Schedule 
next 

assessment
***

Y N

Remedial 
Actions 

Complete?

SME Review

Require and Track 
Remedial Actions

Y

Blockage / 
Service Live

**Defer Propose 
Risk 

Acceptance

N

NY

Assess Residual Risk 

Provide justification 
for risk acceptance 

/ blockage

Identify risk owners 
and escalate for 

decision

Accept 
Risk?

Log and 
schedule 
review

Record status and 
report to 

stakeholders

N

Y

Y

ABCDLV ACD

ACD

BP

CD

BCDBCDP

BCD

BP

B

ACD

CD

BV
ACDP

ACD

A – Applica)ons / Infrastructure, B - Business, C – Cybersecurity, D – Data Protec)on / Privacy, L – Legal, P – Procurement, V - VendorInfospec)ves™



Scope and Triage - Right ques0ons, right people, right 0me

D: Assess and manage (Residual risk es7mate)

Assess residual risk Plan remedia7on

C: Best nest steps (Defer / Audit / DPIA / Other)?

Descope Defer Delegate Engage 

B: How much do we care (Inherent risk es7mate)?

Absolute Criteria Condi7onal Criteria

A: Do we care (Early hard lines)?

Personal Data? EU Regula7on? Ethics?
Concep7on

Ini7a7on

Requirements

Design

©Infospec(ves Ltd



Absolute – Policy / Law / 
Regula7on “Must”
(No Brainers)

• EU AI  Regula-on High Risk criteria
• EU WP29 WP248 High Risk criteria
• Secret company data
• Most sensi-ve personal data.
• Most vulnerable people / environments
• High probability of reuse
• Highest complexity
• High risk supply chain
• Known data bias
• Novel technology with unknown 

implica-ons

Condi7onal – Policy / Law / 
Regula7on “Should”
(Tie Breakers)

• Loca-on in AI Supply Chain
• Data quan-ty / throughput 
• Other specific legal / regulatory 

requirements
• Dependence on other third par-es
• Poten-ally impacted systems
• Vendor size / maturity
• Internal governance maturity
• Poten-al for persistent bias
• Availability of specialists
• Delivery or contract renewal date

Inherent risk es0ma0on / triage
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https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52021PC0206
https://ec.europa.eu/newsroom/article29/items/611236




IDENTIFY 
ALGORITHM

ML / AI

DESCOPE & TRIAGE
AIA / GDPR / Risk

ML / AI Risk 
Assessment 

Cybersecurity 
Assessment

Ethics Focused Risk 
Assessment

Request 
clarifica(ons

Propose Risk 
Treatment

Inherent 
Risk / 

Priority?

Report to 
Supervisory 

Authority
Agree Remedia(on

Implement 
Remedia(on

Remediate / 
Escalate

INDEPENDENT
AI AUDIT

Retested 
Compliant

?

Acceptable 
Risk?

Refine Risk / 
Control Scope

Schedule 
for Future 

Assessment

Tolerable / 
Insurable 

Risk?

N

Y

Y
N

AI – AI Risk Stakeholders, A – Applica(ons / Infrastructure, B - Business, C – Cybersecurity, D – Data Protec(on / Privacy, E – Ethics Officer,  L – Legal, P – Procurement, V - Vendor

ABCDPL ABCDPL D

CDV

ABCDV

EARS AIBDEL

AIACDV

AV

AIACDE AIDE

D

AIDEL

Refine Risk / 
Control Scope

BCAV

Refine Risk / 
Control Scope

AIE

Legi(mate Interest 
Assessment

Update Record of 
Processing

Legi(mate Interest 
Assessment

BD

Legi<mate Interest

Lawful 
processing 

Basis?

D

Data Protec(on 
Impact Assessment

BD

D

High 
Residual 

Risk?

Personal Data?

Y

AI/D

Technical Security Risk

N Other

ECD

Control gaps?

N

AI Model Risk Ethical Risk

EAVCD

L

M?

M?

Y
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Map answers to planning decisions

Keep it simple

Make sure you can analyse

Test priori7es and logic with stakeholders

Record their risk appe7te

Define and sign off common excep7ons

Make every ques)on count

©Infospec)ve
s



Doing & 
Documen(ng

PrioriAze next steps

Keep it simple

Re-use your inherent risk

Non-compliance does not equal risk

©Infospec)ve
s



Being afraid isn’t the same as being at 
risk…

…being at risk isn’t the same as being at 
proximate or intolerable risk
Me c.2013

©Infospec)ve
s



From Ini0al Inherent Risk Es0mate to Residual Risk

Ini$al Inherent 
Risk Es$mate

Validated 
Inherent Risk 

Es$mate

Controls 
Assessment Residual Risk Mi$gated or 

Accepted Risk

LEGS  / REGS

POLICIES / 
STANDARDS

TECHNICAL  / ETHICAL 
PROCEDURAL / DATA

©Infospec(ves Ltd



Ethics Risk Analysis

Residual risk of adverse outcomes – Validated via SMEs and Diverse Stakeholders

Residual Bias Validity Necessity Propor-onality Reliability

Diverse Inputs from Mul)ple Stakeholders

KPI / KRI Design

Confirming applicable law and regula)on and interpre)ng for requirements

Explainability

Risk iden)fica)on - Poten)al adverse ooutcomes– Validated via SMEs and Diverse Stakeholders

Infospec)ves™



Describe and Visualise Residual Risk – Impact / Probability?

Tradi1onal Risk Matrix

Tiered impact

§ Financial (fraud / fine)
§ Reputa7on (Customer Confidence / 

market share / share price
§ Por7on of impacted customers 

(informs no7fica7on costs)
§ Level of impact on individuals (harms 

and loss of freedoms)

Tiered probability

• 4 (Unlikely) to 1 (Probable
• Annual Loss Expectancy

©Infospec(ves Ltd



Describe Residual Risk – Hybrid Qualita:ve / Quan:ta:ve?

VCIO ”Energy Labels”

Values:

§ Transparency
§ Accountability
§ Privacy
§ Jus7ce
§ Reliability
§ Environmental Sustainability

Criteria

Indicators

Observables
Source: KraP, Hauer, 2020: From Principles to Prac)ce - An interdisciplinary framework to 
opera)onalise AI ethics

https://drive.google.com/file/d/14i_9wSzQth2RzFOqNpKusRur1n-I34KK/view?usp=sharing


5%
Compliant

5%
Compliant

Acquire and 
Prepare Data Train Model Package 

Model
Validate 
Model

Deploy 
Model

AI LIFECYCLE

6%
Compliant

7%
Compliant

8%
Compliant

9%
Compliant

6%
Compliant

7%
Compliant

8%
Compliant

9%
Compliant

AI AUDIT / ASSESSMENT – SYSTEM / CODE / DATA - TECHNICAL TESTING

AI AUDIT / ASSESSMENT  – OVERSIGHT / DOCUMENTATION / PROCESS - REVIEW

AI LIFECYCLE

©Infospec(ves Ltd



• How confident are you about reported 
compliance? 

• Which por0on of your AI lifecycle does the 
risk mi0ga0on value apply to?

• Which subset of controls were tested?

• What por0on of your inherent risk does that 
mi0gate?

How compliant is compliant?
In built feedback loops

Working con1nually

Evidenced as Working

Fit for Purpose

Broken / Missing

Compliant - 2

©
Infospec(ves Ltd

Compliant - 3

Compliant - 4

Compliant - 5

Compliant - 1



Resolve unacceptable uncertainty now, or plan to respond later

©Infospec(ves Ltd

• 64% of controls with 
unacceptable uncertainty

• Contractually limit liability?

• Insure?

• Government backed liability 
limita7on?

• Expert, prompt, responsive 
post-market monitoring and 
incident / dispute resolu7on?
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Combine maturity and inherent risk 
for op:ons to flex

HIGH inherent risk + Low maturity / capability = Stop, 
deep dive,  mature / fix / reduce risk. Ensure MEDIUM / 
LOW before progressing. Re-triage frequently.

LOW inherent risk + Low maturity / capability = Proceed, 
re-triage a^er change to ensure risk remains LOW, 
maturing in parallel

Ethically tolerable jus:fica:on for excep:on? 

MEDIUM inherent risk + Low maturity / capability = Pause 
for valida1on, if remains MEDIUM, re-triage a^er changes, 
mature / fix before releasing

©Infospec(ves Ltd
Copyright: lekichik

https://www.123rf.com/profile_lekichik


Durability
(for next 6me)

It’s a rolling process

Map what you do and share

Model your resources

Rinse and repeat

©Infospec)ve
s



Our future won’t be lost to the singularity…

…it will be lost to undervalued GRC mundanity, siloed
scru:ny, excessive faith vs reproducibility, and absence
of construc:ve accountability

We need more investment in transla/on 
and means to ease assessment

Infospec)ves™


