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How to Be an Ambassador of Trust:

Putting Risk Management To Work Combating the Threat of Misinformation
Sherri Douville, CEO at Medigram Presentation for ISC2 East Bay Chapter October 14, 2021
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What Does Information Integrity Mean to You?
You Are Part of the Information “Supply Chain”
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The Hard Road Traveled: What is Information Hygiene?
Why trust is important to you, your career, and your teams -even your families.

ONLY 1 IN 4 HAVE GOOD
INFORMATION HYGIENE

Information hygiene:
1. News engagement

2. Avoid information echo
chambers

3. Verify information

4. Do not amplify
unvetted information

Percent in each segment

39
35
Poor Moderate
information hygiene information hygiene

26

a

Good

information hygiene

57% of respondents
share or forward news

items that they find to be
interesting

Of those, only 29% have
good information hygiene
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Source: 2021 Edelman Trust Barometer
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Medigram CEO Journey of Information Credibility & Hygiene
Albeit Imperfect, Academic Standards & Peer Review Have Their Place

Medigram CEO — Editor & Coauthor for Medigram CEO Co-Chair of the IEEE Trust & Identity project

two of the top 4 academic book publishers 11 Seminal Technical Papers Pending
*Completed works (1 standard, 10 companion papers)

Routledge I E E E SA

& Taylor & Francis Group STANDARDS
ASSOCIATION

Top academic publisher

@ . Underwriters
Z 1 Spl’ 1nger Laboratories
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What the Workforce Wants

Why trust is important to you, your career, and your teams

PRIORITIES SHIFT:
MY INFORMATION
LITERACY NOW
MATTERS MORE

Change in importance since last year
(more important minus less important)

2021 Edelman Trust Barometer. IMP_VALUES. For each of the
following, please indicate whetherithas become more importantto
you, less importantto you, or has stayed the same inimportance, since
lastyear. 5-pointscale; top 2 box; more important; bottom 2 box, less
important. Question asked of halfof the sample. General population,
27-mktavg. Net change is the difference between more and less
important.
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Changeinimportance

. More Less

since the startof the year... Net change important  important
Prioritizing my family and their needs +56 64 8
I_ncreasmg my mgdla and +46 e g
informationliteracy

Increasing my Science literacy +43 52 9

Being politically aware +39 51 12
Speaking out when | see the +36 47 1

need for changes and reforms

‘l"' Edelman

27
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The Casualties of
Misinformation:

The International
Healthcare
Workforce

--Abused by

“Disinformers” &
Misinformation

Calgary ICU nurse who
faced abuse on pandemic
front lines dies of
apparent drug overdose

CARRIE TAIT >

CALGARY

PUBLISHED SEPTEMBER 30, 2021
UPDATED 2 HOURS AGO

< ¥ f in O

Grade 2 shudest at ShToresa of Calcutte

Season Foremsky was an ICU nurse in Calgary. She died
at home this week, in an apparent drug overdose.

IMimedigram



How to think of the role that bias plays in misinformation

What is Misinformation in a Medical or Scientific Context?

Credit: Jaren Littlefield
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is teleology?

e Teleologicexplanations versus mechanic

explanations:
- Q: Why does ral

- M: Rain falls becausSgmvaporized water
condenses when tempe re decreases and it
density increases. Hence, W@ gravitational forg
over water drops exceeds asCqding force of,

- T: Rain falls in order to water crofs
living things.
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What is Truth in Science & Medicine? = Scientific Method
Anything Not Adhering to the Scientific Method “Smells” Like Fraud to a Scientist

The Scientific Method as an Ongoing Process

W

~ Dr. Jonathan N. Stea @ ¢
The real purpose of the scientific method
is to make sure nature hasn’t misled you

Make
Observations

What do | see in nature?
This can be from one's
own experiences, thoughts,
or reading.

. .« s . Develop Think of
Into thlﬂklng you kﬂOW somethmg you General Theories Interesting
General theories must be Questions

consistent with most or all
available data and with other
current theories.

actually don’t know.

Why does that
pattern occur?

Refine, Alter,
Expand, or Reject
Hypotheses

- Robert M. Pirsig

Gather Data to
Test Predictions

Relevant data can come from the
literature, new observations, or
formal experiments. Thorough
testing requires replication to
verify results.

Formulate
Hypotheses

What are the general
causes of the
phenomenon | am

|. wondering about?

Credit: University of Texas

Develop
Testable
Predictions

If my hypotesis is correct,
then | expect a, b, c,...
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Does Friendly Fire Hurt the Most?

What is Misinformation in a Medical or Scientific Context?
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~> Jonathan Howard @JHoward... -43m

Contrarian Doctors who
doctors treat COVID
omnipresent on a daily
in the media. basis.
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Methods of Fact Checking:
Find the lowest bias, highest

REU_i_éRS(@ facts ratings

AP
Reuters

Mediabiasfactcheck.com
Snopes

How to Screen Biased Media




Normalize Rejecting Poor Sportsmanship
What is Poor Sportsmanship in Debate Between Professionals?

refuting the central point o\ p ble f & evid

refutation

counterargument

contradiction

Unacceptable, the lowest level

Image credit: Elsa Support Hierarchy adapted from Adam Grant
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Extremism: Can We Balance Standards With Compassion?
What Makes Even Highly Intelligent & Educated Susceptible to Misinformation?

FEATURES:

1. Psychological distress

2. Cognitive simplicity

3. Overconfidence/Agnorance
4. Intolerance
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ASSOCIATION FOR
PSYCHOLOGICAL SCIENCE

Current Directions in Psychological
Science

Psychological Features of Extreme 2010, Vol. 252> 155-163
.-, . - © The Author(s) 2019
Political Ideologies

Article reuse guidelines

sagepub. com/journals-permissions
DOI: 10.1177/0963721418817755
www psychologicalscience org/CDPS

Jan-Willem van Prooijen"?( and André P. M. Krouwel** ®SAGE

'Department of Experimental and Applied Psychology, Vrije Universiteit Amsterdam; “The
Netherlands Institute for the Study of Crime and Law Enforcement, Amsterdam, The Netherlands;
‘I)cp;mml:nl of Communication Science, Vrje Universiteit Amsterdam; and *Department of Politcal
Science, Vrije Universiteit Amsterdam

Abstract

In this article, we examine psychological features of extreme political ideologies. In what ways are political left- and
right-wing extremists similar to one another and different from moderates? We propose and review four interrelated
propositions that explain adherence to extreme political ideologies from a psychological perspective. We argue that (a)
psychological distress stimulates adopting an extreme ideological outlook; (b) extreme ideologies are characterized by
a relatively simplistic, black-and-white perception of the social world; (¢) because of such mental simplicity, political
extremists are overconfident in their judgments; and (d) political extremists are less tolerant of different groups and
opinions than political moderates. In closing, we discuss how these psychological features of political extremists
increase the likelihood of conflict among groups in society.

Keywords
political extremism, ideology, rigidity of the right, overconfidence, intolerance
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Counter Sophisticated, Coordinated Disinformation Campaigns
Evidence Based Strategies From British Medical Association Journal, BMJ

EBM Strategies:

e “Publicinoculation”-warning people about
the risk of being misled and drawing Covid-19 and the new merchants of doubt
attention to who is pushing the contentious ==
in forma tion an d their financial compe ting How best can scientists push back against science denialist campaigns? David Gorski and Gavin Yamey

interests;

thebmjopinion Latest Authors ~ Topics ~

suggest some evidence based strategies

* Highlighting scientific consensus; and

* Mapping the institutional networks who are
pushing controversial information, evaluate
what political and legal strategies can
counter them.
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https://www.johnsnowmemo.com/

Mobile Medicine Can Help You to Combat Tech Misinformation
27 Diverse, Extraordinary Co-Creators = Exponential “Peer Review” Effect

Amazon Hot New Releases

Mobile Medicine: Overcoming People, Culture, and Governance 1st Edition

by Sherri Douville - (Editor)

In Medical Technology in Medical Informatics In Quality Control
Mobile Medicine Mobile Medicine Mobile Medicine

Overcoming Peoble\ — Overcoming Peoble,\ = Overcoming People,i|

»
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Culturejand Governance Culturesand!Govarnance Culturejand Governance
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Edited bygsherr Douville “
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