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Security through innovation. Innovation through collaboration.

WORKING GROUPS

Home = Research = Working Groups
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Cloud Key Management Quantum-safe Security
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E Industry Specific

SDP and Zero Trust

Financial Services Stakeholder Platform
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Audits

Cloud Controls Matrix Privacy
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Health Information Management

Continuous Audit Metrics Privacy Level Agreement
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Securing DevOps
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Cloud Security Services Management
Enterprise Architecture
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People who want to join a Cloud Security Alliance
Research Working Group should reach out to
Cloud Controls Matrix Working Group | CSA

(cloudsecurityalliance.org)

I’m very honored to be a lead among the
Mapping of NIST 800-53r5 and CCM 4.0 WG

Along with releasing updated versions of
the CCM and CAIQ, this working group
Maintaining cloud governance, risk and compliance is becoming increasingly proVideS addend ums, Contr0| mappings

Home = Research = Working Groups = Cloud Controls Matrix

difficult. g
The more complex systems become, the less secure they become, even though d nd gap analySIS between the M and
security technologies improve. With the proliferation of security certifications, other research releases, indust ry

industry standards and regulations it is becoming increasingly challenging to keep
up with the requirements to stay secure and compliant in the cloud.

standards, and regulations to keep it
continually up to date.

Why was the CCM created? q

To respond to simplify the process of assessing the overall security risk of a cloud ME
provider, CSA created the Cloud Control Matrix (CCM) and Consensus Assessment

Initiative Questionnaire (CAIQ). The CCM provides a controls framework that Next Meeting

gives detailed understanding of security concepts and principles that are aligned
to the best practices outlined in the CSA Security Guidance for Cloud Computing.
The CAIQ provides a set of Yes/No questions a cloud cansumer and cloud auditor
may wish to ask of a cloud provider to ascertain their compliance te the CCM.

Sep 01, 2021, 08:00AM PDT
Join the Meeting =+

Help Integrate the CCM with CRI's Financial Services Cybersecurity Profile

CSA is partnering with the Cyber Risk Institute (CRI) to provide the financial
community with new resources to map and integrate CSA's Cloud Controls Matrix
(CCM) and CRI's Financial Services Cybersecurity Profile. The geal is to define the
scope, objectives and technical specifications of the Cloud Security Framework for
Financial Services. To learn more, download our group charter.

Working Group Leadership

Sean Cordero Shawn Harris Harry Lu Sean Estrada
Q,‘
Daniele Catteddu Eleftherios
Skoutaris

€


https://cloudsecurityalliance.org/research/working-groups/cloud-controls-matrix/
https://circle.cloudsecurityalliance.org/community-home1?CommunityKey=c5e9ef65-7674-441f-add0-9143d32f88b1

“We’d like to use Cloud Control Matrix & NIST SP 800-53 r5 EnterpriseGRC (€ C)

Mapping as our Master Control List”

Soluhons, Inc.

RESOURCES / REASONS: Companies using NIST SP 800-53 r4, must update to Rev 5.1. Cloud
Controls Matrix has recently updated to CCM 4.0 — We need them both, now.

Problem: NIST SP 800-53 as a mediating framework is incompletely or inaccurately mapped in
products; It requires updates for CIS CSC 7.1->8.1, CCM 3.1->4.0, NIST SP 800-171 r2 & NIST SP
800-172 (Cybersecurity Enhancement), plus New Tailoring Criteria

Opportunity: Leveraging NIST SP 800-53 r5 to complete © AICPA SOC 2, ©HITRUST, PCI DSS 3.21,
CSTAR CCM, DFARS CMMC, ©ISO/IEC 27001 plus Privacy, Processing and Cloud requires detail
understanding of these frameworks —i.e., experience completing engagements to do this work,
but it can be done.

Methodology: Creating useable cyber framework mapping is an exercise that drives common
language across all Policies and Programs and is necessary to meaningful resilience and
compliance.




Why Now: Cryptographic, Data Center, and Data Security Privacy EnterpriseGRC @
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* California Consumer Privacy Act of 2018, California Privacy

Rights and Enforcement Act of 2020 (CPRA) — Privacy + ARRAY OF TESTS ASSIGNED TO CLOUD SECURITY ALLIANCE CLOUD CONTROLS MATRIX V4.0
Cryptography
* Forthe ISO/IEC 27001 using ISO/IEC 27002:2013 € (Plus ® | Torel TSP 100—2017 Tust Services Criterta, ® [Total, HITRUST CSF v8, 720

Privacy, Processing, Cloud)
* ISO/IEC 27017:2015 € 27002 for cloud services
*  ISO/IEC 27701:2019 € Privacy ® [Tow, Pc1DS5Va.2 1 Copyrghn © 2018 Visa.
* ISO/IEC 27018:2019 € Processing
* NIST 800-171 r2 (Controlled Unclassified Information/ DFARS)
* NIST 800-172 (Plus Cybersecurity Enhancements)
* NIST 800-53 r5 (NIST-800-53B) replaces Annex H + J.

* PCI DSS V3.2.1 Copyright © 2018 VISA (Cryptography,
Privacy)

* TSP 100—2017 Trust Services Criteria — Likely to add
Cybersecurity, Healthcare, Supply Chain - Datacenter +
Privacy + Cryptography greatly improve demonstration of
these controls.

* HITRUST CSF v9* — Privacy + Cryptography + Data Center (to
operate with HITRUST contact Hitrust.org)

__m_Iotal, 150/IEC 27001:2013 €, 40

Total, ISO/IEC 27002:2013 €, 751

M | Total, ISO/IEC27701:2019 €,356

W | Total, NIST 800-53r5, 1430 B | Total, NIST 800-171r2, 335

B | Total, NIST 800-172,129

ISO/IEC 27701:2019 € Security techniques — Extension to ISO/IEC 27001 and ISO/IEC 27002 for privacy information management — Requirements and guidelines
ISO/IEC 27018:2019 € Information technology — Security techniques — Code of practice for protection of personally identifiable information (PIl) in public clouds acting as PIl processors
ISO/IEC 27017:2015 € 27002 for cloud services

*EnterpriseGRC Solutions verifies and purchases a copy of each framework each time we do a mapping exercise for our client. Clients are required to show their license to operate with CSA, CIS, HITRUST, GAMP, ISACA, AICPA etc. and the content of the mapping
remains with that client for their operational application only. We do not provide framework content to the public. We do not work with unlicensed content. We give mapping to NIST, CIS, CSA, AICPA in good faith to support their working groups and advance our
Professional Community.
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Audit and Assurance - A&A Audit and Assurance Policy and Procedures; Independent Assessments; Risk Based Planning Assessment; Requirements Compliance; Audit Management Process; Remediation

li . d B . Application and Interface Security Policy and Procedures; Application Security Baseline Requirements; Application Security Metrics; Secure Application Design and Development; Automated Application Security Testing;
Application and Interface Security - AIS Automated Secure Application Deployment; Application Vulnerability Remediation

Business Continuity Management and Business Continuity Management Policy and Procedures; Risk Assessment and Impact Analysis; Business Continuity Strategy; Business Continuity Planning; Documentation; Business Continuity Exercises; Communication; Backup;
Operational Resilience - BCR Disaster Response Plan; Response Plan Exercise; Equipment Redundancy

Change Control and Configuration Change Management Policy and Procedures; Quality Testing; Change Management Technology; Unauthorized Change Protection; Change Agreements; Change Management Baseline; Detection of Baseline Deviation; Exception
Management - CCC Management; Change Restoration
Encryption and Key Management Policy and Procedures; CEK Roles and Responsibilities; Data Encryption; Encryption Algorithm; Encryption Change Management; Encryption Change Cost Benefit Analysis; Encryption Risk

cryptOgraphy’ Encryptlon and Key Management; CSC Key Management Capability; Encryption and Key Management Audit; Key Generation; Key Purpose; Key Rotation; Key Revocation; Key Destruction; Key Activation; Key Suspension; Key Deactivation; Key
Management - CEK Archival; Key Compromise; Key Recovery; Key Inventory Management

Off-Site Equipment Disposal Policy and Procedures; Off-Site Transfer Authorization Policy and Procedures; Secure Area Policy and Procedures; Secure Media Transportation Policy and Procedures; Assets Classification; Assets
Datacenter Security - DCS Cataloguing and Tracking; Controlled Access Points; Equipment Identification; Secure Area Authorization; Surveillance System; Unauthorized Access Response Training; Cabling Security; Environmental Systems; Secure Utilities;
Equipment Location

Data Security and Privacy Lifecvcle Security and Privacy Policy and Procedures; Secure Disposal; Data Inventory; Data Classification; Data Flow Documentation; Data Ownership and Stewardship; Data Protection by Design and Default; Data Privacy by Design and
Y y Yy Default; Data Protection Impact Assessment; Sensitive Data Transfer; Personal Data Access, Reversal, Rectification and Deletion; Limitation of Purpose in Personal Data Processing; Personal Data Sub-processing; Disclosure of
Management - DSP Data Sub-processors; Limitation of Production Data Use; Data Retention and Deletion; Sensitive Data Protection; Disclosure Notification; Data Location

isk and li Governance Program Policy and Procedures; Risk Management Program; Organizational Policy Reviews; Policy Exception Process; Information Security Program; Governance Responsibility Model; Information System Regulatory
Governance, Risk and Compliance - GRC Mapping; Special Interest Groups

Background Screening Policy and Procedures; Acceptable Use of Technology Policy and Procedures; Clean Desk Policy and Procedures; Remote and Home Working Policy and Procedures; Asset returns; Employment Termination;
Human Resources - HRS Employment Agreement Process; Employment Agreement Content; Personnel Roles and Responsibilities; Non-Disclosure Agreements; Security Awareness Training; Personal and Sensitive Data Awareness and Training;
Compliance User Responsibility

Identity and Access Management Policy and Procedures; Strong Password Policy and Procedures; Identity Inventory; Separation of Duties; Least Privilege; User Access Provisioning; User Access Changes and Revocation; User
Identity and Access Management - IAM Access Review; Segregation of Privileged Access Roles; Management of Privileged Access Roles; CSCs Approval for Agreed Privileged Access Roles; Safeguard Logs Integrity; Uniquely Identifiable Users; Strong Authentication;
Passwords Management; Authorization Mechanisms

Interoperability and Portability - IPY Interoperability and Portability Policy and Procedures; Application Interface Availability; Secure Interoperability and Portability Management; Data Portability Contractual Obligations
f d Vi lizati . Infrastructure and Virtualization Security Policy and Procedures; Capacity and Resource Planning; Network Security; OS Hardening and Base Controls; Production and Non-Production Environments; Segmentation and
Infrastructure and Virtualization Security - IVS Segregation; Migration to Cloud Environments; Network Architecture Documentation; Network Defense
L . d Monitori LOG Logging and Monitoring Policy and Procedures; Audit Logs Protection; Security Monitoring and Alerting; Audit Logs Access and Accountability; Audit Logs Monitoring and Response; Clock Synchronization; Logging Scope; Log
0gging an onitoring - Records; Log Protection; Encryption Monitoring and Reporting; Transaction/Activity Logging; Access Control Logs; Failures and Anomalies Reporting
ST A (e o T R E T E TG 1 L SR T AT Security Incident Management Policy and Procedures; Service Management Policy and Procedures; Incident Response Plans; Incident Response Testing; Incident Response Metrics; Event Triage Processes; Security Breach
and Cloud Forensics - SEF Notification; Points of Contact Maintenance

S A BT R EN Tl [ =1 oL =108 7| SSRM Policy and Procedures; SSRM Supply Chain; SSRM Guidance; SSRM Control Ownership; SSRM Documentation Review; SSRM Control Implementation; Supply Chain Inventory; Supply Chain Risk Management; Primary
and Accountability - STA Service and Contractual Agreement; Supply Chain Agreement Review; Internal Compliance Testing; Supply Chain Service Agreement Compliance; Supply Chain Governance Review; Supply Chain Data Security Assessment
h d | bili Threat and Vulnerability Management Policy and Procedures; Malware Protection Policy and Procedures; Vulnerability Remediation Schedule; Detection Updates; External Library Vulnerabilities; Penetration Testing;
Threat and Vulnerability Management - TVM Vulnerability Identification; Vulnerability Prioritization; Vulnerability Management Reporting; Vulnerability Management Metrics

. | Endooint M EM Endpoint Devices Policy and Procedures; Application and Service Approval; Compatibility; Endpoint Inventory; Endpoint Management; Automatic Lock Screen; Operating Systems; Storage Encryption; Anti-Malware Detection and
Universal Endpoint Management - U Prevention; Software Firewall; Data Loss Prevention; Remote Locate; Remote Wipe; Third-Party Endpoint Security Posture

© Copyright 2021 Cloud Security Alliance - All rights reserved. Cloud Security Alliance “Cloud Controls Matrix (CCM) Version 4.0” at http://www.cloudsecurityalliance.org subject to the following: (a) the Cloud Controls Matrix v4.0 may be used solely for your personal,
informational, non-commercial use; (b) the Cloud Controls Matrix v4.0 may not be modified or altered in any way; (c) the Cloud Controls Matrix v4.0 may not be redistributed; and (d) the trademark, copyright or other notices may not be removed. ),
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CCM 4.0 Framework Coverage (especially Data Center, Data Enterggligggﬁs $
Security & Privacy, and Cryptography) is necessary for current
Privacy, Processing and Cloud Cybersecurity Framework Controls

MAPPED TESTING COVERAGE IS0 27001-27002-27017-27701-27018/NIST 800-53R5/NIST 800 171R2-172/PCl DSS V3.2/50C 2
MAPPED TESTING COVERAGE ISO 27001-27002-27017-27701-27018/NIST 800-53RS/NIST 800 171R2-172/PCI DSS V3.2/50C 2 V2017/HITRUST V9.3 TO CCM 4.0 CRYFTOGRAPHY
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LEGAL Requirement - FISMA PL 113-283
NIST SP 800-53 r5, NIST SP 800-171 r2 an

Federal Information Security Modernization Act risua

f v

Federal Informotion Security Modernizotion Act of 2014 (Public Law 113-283; December 18, 2014).

The original FISMA was Federol Information Security Monagement Act of 2002 (Public Law 107-347 (Title l1l); December 17,
2002), in the E-Government Act of 2002

supply chain risk management
security & privacy

Ty & access management
+ privacy
+ risk management
+ security & behavior

RELATED NEWS . ——

. . . + security programs & operations
Assessing Enhanced Security Requirements for CUI + systems security engineering
ApriL27, 2021 zero trust
NIST has released Draft Special Publication (SP) 800-1724, "Assessing Enhanced Security Requirements... + Technologles

+
NISTIR 8212: ISCM Program Assessment and Tool = Laws and Regulations
March 31, 2021 + exacutive documents

’ R " i i i e " = laws

NIST has published NISTIR 8212, "An Information Security Continuous Monitoring Program Assessment,”... Cyber Security RO Act
Cybersecurity Enhancement Act

NIST Publishes SP 800-172 E-Government Act

February 2, 2021 Energy Independence and Security Act
NIST announces the release of Special Publication (SP) 800-172, "Enhanced Security Requirements for... Federal Information Security Modernization Act
First Responder Network Authority

Draft NIST SP 800-47 Rev. 1 Available for Comment Health Insurance Portability and Accountability Act
January 26, 2021 HelP America Vote Act
Draft MIST SP 800-47 Revision 1, "Managing the Security of Information Exchanges," is now available. * fegtions

s ] 2 o BE5 + Activities and Products

. + Sectors
Control Catalog and Baselines as Spreadsheets
January 26, 2021
New supplemental materials are available for SP 800-53 Rev. 5 and SP 800-538: spreadsheets for the... W RELATED TOPICS
Laws and Regulations: E-Government ACt

"¢ ISACA.
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d NIST SP 800-172

Assessing Enhanced Security Requirements for Controlled Unclassified Information:
Draft NIST SP 800-172A Available for Comment

April 27,2021

f w
The protection of controlled unclassified information (CUI) in nonfederal systems and organizations—especially CUI W RELATED TOPICS
associated with a critical program or high value asset—is important to federal agencies and can directly impact the ability of
the Federal Government to successfully carry out its assigned missions and business operations. To determine if the Securlty and Prlvacy: controls assessment, security
enhanced security requirements in NIST Special Publication (SP) 800-172, Enhanced Security Requirements for Protecting controls

Controlled Unclassified Information: A Supplement to NIST Speciol Publication 800-171, have been satisfied, organizations
develop assessment plans and conduct assessments.

Laws and Regulatlons: Federal Information Security
Modernization Act, OMB Circular A-130

Draft NIST SP 800-172A, Assessing Enﬁumedsewmmqumen& for Controlled Unclassiffed Information, provides
federal agencies and nonfederal organizations with assessment procedures that can be used to carry out assessments of the
requirements in NIST 5P 800-172. The generalized assessment procedures are flexible, provide a framework and starting point
10 255855 the enhanced security requirements, and can be tailored to the needs of organizations and assessors. Organizations
tailor the assessment procedures by selecting specific assessment methods and objects to achieve the assessment objectives
and by determining the scope of the assessment and the degree of rigor applied during the assessment process. The
assessment procedures can be employed in self-assessments, independant third-party assessments, or assessments
conducted by sponsoring organizations (e.g., government agencies). Such approaches may be specified in contracts or in
agreements by participating parties. The findings and evidence produced during assessments can be used by organizations to
facilitate risk-based decisions related to the CUl enhanced security requirements. In addition to developing determination
statements for each enhanced security requirement, Draft NIST SP 800-1724 introduces an updated structure to incorporate
organization-defined parameters into the determination statements.

NIST is sesking feedback on the assessment proceduras, including the assessment objectives, determination statements, and
the usefulness of the assessment ebjects and methods provided for each procedure. We are also interested in the approach
taken to incorporate organization-defined parameters into the determination statements for the assessment objectives.

A public comment perlod for this document Is open through June 11, 2021 See the publication details for a copy of the
draft publication and instructions for submitting comments, preferably using the comment template provided. For any
questions, please contact sec-cert/@nist.gov.

NOTE: A call for patent claims fs Included on page iv of this draft. Fer additfonal Information, see the Infarmation Technology Loboratory (ITL) Patent
Policy--Inclusion of Patents in ITL Publications.

https://csrc.nist.gov/Topics/Laws-and-Regulations/laws/FISMA

Protecting Controlled Unclassified Information in Nonfederal Systems and
Organizations

RITY RESOURCE CENTER
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FY 2021 IG METRICS DEPEND ON NIST SP 800-53 r5 - EnterpriseGRC ()
https://www.cisa.gov/

FY2 1 F I S M A g An official website of the United States government  Here's how you know v EMAILUS®  CONTACT SITE MAP I
Key Changes to the FY 2021 |G FISMA Metrics
One of the goals of the annual FISMA evaluations is lo assess agencies’ progress loward achieving
D ocumen tS | C I SA CYB ERSECU Rm outcomes that strengthen Federal eybersecurity, including implementing the Administration’s priorities
& INFRASTRUCTURE and best practices. One such area is increasing the maturity of the Federal povernment’s Supply Chain
FY 2021 Ins pecto r SECURITY AGENCY © Risk Management (SCRM) practices. As noted in the Federal Acquisition Supply Chain Security Act of
" 2018, agencies are required to assess, avoid, mitigate, accept, or transfer supply chain risks. The FY 2021

General FISMA IG FISMA Reporting Metrics include a new domain on Supply Chain Risk Management (SCRM) within
the Identify function. This new domain focuses on the maturity of agency SCRM strategies, policies and
Re o) rtl n procedures, plans, and processes to ensure that products, system components, systems, and services of
—Lg external providers are consistent with the organization’s cybersecurity and supply chain risk management
requirements. The new domain references SCRM criteria in NIST Special Publication (SP) 80058, Rev.

M easures v 1 . 1 3, Security and Privacy Controls for Information Svstems and Organizations. To provide agencies with
sufficient time to fully implement NIST 800-53, Rev 5., in accordance with OMB A-130, these new

f cisa. g0V l FYZ 1 Fl SM A DOCU N metrics should not be considered for the purposes of the Identify framework function rating.

FY 202 1 I t PUbllcatlons lerary Also, within the Identify function, specific metric questions have been reorganized and reworded to focus
ns p ector on the degree to which cyber risk management processes are integrated with enterprise risk management
Academic Engagement A collection of Fiscal year 2021 FISM (ERM) processes. As an example, 1Gs are directed to evaluate how cybersecurity risk registers are used to
G enera I Fe d era I Attachment Media communicate information at the information system, mission/business process, and organizational levels.
. Accessibility . — These changes are consistent with NIST Interagency Report 8286, “Integrating Cybersecurity and
I N fO rmation B FY 2021 CIO FISMA Metrics Enterprise Risk Management (ERM),” which provides guidance to help organizations improve the
~ eybersecurity risk information they provide as inputs to their enterprise ERM programs.*
Security Border Security B FY2021IG FISMA Metrics

Furthermore, OMB has issued guidance on improving vulnerability identification, management, and

H H . remediation. Specifically, Memorandum M-20-32, Improving Vulnerability Identification, Management.
Modernization Act Cybersecurity and Remediation, September 2, 2020, provides guidance to federal agencics on collaborating with
members of the public to find and report vulnerabilities on federal information systems. In addition, DHS

Of 20 14 ( F I S MA) Disasters Binding Operational Directive 20-01, Develop and Publish a Vulnerability Disclosure Policy, September
. . 2, 2020, provides guidance on the development and publishing of an agency’s vulnerability disclosure
Re p (@) rt| N g M et rICS . ) policy and supporting handling procedures. The G FISMA Reporting Metrics include a new question
Economic Security (#24) to measure the exient to which agencies utilize a vulnerability disclosure policy (VDP) as part of

Version 1.1 May 12,
2021

Election Security

San Francisco Chapter;


https://www.cisa.gov/publication/fy21-fisma-documents
https://www.cisa.gov/sites/default/files/publications/FY%202021%20IG%20FISMA%20Metrics%20Final%20v1.1%202020-05-12.pdf
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Transition to NIST SP 800-53 r5.1, you must.
-Yoda

 Two new control families: (PT)
Personally Identifiable Information
Processing and Transparency, (SR)
Supply Chain Risk Management

* Consolidates Program Management to
main catalog (PM)

e Attributes: Control or control
enhancement is implemented by “S”

System, or “O” organization, or both f dO nOt, there iS no
IIO/SII

* Integrated Privacy controls across the
entire catalog notated by “P”

No! Try not! Do or

e ALL controls shift from descriptive to
outcome - based criteria:

* Example “

”v. “Enforce
approved authorization”

©Copyright EnterpriseGRC Solutions, Inc. Robin Basham, M.Ed., M.IT, CISSP, CISA, ITSM, CGEIT, CRISC, Master ACC, CRP, VRP, HISP - robin@enterprisegrc.com 124
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NIST.GOV NIST SP 800-53 Rev. 5 final updates DECEMBER 2020 EnterpriseGRC
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NIST = CSRC MENU

Information Technology Laboratory B1176 = kS Provenance | Supply Chain Integrity — Pedigree v

COMPUTER SECURITY RESOURCE CENTER N R : : -

More than

NIST SP 800-53B Control | ditorial or
Baselines
ve chan;

L]

r Few base contral

HIST SP 800-53
Rev 5 Controls

B= An official website af the United States government _Here's how yol

Ch. d ElL Change Details

cument, menitor, and maintain valid pravenance
stem componsnts, and azsaciated data

P 800-53 Rev. 5, Security and Privacy Controls for Info Systems and Organizations | CSRC (nist.gov)
SP 800-53 Rev. 5

Publications

Establish and maintain unique identification of spec

chain clements, processes, and personne associate

m and critical system components

ithdran control S4-12(14]

inkain unique identification of 2pec

and critical zystem components For traching throug

chain

. Incorparates withdrawn contral $A-12(14]
Employ specified contrals to validats that the zyzt

Mok contral enbancement companent received iz genuine and has nok been alt

Incarporates withdrawn contral S4-12(10]

Employ specified cantrals and conduct specified
% Ry . ensure the integrity of the system and system comp
villdating the tsanal cemposiion snd proenanc

Hew base control cfied scquiziio
s b L, P, and H Security Control | PrE=rhont methods te pratect agai
[P 500-558) gl
ncarporate:

' Hew control enhancement

' Haw contral enhancamant
Search

Security and Privac
f w

Controls for Information Systems and Organizations

Search Title, Abstract, Conference, Citation, Keyword af

Date Published: September 2020 (includes updates as of Dec. 10, 2020)

DOCUMENTATION

Publication: 177
' SP 800-53 Rev. 5 (DOI)
Local Download

Supersedes: SP 800-53 Rev. 5 (09/23/2020)

hraven contral $4-12(1)
:ontrol. ta curs an adequate 2

v NW Gritizal systomempon
I it

W control anhancemant

Planning Note (1/22/2021):

See the Errata (beginning on p. xvii) for a list of updates to the original publication.
Supplemental Material:
[A control Catalog (spreadsheet) (xls)

New supplemental materials are also available:

Ti Mew base contral oaen(l “PP‘?;
. % e Addz to I, and H Security Contral DEEIREER
[ Analysis of updates between 800-53 Rev. 5 and Euselines ($F 500-535) R A L N
— The entire security and privacy control catalog in spreadsheet format. Note: For a spreadsheet of control baselines, see by MITRE Corp. for ODNI (xls) Employ specificd analysi ing of specificd =i
- N " I ks, d acks ited with the
autfo the SP 800-538 detoils. @mobme: Appendix J Privacy Controls (Rev. 4) toflev. ¥ [How control cohancement e
Incerporates withdrawn contral 54 12[u]
Employ specificd OPSED contralz ko protect supp)
: A Mew baze contral related infermation
+ Analysis of updates between 800-53 Rev. 5 and Rev. 4 (Updated 1/22/21) DpIn. ncorporatar withdraun control SA-2(3
Describes the changes te each control and control enhancement, provides a brief summary of the changes, and Framework to Rev. 5 (xls) Mo baze cantrel Establich aqrecments and pracedures with entiics
b b ® ks ke L, M, and H Security Contral | zupply chain
CTETITTOOTeeTRIST SP) includes an assessment of the significance of the changes. Note that this comparison was outhored By The MITRE } [ Mapping: Rev. 5 to ISO/IEC 27001 (word) Boseines (5F S00558) ncoipocs tesTuhdlamicon ol 21211 )
o Eacs contra ;
Corporation for the Director of National Intelligence (DNI) and is being shared with permission by DNI. I OSCAL Version of Rev. 5 controls (web) faddrezses the need o inplement s tamper protect

x r Adds ta H Security Contral Baseline (3P

Incarparates withdrawn cantrol SA-13

N B00-556)
NIST Topic Areas [A control Collaboration Index Template (xls) Tew control enhancement Employ anti-tamper bechnalogies, tools, and bechn
- - - x A Adds to H Security Control Baseline (3P pskem development life cycle
| Choose some options « Mapping of Appendix J Privacy Controls (Rev. 4) to Rev. 5 Control Collaboration Index Template (word) 500-535) e e 131
Supperts organizations using the privacy controls in Appendix J of SP 800-53 Rev. 4 that are transitioning to the Il Blog post (web) % % % - ] || L DD IS
i i = o [$F S00-535° Incorporates withdrawn control $A4-18[2]
Report Number integrated control catalog in Rev. 5. . o = 1 =
Other Parts of this Publication: s e ez ”"‘If’“ (it e 80 e S e e
| ¥ ¥ « @ i v L, M, and H Securivg Gontrol | PSS a0 procedures, to include reporting countes
i i SP 800-538 Baselines [£P S00-536 compenents
+ Mappings between 800-53 Rev. 5 and other frameworks and standards (NIST Cybersecurity Framework and NIST oelines ! Incorporates withdrawn centrol $4-13
N Mew control snhancement Addre: need ko brain personncl ko debect count
Privacy Framework; ISO/IEC 27001 [updated 1/22/21]) Document History: x x x i Adds koL, M, snd H Security Contral [ companer
R B - o . ) E: = [SP S00-535) Incorporates withdrawn control $A-13(1)
The mappings provide organizations a general indication of SP 800-53 control coverage with respect to other 12/10/20: SP 800-53 Rev. 5 (Final) S Telsintain configuration contral owar cpacified Fyot

compansnts 3wsiting service or rapair and ervice
companents awsiting return to service
Incorparates withdrawn control SA-13(2

% % % ¥ Adds ta L, M, and H Security Contral
Biaselines [SP 800-536)

-— frameworks and standards. When leveraging the mappings, it Is important to consider the intended scope of each
publication and how each publication is used; organizations should not assume equivalency based solely on the

TOP'CS MNew contral Periadically scan for counterfeit system component | w
mapping tables because mappings are not always one-to-one and there is a degree of subjectivity in the mapping el . )
analysis. Security and Privacy

privacy controls: security controls; security programs &
Also available: )
operations

Security and Privacy Control Collaboration Index Template (Excel & Word)
The collaboration index template supports information security and privacy program collaboration to help ensure that
the objectives of both disciplines are met and that risks are appropriately managed. It is an optional tool for information

Laws and Regulations
E-Government Act; Federal Information Security,
Modernization Act; Homeland Security Presidential

©Copyright EnterpriseGRC Solutions, Inc. Robin Basham, M.Ed., M.IT, CISSP, CISA, ITSM, CGEIT, CRISC, Master ACC, CRP, VRP, HISP - robin@enterprisegrc.com o o @ *u‘;’.
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20 Families (Two New Domains)

AC - ACCESS
CONTROL

CM -
CONFIGURATION
MANAGEME

MA -
MAINTENANCE

PM - PROGRAM
MANAGEMENT

SA - SYSTEM AND
SERVICES
ACQUISITION

AT - AWARENESS
AND TRAINING

CP - CONTINGENCY
PLANNING

MP - MEDIA
PROTECTION

PS - PERSONNEL
SECURITY

SC - SYSTEM AND
COMMUNICATIONS
PROTECTION

AU - AUDIT AND
ACCOUNTABILITY

IA -
IDENTIFICATION
AND
AUTHENTICATION

PE - PHYSICAL
AND
ENVIRONMENTAL
PROTECTION

PT - PERSONALLY
IDENTIFIABLE
INFORMATION

PROCESSING AND

TRANSPARENCY

Sl - System and
Information Integrity

CA - ASSESSMENT,
AUTHORIZATION,
AND MONITORING

IR - INCIDENT
RESPONSE

PL - PLANNING

RA - RISK
ASSESSMENT

SR - SUPPLY CHAIN
RISK MANAGEMENT

NIST SP 800-53 Rev 5
Controls

More than
editorial or
administrative
change?

o/

EnterpriseGRC

Changed Elements

golutions, Inc. @_))

Change Details

[~

Y

New control enhancement

New base control
Adds to M, and H Security Control Baselinas.
(P 800-538)

Assess and review the supply chain-related risks associated with
suppliers or contractors and the system, system component, or system
service they provide

Incorporates wi control 5A-12(2) i

New control enhancement

Employ specified analysis or testing of specified supply chain
elements, processes, and actors associated with the system, system
ystem service

hdrawn control SA-12(11)

New base control

Employ specified OPSEC controls to protect supply chain-related
information
Incorporates withdrawn control SA-12(9)

New base control
Adds to L, M, and H Security Control
(SP 800-53B)

Establish agreements and procedures with entities involved in the
supply chain
Incorporates withdr: control SA-12(12) )

New base control
Adds to H Security Control Baseline (SP 800-
538)

Addresses the need to implement a tamper protection program.
Incorporates withdrawn control SA-18

New control enhancement
Adds to H Security Control Baseline (SP 800-
538)

Emplay anti-tamper technologies, toals, and techniques throughout the
system development life cycle
Incorporates withdrawn control SA-18(1) )

New base control
Adds to L, M, and H Security Control
Baselines (SP 800-53B)

Inspect specified systems or system components to detect tampering
Incorporates withdrawn control SA-18(2)

New base control
Adds to L, M, and H Security Control
(SP 800-53B)

Addresses the need to develop and implement anti-counterfeit policy
and procedures, to include reporting it system
Incorporates withdr: control SA-19 )

New control enhancement
Adds to L, M, and H Security Control

New control enhancement
Adds to L, M, and H Security Control

Baselines (SP 800-53B) Incorporates withdrawn control SA-19(1) i

|Addresses need to train personnel to detect counterfeit system
components
Maintain cor ontrol over specified system companents.
rand serviced or repaired components

Baselines (SP 800-53B) F R ©
Incorporates withdrawn control 5A-18(2) )
¥ New control enhancement =e=n (3 Emi e =
Incorporates control 5A-19(4)

New base control
Adds to L, M, and H Security Control
(sP 800-538)

Dispose of specified data, documentation, tools, or system
components using the specified techniques and methods
Incorporates wif control SA-19(3) )

* Big Domains/Families 20

* The total number of tracked items since the start of NIST SP 800-53 is 1,189 items.
That includes everything withdrawn and everything active. *Green boxes are the
Control Families used for SP 800-171r2 and NIST SP 800-172.

* Medium Controls/Universe 298
 Small Tests Enhancements Detail 710

San Francisco
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Some of the New Controls Affect the SSP Baselines Entergglilﬁgglﬁi S
Some Controls Do Not appear in any Baseline

Search For Any FedRAMP Policy or Guidance Resource | FedRAMP.gov

Search | Q
A An Update to FedRAMP's Low,
Moderate, and High Baseline SA-4
Controls and IR-3 High Baseline \
20, 2021

N
RESOURCES BLOG [ MARKETPLACE
§ _/

ace X
No matches
Headings  Pages  Results

New Post | IMay

1. Information System Name/Title:
4 2. Information System Categorization

A FedRAMP Security Controls Baseline

Updated Document | May 18, 2021

22. Security Objectives Categorization (FIPS 199)
*Auvoring s : FEDRAMP SYSTEM

e ) ; SECURITY PLAN (SSP)
E HIGH BASELINE

A FedRAMP System Security Plan (SSP)
Moderate Baseline Template

48 Information System Type
8.1, Cloud Service Models
82.Cloud Deployment Models
[ac X ~

5P Name

Updated Document | May 18, 2021

Nomatches

Headings  Pages  Results

freshihe A FedRAMP System Security Plan (SSP)

. Skyto
. IfomnatonSstem Name/Te - B Theone :
0 DT ‘ e . dhoriations Low Baseline Template
B
22/ Securey Objctives Cteoraton (95199
23,igal et Dteminaion

Updated Document | May 18, 2021

: FEDRAMP SYSTEM s e » FEDRAMP F
] SECURITY PLAN (SSP) i o A FedRAMP System Security Plan (SSP) i ekl
] MODERATE BASELINE FedRAM

High Baseline Template

oo
o e K e o _
e ] TEMPLATE — This docume Updated Document | May 13, 2021 1d Tailored LI-
i e Saa$ baseli irements.
et " ] Cloud Service Provider Name 5 i i
o NeworkAcitecure N— g A Py i A FedRAMP Moderate Authorization
Ly nformation System Name ek el s ke s [File Info: EXC ]
103.00taFlow B Version # hatae dented o3 “Leveraged nformation st . Toolkit
e Version Date . [P
0 Bl o o A ] s Progr Updated Document | May 18, 2021
27 Mot e Rt —_— Progr

122. Appiicable Standards and Guidance.

A FedRAMP Low Authorization Toolkit

Updated Document | May 18, 2021

“Enter text” or Clck here to

b AC-4Information Flow Enforcement (M) (H)
AC-5 Separation of Dutes (M) (H)

elete this instruction from your finl version o this document

AUTHORIZ} & FedRAMP High Authorization Toolkit DOWNLOAD [

AT samm it 01 : FedRAM Pedsisdiuney e . Baseline

Ac- ) ) )

I AC-17 Remote Access (L) (M) (H) FedRAMP
P A e e | o Template

CONTROLLED UNCLASSIFIED INFORMATION.
1 AC-19 Access Control for Portable and MobileSysters (1) (M) (H)

I AC-20 Use of xterna Information Systems (1) () (H)
AC-21 nformtion Sharina (V) (H)

©Copyright EnterpriseGRC Solutions, Inc. Robin Basham, M.Ed., M.IT, CISSP, CISA, ITSM, CGEIT, CRISC, Master ACC, CRP, VRP, HISP - robin@enterprisegrc.com
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These Controls Are Not Part of any Baseline

EnterpriseGRC @

Solutions, Inc.

CrlD ControlName |||

AC-9
AC-16
AC-23
AC-24
AC-25

AT-6
AU-13
AU-14
AU-16
C™M-13
CM-14
CpP-11
CP-12
CP-13

IA-9

IA-10

IR-9

MA-7

MP-8
PE-19
PE-20
PE-21

©Copyright EnterpriseGRC Solutions, Inc. Robin Basham, M.Ed., M.IT, CISSP, CISA, ITSM, CGEIT, CRISC, Master ACC, CRP, VRP, HISP - robin@enterprisegrc.com

Previous Logon Notification

Security and Privacy Attributes

Data Mining Protection

Access Control Decisions

Reference Monitor

Training Feedback

Monitoring for Information Disclosure
Session Audit

Cross-organizational Audit Logging
Data Action Mapping

Signed Components

Alternate Communications Protocols
Safe Mode

Alternative Security Mechanisms
Service Identification and Authentication
Adaptive Authentication

Information Spillage Response

Field Maintenance

Media Downgrading

Information Leakage

Asset Monitoring and Tracking
Electromagnetic Pulse Protection

PE-22
PE-23
PL-7
RA-6
RA-10
SA-20
SA-23
SC-6
SC-11
SC-16
SC-25
SC-26
SC-27
SC-29
SC-30
SC-31
SC-32
SC-34
SC-35
SC-36
SC-37
SC-38

Component Marking

Facility Location

Concept of Operations

Technical Surveillance Countermeasures Survey
Threat Hunting

Customized Development of Critical Components
Specialization

Resource Availability

Trusted Path

Transmission of Security and Privacy Attributes
Thin Nodes

Decoys

Platform-independent Applications
Heterogeneity

Concealment and Misdirection

Covert Channel Analysis

System Partitioning

Non-modifiable Executable Programs

External Malicious Code Identification
Distributed Processing and Storage
Out-of-band Channels

Operations Security

SC-40
SC-41
SC-42
SC-43
SC-44
SC-45
SC-46
SC-47
SC-48
SC-49
SC-50
SC-51
SI-13
SI-14
SI-15
SI-17
SI-20
SI-21
SI-22
SI-23
SR-4
SR-7

Wireless Link Protection

Port and 1/O Device Access
Sensor Capability and Data

Usage Restrictions

Detonation Chambers

System Time Synchronization
Cross Domain Policy Enforcement
Alternate Communications Paths
Sensor Relocation
Hardware-enforced Separation and Policy Enforcement
Software-enforced Separation and Policy Enforcement
Hardware-based Protection
Predictable Failure Prevention
Non-persistence

Information Output Filtering
Fail-safe Procedures

Tainting

Information Refresh

Information Diversity
Information Fragmentation
Provenance

Supply Chain Operations Security

San Francisc
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These Controls & Enhancements are withdrawn / replaced

EnterpriseGRC

Solutions, Inc.

©

CTRLID | Control Name T e

AT-3.4

AU-2.3

AU-3.2

AU-7.2

AU-8.1

AU-8.2

AU-14.2

CA-3.1

CA-3.2

CA-3.3

CA-3.4

CA-3.5

CM-5.2

CM-5.3

CM-8.5
CpP-2.4

I1A-9.1

©Copyright EnterpriseGRC Solutions, Inc. Robin Basham, M.Ed., M.IT, CISSP, CISA, ITSM, CGEIT, CRISC, Master ACC, CRP, VRP, HISP - robin@enterprisegrc.com

AT-3.4 Suspicious Communications and Anomalous
System Behavior

AU-2.3 Reviews and Updates

AU-3.2 Centralized Management of Planned Audit
Record Content

AU-7.2 Automatic Sort and Search
AU-8.1 Synchronization with Authoritative Time Source
AU-8.2 Secondary Authoritative Time Source

AU-14.2 Capture and Record Content

CA-3.1 Unclassified National Security System
Connections

CA-3.2 Classified National Security System Connections

CA-3.3 Unclassified Non-national Security System
Connections

CA-3.4 Connections to Public Networks
CA-3.5 Restrictions on External System Connections

CM-5.2 Review System Changes
CM-5.3 Signed Components

CM-8.5 No Duplicate Accounting of Components
CP-2.4 Resume All Mission and Business Functions

IA-9.1 Information Exchange

I1A-9.2

IR-9.1

PE-5.1

PE-5.3

PE-18.1

PL-2.3

SA-12.1

SA-12.2

SA-12.5

SA-12.7

SA-12.8
SA-12.9

SA-12.10

SA-12.11

SA-12.12
SA-12.14

IA-9.2 Transmission of Decisions

IR-9.1 Responsible Personnel

PE-5.1 Access to Output by Authorized Individuals
PE-5.3 Marking Output Devices

PE-18.1 Facility Site

PL-2.3 Plan and Coordinate with Other Organizational Entities

SA-12.1 Acquisition Strategies / Tools / Methods

SA-12.2 Supplier Reviews

SA-12.5 Limitation of Harm

SA-12.7 Assessments Prior to Selection / Acceptance / Update

SA-12.8 Use of All-source Intelligence
SA-12.9 Operations Security
SA-12.10 Validate as Genuine and Not Altered

SA-12.11 Penetration Testing / Analysis of Elements, Processes, and Actors

SA-12.12 Inter-organizational Agreements

SA-12.14 |dentity and Traceability

SA-12.15 SA-12.15 Processes to Address Weaknesses or Deficiencies

SA-18.1

SA-18.2

SA-19.1

SA-19.2

SA-19.3

SA-19.4

SA-22.1

SC-34.3

SC-42.3

SI-2.1

SI-3.1

SI-3.9

SI-7.11

SI-7.13
SI-7.14

SI-8.1

SA-18.1 Multiple Phases of System Development Life Cycle
SA-18.2 Inspection of Systems or Components

SA-19.1 Anti-counterfeit Training
SA-19.2 Configuration Control for Component Service and Repair
SA-19.3 Component Disposal

SA-19.4 Anti-counterfeit Scanning

SA-22.1 Alternative Sources for Continued Support

SC-34.3 Hardware-based Protection

SC-42.3 Prohibit Use of Devices

SI-2.1 Central Management
SI-3.1 Central Management
SI-3.9 Authenticate Remote Commands

SI-7.11 Confined Environments with Limited Privileges

SI-7.13 Code Execution in Protected Environments
SI-7.14 Binary or Machine Executable Code

SI-8.1 Central Management

°1S

San Francisc



268 New & Substantially changed Enhancements and Controls

e 20 (Big) Family Domains PT, SR

e 298 (Medium) Control Family
/Universe (example AC-2)

e 710 (Child Small) Tests
Enhancements (example AC-2(3))

[rersones Gobedded
o

| ->IR-10 Integrated Information Security Analysis T... { Tobe deleted |
e
-
-
.
e
PA-3-FT-3

o
-»IP-1 Individual Participation Policy and Procedur... | Tobedeleted |
o
e
o
e
-»PA-1 Privacy Authorization Policy and Procedures -
e

| O ‘ -=Al-15 Alternate Audit Capability

| ->5A-12 Supply Chain Risk Management
| ->5A-18 Tamper Resistance and Detection
| -»SA-19 Component Authenticity
| -*SC-19 Voice Over Internet Protocol
-»PA-2 Authority to Collect
-=PA-3 Purpose Specification

->|P-2 Consent

->|P-4 Privacy Notice
->|P-5 Privacy Act Statement
->IP-6 Individual Access

| ->IP-3 Redress

| (O -»PA-4 Infarmation Sharing with External Parties

“C ISACA.

San Francisco Chapter

EnterpriseGRC $

Solutions, Inc.

|C|D|E|F G H |
More than
NIST SP 800- editorial or
NIST SP 800-53 Rev 5 .. A .
53B Control | administrative Changed Elements Change Details
Controls B 5
Baselines change?
v - - ‘Y/N) - -
New control enhancement
. . Verify that individuals or systems transferring data between
X Y Adds to H Security Control Baseline (SP 800- | fy . v . - o
538) interconnecting systems have the requisite authorizations
Identify transitive (downstream) information exchanges with other
Y New control enhancement systems and take measures to ensure that transitive information
exchanges cease when the controls cannot be verified or validated
v New control enhancement Emp!oy a joint authorization Frot_:ess that includes multiple authorizing
officials from the same organization
Employ a joint authorization process that includes multiple authorizing
Y New control enhancement officials with at least one authorizing official from an organization
external to the organization conducting the authorization
New control enhancement
x| x| x| x v Adds to Privacy Control Baseline (SP 800-53B) |Ensure risk monitoring is an integral part of the continuous monitoring
Adds to L, M, and H Security Control Baselines strategy
(SP 800-53B)
v New control enhancement !Employ specific actions to valid_ate that Policies are established and
implemented controls operate in a consistent manner
v New control enhancement Ensure the ac?uracy, c_urrency, and avallahlllty_of monitoring results for
the system using specified automated mechanisms
Employ a penetration testing process that includes defined frequency of
Y New control enhancement announced and unannounced attempts to bypass or circumvent physical
access point controls
Review changes to the system at a specific frequency or for specific
circumstances to determine whether unauthorized changes have
Y New control enhancement
occurred
Incorporates withdrawn control CM-5(2)
v New control enhancement Prev?nt qr restrict changes to the configuration of the system under the
specific circumstances
Requires specified user-installed software execute in a confined physical
Y New control enhancement or virtual machine environment with limited privileges

Incorporates withdrawn control SI-7(11)

S ISACA
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75 Changes have implications in the Baselines, NIST 800-53B

* Privacy Attribute (P)
* Part of Low, Medium, High

* Changes to details and
modifications to the
baselines used for
FedRamp

e Addition of S/0O/SO
attribute

* Associated Tailoring
Criteria

EnterpriseGRC ((5

Solutions, Inc.

NIST SP 800-53 Rev 5
Controls

NIST SP 800-
53B Control
Baselines

(-

More than
editorial or
administrative
change?

(v/n)

[

Changed Elements

[

Change Details

New control enhancement
Adds to Privacy Control Baseline (SP 800-53B)

Mechanisms for individuals to have access to PlI
Incorporates individual access elements of withdrawn App J control
IP-2

New control enhancement
Adds to M and H Security Control Baselines
(SP 800-53B)

Provide literacy training on recognizing and reporting potential and
actual instances of social engineering and social mining

New control enhancement
Adds to Privacy Control Baseline (SP 800-53B)

Provide specific personnel or roles with initial and at a specific frequency
training in the employment and operation of Pl processing and
transparency controls

Incorporates training elements of withdrawn App J control UL-2

New control enhancement
Adds to Privacy Control Baseline (SP 800-53B)

Limit PIl contained in audit records to the specific elements identified in
the privacy risk assessment

New control enhancement
Adds to H Security Control Baseline (SP 800-
53B)

Verify that individuals or systems transferring data between
interconnecting systems have the requisite authorizations

New control enhancement

Adds to Privacy Control Baseline (SP 800-53B)
Adds to L, M, and H Security Control Baselines
(SP 800-53B)

Ensure risk monitoring is an integral part of the continuous monitoring
strategy

New base control
Adds to M and H Security Control Baselines
(SP 800-53B)

Identify and document the location of specific information and the
specific system components on which the information resides; the users
who have access; and changes to the location where the information
resides

New control enhancement
Adds to M and H Security Control Baselines
(SP 800-53B)

Use automated tools to identify specific information by information type
on specific system components to ensure controls are in place to protect
organizational information and individual privacy

New control enhancement
Adds to M and H Security Control Baselines
(SP 800-53B)

Requires implementing cryptographic mechanisms to prevent
unauthorized disclosure and modification of specified backup
information

New base control
Adds to M and H Security Control Baselines
(SP 800-53B)

Identity proof users for logical access based on identity assurance level
requirements

New control enhancement
Adds to M and H Security Control Baselines

(SP 800-538)

Requiring evidence of individual identification be presented to the
registration authority reduces the likelihood of individuals using
fraudulent identification to establish an identity

San Francisco Chapter,
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Three Tiers — Domain, Control, Test EnterpriseGRC C)

e LW | LV ]| |V i

RS ACCESS Folicy and a. Develop, «control policyand | 162], [SP 200-178], A5132,
CONTROL Frocedures document, and procedures [sP 800-132]. AB11, AS1,

At Issue In

disseminate to address the AZ11, A121, m a p p i n g .
1 [#=signment: controls in the AC A12.1.1, GMPS_B6. °
Control: Discussion: AC-2(1), AC-2(2), AC- A8.2.1, AS.2 AC [s] AC-2 AC-2 AC-2 AC-2.1 Automa AC-2.1 Autol ACCOUNT MANAGEMENT | AUTOMATED SYSTEM ACCOUNT  AUTOMATIC
a. Define and Examples of system References: 2(3), AC-2(4], AC-  AS9.2.2, |3,ACS, System Account System MANAGEMENT NOTIFICATION; S O u r'c e
document the types account types [PRIVACT], [OMB A~ 2(5), AC-2(6), AC-  A9.2.3, ACE, A Management Employ mechani pportthe MONITOR ACCOUNT
include individual, 130], [SP 800-57-1], 2(7), AC-2(8), AC- A9.25, 17, AC73, management of system accounts. USAGE; TELEFHONE
i =hared, group, [sP200-57-2], [P 2(9), AC-2[11),AC- AS9.2.6  AC-20/Al Supplemental Guidance: The uze of automated NOTIFICATION; EMAIL D 0 C u m e n t S
Discussion: AC-2(1), AC-2(2), AC- A8.2.1, ASD.2fAc- o AC-2 AC-2 AC-2 AC-2.2 A . d | ACCOUNT | REMOVAL OF TEMPORARY AND  AUTOMATICALLY
Examples of system References: 2(3), AC-2(8), AC- AD.22, 3,ALS, Temporary and Temjorary and EMERGENCY ACCOUNTS REMOVE; CO nt r-ol I D V
account types [PRIVACT], [OMB A~ 2(5), AC-2(6), AC-  A9.2.3, ACHS, AC- Emergency Account E ncy Account | Automatically [Selection: remove; disable] temporary  AUTOMATICALLY .
unts | include individual, 130], [SP 800-57-1], 2(7), AC-2(8), AC- AD925 17 AC-18, Management ment -and emergency accounts after [Aszignment: organization- DISABLE; TEMPORARY
1 shared, group, [SPB00-57-2], [SP  2(9), AC-2(11), AC- A9.2.6  AL-20, AC- defined time-period for each type of account]. ACCOUNTS E n h anceme nt —_
NIST 80:0- AC B0O- AC- Discussion: AC-2(1), AC-2[2), AC- A2, 9.2, AC- o AC-2 AC-2 AC-2 AC-2.3 Disable AS-2 3 Bisable ACCOUNT MANAGEMENT | DISABLE ACCOUNTS AUTOMATICALLY
53r5 53-RS  ACCESS Management Examples of system References: 2[3), AC-2[4]), AC- A59.2.2, | AC-G, Accounts coun’ Automatically disable accounts when the accounts: DISABLE; INACTIVE H
CONTROL ‘account types [PRIVACT], [OMB A-  2(5), AC-2(E), AC- A923 BCE, AC- [z} Have expired; ACCOUNTS D eta I | I D S
include individual, 130], [SF 800-57-1], 2(7}, AC-2(8), AC- A8.25 17, AC-18, (b} Are no longer associated to 3 user; R
i shared, group, [SP 200-57-2], [SP 2(3), AC-2[11), AC- AS.2.6 | AC-20, AC- [c) Are in violation of organizaticnal policy; W I t h O u t
NIST 80:0- AC B0O- AC- AC-2  AC-2 Account Discussion: AC-2(1), AC-2[2), AC- A5.2.1, AS.2 AC- o AC-2 AC-2 AC-2 AC-2.4A iC-2.4 d | ACCOUNT | AUTOMATED AUDIT ACTIONS AUTOMATED AUDIT;
G3rs G3-R5  ACCESS Management Examplesz of system References: 2(3), AC-2(4), AC- AS8232, |3, ACS5, Audit Actions udit Aci ons Automatically sudit account creation, modification, ACCOUNT CREATION; .
CONTROL account types [PRIVACT], [OMBA- 2[5, AC-2[B), AC-  AS.2.3, |AC-E AC- enabling, disabling, and remaval actions, and notify ACCOUNT meanin gfu |
include individual, 130], [SP 800-57-1], 2(7), AC-2[8), AC- AS925 17,AC-18, [Assignment: organization-defined persennel or roles]. MODIFICATION;
i shared, group, [EF 200-57-2), [SF  2(9), AC-2(11),AC- ASZE Supplemental Guidance: None. ACCOUNT ENABLING; H d H f H
NIST 800- AC 800- AC- AC-2  AC-2 Account Discuszion: AC-2(1), AC-2(2), AC- A9.2.1, 1.9.2, AC- o AC2 AC-2 AC-2 AC-2.5 Inactivity activity  ACCOUNT MANAGEMENT | INACTIVITY LOGOUT INACTIVITY; LOGOUT iae nt Irrers
53r5 53-R5  ACCESS Management Examples of system References: 2(3), AC-2[4), AC- Logout Require that users log out when [Assignment: L
sccount types [FRIVACT], [DME A~ 2[5}, AC-2([E), AC- organization-defined time-period of expected inactivity Att ri b u t es
include individual, 130], [SP 800-57-1], 2(7), AC-2[B), AC- «or descripticen of when to log out].
shared, group, [sP200-57-2], [SP  2(9), AC-2(11], AC- Supplemental Guidance: This control enhancement is
Discussion: AC-2(1), AC-2(2), AC- o AC2 A2 A2 AC-2.6Dynamic  AC-2/6Nynamic  ACCOUNT MANAGEMENT | DYNAMIC PRIVILEGE DYNAMIC FRIVILEGE d d d e d un d er
= Privilege MAMAGEMENT MAMAGEMENT,;
account types [PRIVACT], [OMB A- | 2(5), AC-2(6), AC- Management the fc i ic privileze management DYNAMIC ACCESS Ce rtificatio n
include individual, 329), 57 200-57-1 |ZiT), AC-2(8), AC- F [Assi ization-defined listof  CONTROL; RESILIENCY;
| Jge, g, [PEXS 2, 2p) A 11} £C ic privilege capailities] RESILIENCE e
Discussion: AC-2(1), AC-2(2), AC- o AC-2 AC-2 AC-2 AC-2.7 Privileged ACCOUNT | ROLE-BASED SCHEMES PRIVILEGED USER C O n d | t | 0 n S V_
Exa noles of system References: 2(3), AC-2[4]), AC- User Accounts Establish and administer privileged user accounts in ACCOUNTS; ’
documi nt Feiymes mou NIt fes [PRIVACT], [DMB A- 2[5}, AC-2(E), AC- 4 rdance with a role-based access scheme that PRIVILEGED ROLE
of system accounts |in\:lude individual, |130], [SP 800-57-1], 2(7), AC-2(8), AC- 3 izes allowed system access and privileges into ASSIGNMENTS; ROLE CO re CO nt r0|
] BT i L5 13, 1 - BASED ACCESS
NIST S00- AC 800- AC- AC-2  AC-2 Account Control: Discussion: AC-2(1), AC-2(2), AC- AC-2.3 Pffnamic AC-2.3Dynamic  ACCOU EMENT | DYNAMIC ACCOUNT DYNAMIC ACCOUNT Sta t eme nt
53r5 G3-RG  ACCESS Management a. Define and Examples of system References: 2(3), AC-2[4), AC- Account MANAGEME! CREATION; TRUST
CONTROL document the types account types [FRIVACT], [OMB A- 2[5}, AC-2(B), AC- ‘Create, activate,'manage, and deactivate [Assignment:  RELATIONSHIPS;
of system accounts | include individual, 130], [SP 800-57-1], 2(7), AC-2(8), AC- ‘organization-defi m acceunts] dynamically. RESILIENCY;
allowed for use shared, group, [SP 200-57-2], [SP 2(3), AC-2[11], AC- Supplemental Guidance:

ches for dynamically RESILIENCE
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< NIsST

OSCAL: the Open Security Controls vl [l b
Assessment Language | ES
About Learn Documentation Downloads Tools Contribute Contact Us

Automated

Supporting Control-Based
Risk Management with
Standardized Formats

Learn More

=l el wl se—— i

Providing co I'ltl.'Ol g related NIST, in collaboration with industry, is developing the Open Security Controls Assessment Language (OSCAL). OSCAL is a set

of formats expressed in XML, JSON, and YAML. These formats provide machine-readable representations of control catalogs,

information in maChine T control baselines, system security plans, and assessment plans and results.
readable formats.

Layvers and Models Reference (nist.gov) Concepts Used in OSCAL (nist.gov)

©Copyright EnterpriseGRC Solutions, Inc. Robin Basham, M.Ed., M.IT, CISSP, CISA, ITSM, CGEIT, CRISC, Master ACC, CRP, VRP, HISP - robin@enterprisegrc.com o ISACA

San Francisco Chaptet

T FICT,
f,@_swucorw P@-. @
o) vaiiey sl NG


https://pages.nist.gov/OSCAL/
https://pages.nist.gov/OSCAL/documentation/schema/
https://pages.nist.gov/OSCAL/documentation/concepts/
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Attribute Changes Manual & Automation Resources

Tailoring Criteria for NIST 171 Depend Upon 800-53

* (171r2) security controls are taken from NIST Special Publication
800-53, Revision 4. These tables will be updated upon publication
of [SP 800-53B] which will provide an update to the moderate
security control baseline consistent with NIST Special Publication
800-53, Revision 5. Changes to the moderate baseline will affect
future updates to the basic and derived security requirements

* The same tailoring criteria were applied to the security
requirements in [FIPS 200] resulting in the CUI basic security
requirements

* There is a close relationship between the security objectives of
confidentiality and integrity. Therefore, the security controls in the
[SP 800-53] moderate baseline that support protection against
unauthorized disclosure also support protection against
unauthorized modification.

* 39 The security controls tailored out of the moderate baseline (i.e.,
controls specifically marked as either NCO or NFO and highlighted
in the darker blue shading in Tables E-1 through E-17), are often
included as part of an organization’s comprehensive security
program.

©Copyright EnterpriseGRC Solutions, Inc. Robin Basham, M.Ed., M.IT, CISSP, CISA, ITSM, CGEIT, CRISC, Master ACC, CRP, VRP, HISP - robin@enterprisegrc.com
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FedRAMP OSCAL Resources and Templates

FedRAMP has published resources to aid stakeholders and vendors in the digitization
of FedRAMP authorization package content. Located on the FedRAMP Automation
GitHub Repository, these include:

New - Guide to OSCAL-based FedRAMP Content. Guidance and concepts common
to all FeFdRAMP deliverables when using OSCAL.

Revised - Guide to OSCAL-based FedRAMP System Security Plans (SSP).

New - Guide to OSCAL-based FedRAMP Security Assessment Plans (SAP).

New - Guide to OSCAL-based FedRAMP Security Assessment Reports (SAR).

New - Guide to OSCAL-based FedRAMP Plan of Action and Milestones (POA&M).

Revised - Updated FedRAMP OSCAL Registry.

Revised - OSCAL-based FedRAMP SSP Templates/Samples.

FedRAMP SSP Template in both XML and JSON formats.

New - OSCAL-based FedRAMP Templates/Samples.

There are now three additional templates/samples covering the SAP, SAR, and
POA&M. These exist in both XML and JSON formats.

Revised - FedRAMP Baselines. (XML and JSON formats)

The baselines now include a “CORE” property, enabling tools to identify the
FedRAMP core controls; as well as the assessment objectives and methods
(Examine, Interview, Test) found in a blank test case workbook (TCW).

New - Experimental Resources.

FedRAMP is offering additional support files to aid tool developers. These provide
content in XML and JSON that is relevant to FeEdRAMP authorization packages yet
does not fit in the official OSCAL syntax.

—
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https://github.com/GSA/fedramp-automation
https://github.com/GSA/fedramp-automation/raw/master/documents/Guide_to_OSCAL-based_FedRAMP_Content.pdf
https://github.com/GSA/fedramp-automation/raw/master/documents/Guide_to_OSCAL-based_FedRAMP_System_Security_Plans_(SSP).pdf
https://github.com/GSA/fedramp-automation/raw/master/documents/Guide_to_OSCAL-based_FedRAMP_Security_Assessment_Plans_(SAP).pdf
https://github.com/GSA/fedramp-automation/raw/master/documents/Guide_to_OSCAL-based_FedRAMP_Security_Assessment_Reports_(SAR).pdf
https://github.com/GSA/fedramp-automation/raw/master/documents/Guide_to_OSCAL-based_FedRAMP_Plan_of_Action_and_Milestones_(POAM).pdf
https://github.com/GSA/fedramp-automation/raw/master/documents/FedRAMP_OSCAL_Registry.xlsx
https://github.com/GSA/fedramp-automation/tree/master/templates/ssp
https://github.com/GSA/fedramp-automation/tree/master/templates
https://github.com/GSA/fedramp-automation/tree/master/baselines
https://github.com/GSA/fedramp-automation/tree/master/resources

CSF Tools Depends
upon Framework
Updates

FRAMEWORKS AND CONTROLS

NIST Cybersecurity Framework
CSF Version 1.1 [Summary]|
NIST Special Publication 800-53
NIST SP 800-53, Revision
4 [Summary]|
NIST SP 800-53, Revision
5 [Summary]
CSA Cloud Controls Matrix
Cloud Controls Matrix

v3.0.1 [Summary] (Update to CCM
4 in process)

CIS Critical Security Controls

Critical Security Controls
v7.1 [Summary] (Update to CSC 8.1
in process)

STRIDE-LM Threat Model

D)} CSF Tools S

Welcome to CSF Tools

This site contains a number of helpful tools that will make the NIST Cybersecurity
Framework (CSF) more understandable and accessible. Some of those tools are outlined
below.

Visualize the Cyber Security Framework, security control sets, or threat
modeling in a variety of formats.

Get a filterable overview of the Cyber Security Framework and
corresponding security control sets.

Take a deep dive into the Cyber Security Framework, security control sets,
and threat models.

©Copyright EnterpriseGRC Solutions, Inc. Robin Basham, M.Ed., M.IT, CISSP, CISA, ITSM, CGEIT, CRISC, Master ACC, CRP, VRP, HISP - robin@enterprisegrc.com

“CISACA.

San Francisco Chapter

EnterpriseGRC (j

Solutions, Inc.

Visualizations  References Blog

Search ...

FRAMEWORKS AND CONTROLS

» NIST Cybersecurity Framework

» CSF Version 1.1 [Summary]
= NIST Special Publication §00-53

= NIST 5P 800-53, Revision 4 [Summary]
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https://csf.tools/reference/nist-cybersecurity-framework/v1-1/
https://csf.tools/framework/csf-v1-1/
https://csf.tools/reference/nist-sp-800-53/r4/
https://csf.tools/controlset/nist800-53r4/
https://csf.tools/reference/nist-sp-800-53/r5/
https://csf.tools/controlset/nist800-53r5/
https://csf.tools/reference/cloud-controls-matrix/version-3-0-1/
https://csf.tools/controlset/ccm-v3-0-1/
https://csf.tools/reference/critical-security-controls/version-7-1/
https://csf.tools/controlset/csc-v7-1/
https://csf.tools/reference/stride-lm/

NIST Cyber
Security
Framework CSF

Control Enhancements
RA-5(2): Update Vulnerabilities to Be Scanned
BASELINE(S): Low Moderate High

Update the system vulnerabilities to be scanned [Assignment (one or
more): [Assignment: organization-defined frequency] , prior to a new
scan, when new vulnerabilities are identified and reported].

RA-5(3): Breadth and Depth of Coverage

BASELINE(S): (Not part of any baseline)

Define the breadth and depth of vulnerability scanning coverage.
RA-5(4): Discoverable Information

BASELINE(S): High

Determine information about the system that is discoverable and take
[Assignment: organization-defined corrective actions].

RA-5(5): Privileged Access

BASELINE(S): Moderate High

Implement privileged access authorization to [Assignment: organization-
defined system components] for [Assignment: organization-defined
vulnerability scanning activities].

RA-5(6): Automated Trend Analyses

BASELINE(S): (Not part of any baseline)

Compare the results of multiple vulnerability scans using [Assignment:
organization-defined automated mechanisms].

RA-5(8): Review Historic Audit Logs

BASELINE(S): (Not part of any baseline)

Review historic audit logs to determine if a vulnerability identified in a
[Assignment: organization-defined system] has been previously exploited
within an [Assignment: organization-defined time period].

RA-5(10): Correlate Scanning Information

BASELINE(S): (Not part of any baseline)

Correlate the output from vulnerability scanning tools to determine the
presence of multi-vulnerability and multi-hop attack vectors.

RA-5(11): Public Disclosure Program

BASELINE(S): Low Moderate High

Establish a public reporting channel for receiving reports of
vulnerabilities in organizational systems and system components.

Vulnerability Monitoring and Scanning — CSF Tools

NIST Special Publication 800-53 > NIST SP 800-53, Revision 5 > RA: Risk Assessment

RA-5: Vulnerability Monitoring and Scanning

Control Family:

CSF Relationships:

Baselines:

Previous Version:

Control

Risk Assessment

ID.RA-1: Asset vulnerabilities are identified and documented

PR.IP-12: A vulnerability management plan is developed and implemented

DE.AE-2: Detected events are analyzed to understand attack targets...

DE.CM-8: Vulnerability scans are performed

DE.DP-4: Event detection information is communicated

DE.DP-5: Detection processes are continuously improved

RS.AN-1: Notifications from detection systems are investigated

RS.MI-3: Newly identified vulnerabilities are mitigated or documented...

Low -5(2) (11)
Moderate u (5) (11)
High 5(2) (4) (5) (1)

Privacy N/A

NIST Special Publication 800-53 Revision 4 (RA-5)

Incorporates the following control from the previous version: RA-5 (1): Update Tool
Capability.

a. Monitor and scan for vulnerabilities in the system and hosted applications [Assignment:

organization-defined frequency and/or randomly in accordance with organization-defined

process] and when new vulnerabilities potentially affecting the system are identitied and reported;

b. Employ vulnerability monitoring tools and techniques that facilitate interoperability among tools

and automate parts of the vulnerability management process by using standards for:
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« NIST Cybersecurity Framework
« CSF Version 1.1 [Summary]
« NIST Special Publication 800-53
« NIST SP 800-53, Revision 4 [Summary]
« NIST SP 800-53, Revision 5 [Summarv]
« AC: Access Control
AT: Awareness and Training
AU: Audit and Accountability
CA: Assessment, Authorization, and
Monitoring
CM: Configuration Management
CP: Contingency Planning
IA: Identification and Authentication
TR: Tncident Resnonse
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https://csf.tools/reference/nist-sp-800-53/r5/ra/ra-5/ra-5-2/
https://csf.tools/reference/nist-sp-800-53/r5/ra/ra-5/ra-5-3/
https://csf.tools/reference/nist-sp-800-53/r5/ra/ra-5/ra-5-4/
https://csf.tools/reference/nist-sp-800-53/r5/ra/ra-5/ra-5-5/
https://csf.tools/reference/nist-sp-800-53/r5/ra/ra-5/ra-5-6/
https://csf.tools/reference/nist-sp-800-53/r5/ra/ra-5/ra-5-8/
https://csf.tools/reference/nist-sp-800-53/r5/ra/ra-5/ra-5-10/
https://csf.tools/reference/nist-sp-800-53/r5/ra/ra-5/ra-5-11/
https://csf.tools/reference/nist-sp-800-53/r5/ra/ra-5/

STRIDE — CSF
Tool Depends
Upon Updates
to NIST SP
800-53 Rev 5,
CSA CCM 4.0,
CIS CSC8.1

Spoofing

Tampering

“CISACA.

NIST Special Publication 800-53 Revision 5

This page contains an overview of the controls provided by NIST to protect organization personnel and assets. NIST includes
baselines for various security levels. The “Low” security level is applicable to all assets.

Filter Controls

0 Include control lanuage in search

o [ e ov Dhoderae] bigh | oy | Toens

Name contains: | |

Family: (any) Baseline: (any) ~  Threat: (any) v

AC-1 Policy and Procedures
AC-2 Account Management . . . STRIDE-LM
(1) Automated System Account Management . . s =
(2} Automated Temporary and Emergency Account . . STRIDE-
Management

(3) Disable Accounts

(4) Automated Audit Actions

(5) Inmactivity Logout

(6) Dynamic Privilege Management

vnw v w
]

{7) Privileged User Accounts

geount Management
Use of Shared and Grg

Denial
of of

Information Elevation

Disclosure

Repudiation

service priviege
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s CSF Version 1.1 [Summary]
= NIST Special Publication 800-53

= NIST SP 800-53, Revision 4 [Summary]

« NIST SP 800-53, Revision 5 [Summary]
« CSA Cloud Controls Matrix

s Cloud Controls Matrix v3.0.1 [Summary]
s (IS Critical Security Controls

« Critical Security Controls v7.1 [Summary]
« STRIDE-LM Threat Model
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How to map EnterpriseGRC (€ (:)

Solutu:ms,r Inc.

* Have a workplan _
: . Things
* |[dentify what sources and domains

should map — line up the full schema .
onriguration
* lterate Rules

* Finalize

* Negative Map (what should have but Controls

didn’t)
* Map the Missing

A —
Ascessment '
Models — SOC

PCl - CSF<

e Communicate back to content owners TRS1 ~ SOX -

FedRamp




For Each Control Statement gather keywords, conceptsand  Enterp sﬁu'ﬁﬁglﬁf C)
suitable common domains

= Search for list of testable items based on keywords and common terms,
including global spelling. Consider more than “does it” by asking if the
implied understanding of the control is that it “should”.

" Prepare a list of probable matches — likely 1-2% of total population.
= Consider overuse and reduce the number of times we use same items

= Consider that the client may use multiple controls to accomplish a same
objective. This exercise may result in client customization to their written
policies and program objectives.




Mapping Plan —> Records need sufficient legal rights to put
into a searchable system.

P&.1.1_Communicates Privacy P(Io:t E‘l‘tr; o

Parties

PE.1.2_Discloses Personal Inforn Search
Annronriate ) (Select Al
P&.1.3_Discloses Personal Inforn
Annronriate Third Parties 4
P&.1.4_Discloses Information to’
Purnnses and Lizes a
PE.2.1_Creates and Retains Reco
Nizrlnsures a
PE.3.1_Creates and Retainz Reco
Rennrted Linautharized Disclosin
P&.4.1_Discloses Personal Inforn
Annronriate Third Parties 4
PE.4.2_Remedistes Mizuze of Pe
b = Third Party
PE.5.1_Remediastes Mizuze of Pe
b 3 Third Party

ZNIST 800-171 12

@I CCM v Cloud Security Alliance © 2021
¥ HITRUST CSF w8

W ISO/IEC 27001:2013 €
L WIIS0/IEC 2T002:2013 €
#11S0/IEC Z7017:2015 € 27002 for claud senach
F11S0/IEC Z7T01:2019 €

ZIPCI D55 ¥3.2.1 Capyright © 2018 VISA
TSP 1002017 Trust Services Criteria

P6.5.2_Reports Actual or Suspected Unauthorized
Nizrlnsures

P&.6.1_Remediates Mizuse of Personal Information
b 3 Third Party

P&.6.2_Provides Notice of Breaches and Incidents

P&.7.1_ldentifies Types of Personal Information and
Handlin= Proress

P&.7.2_Captures, Identifies, and Communicates
Renuests far Infarmatinn

P7.1.1_Ensures Accuracy and Completeness of
Personal Infarmation

P7.1.2_Ensures Relevance of Personal Information

PE.1.1_Communicates to Data Subjects

PB.1.2_f
Niznutes

P8.1.3_Documents and Communicates Dispute
Re=znlutinn and Rernurse

P8.1.4_Documents and Reports Compliance Review
Re=zults

P8.1.5_Documents and Reports Instances of
Nonromnlianre

P8.1.6_Performs Ongoing Monitoring

Inguiries, Ci i and

P8.1

F3.1

F3.1

F3.1

F3.1

F3.1

PE.6.1

P6.6.2

PE7.1

PE.7.2

F7.1.1

F7.1.2

P8.1.1

F8.1.2

F8.1.3

F3.1.4

F8.1.5

F8.1.6

Susnerted
Remediates
Misusze nf
Provides Notice of
Rrearhesz and
Identifies Types of
Perznnal
Captures,
Identifies and
Enzures Accuracy
and

Ensures

Control
Tests
Name

Communicates Privacy Policies to Third

Parties: Privary nolicies ar ather snerific

Dizcloses Personal Information Only When

iate: Perznnal infarmatinn iz

Personal Information Only to
iate Third Parties: Perznnal

ormation to Third Parties for New
and llses- Parsnnal infarmatinn is
# and Retains Record of Authorized

NigFlnzures: The entitv rreates and
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Rennrted Linautharized Nisrlasures: The

X
X

Discloses Personal Information Only to
Annronriate Third Parties: Persnnal

N\
/

Remediates Mizuse of Personal Information by
= Third Party - The anti ial artinn

Remediates Mizuse of Personal Information by
A Third Partu: The entitu takes remedial artinn
Reports Actual or Suspected Unauthorized

Nisrlasures: A nrocs i for

Remediates Mizuse of Personal Information by
A Third Party: The entitu takes remedial artinn
Provides Notice of Breaches and Incidents:

The entity has 3 nrnress far notirenf

Identifies Types of Personal Information and
Handlins Prorezs- The tunes nf nersanal
Captures, ldentifies, and Communicates

for Infnrmatinn: faran

X X X X
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i
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Control ID Control ID Control ID Control ID Control ID Control ID Control ID Control ID Control ID Control ID Control ID Control ID Control ID Control ID Control ID Control ID
1 2 £ 1 5 6 7 a 9 10 11 12 13 14 15 16

= Green Go — each test should be scoped by relevancy
and then applied to all target framework items. If you
assign-it, you need a scoping flag to UNASSIGN-it.

= Blue Plan — At first iteration, make sure you’ve got at
least some coverage for each related framework.
Second, third and fourth iterations consider what we
missed

= Red Flag — you don’t have the right to extract the data.
Your organization has to own a license. You can’t share

Relrvance of Persnnal infarmation is tnthe A
Communicates to C i to Data Subjects: Data

NataSuhisrts: =uhierts are infarmed ahout how tn contarct
Addresses Inquiries, C i and

I#nsand Documents and Communicates Dispute

[y irates i d Rernurse: Farhr intis

Rennrts Results: Camnlianre with nhiertives related I/
Documents and Documents and Reports Instances of

Rennrts Instances
Performs Ongoing
Manitarine:

MNanramnliance: Instances of noncamnliance.

Performs Ongoing Monitoring: Ongoing

are

or publish derivative work. The framework is another
organization’s property. (HITRUST, 1SO)

San Francisco Chapter;
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Cloud

Comr i

Cloud

ComiiED
Cloud

CEK-16 Key Suspension
CEK-17 Key Deactivation
CEK-18 Key Archival
CEK-19 Key Compromise

CEK-20 Key Recovery
CEK-21 Key Inventory

Key Suspension

Key Deactivation

Key Archival

Key Compromise

Key Recovery

Key Inventory Management

DerifE, TmpIenient End gvdiuate

processes, procedures and technical
L.'E'IIHE II'I’IpIEITIEI’T[ FHA EVEIU
processes, procedures, and technical

UeTiAE] TmplenTenTano evariate ™
processes, procedures, and technical
DEriE; Tmplement &rid eraidae ™~ "
processes, procedures and technical
DEfiAE] TPl Ement 5 &i@idae
processes, procedures and technical

and technical measures to create keys
CCM_CEK-16.1 Are Processes, procedures
and technical measures to menitor,
CCM_CEK-17.1 Are Processes, procedures
and technical measures to deactivate
CCM_CEK-18.1 Are Processes, procedures
and technical measures to manage
CCM_CEK-18.1 Are Processes, procedures
and technical measures to encrypt
CCM_CEK-20.1 Are Processes, procedures
and technical measures to assess the
CCM_CEK-21.1 Are Processes, procedures
and technical measures being defined,

CLD.12.1.5, AC-3(8), 1A-5(2), SA-
A10.11,A10.12,A14.12, CM-
3(6), MP-5(1), HT_6.d, HT_6.g,
A10.11,A10.12,A12.11,
A1812, A18.15, AC-3(8), 1A-5(2),
A1012,A13.22,A1827,
A18.13, 5A-15(11), SC-12(1),
A1012,A1127,A1813,
15027701_6.5.3, 5C-12(1), HT_10.g,
A10.12, A.18.1.3, SA-9(6), SC-12(1),
5C-12(3), 5C-28(1), 51-7(6), HT_6.d,
A10.12, A.18.1.3, SA-9(6), SC-12(1),
5C-12(3), 5C-23(5), SC-28(1), SI-

requirements of information systems; A.18.1 Compliance with legal and contractual requirements;
A.10.1 Cryptographic controls; A.14.1 Security requirements of information systems; CM-3 Configuration MP-6; HT_06.04

Change Control; MP-6 Media Sanitization; 06.01 Compliance with Legal Requirements; 09.06 Network  HT_09.06;
A.10.1 Cryptographic controls; A.12.1 Operational procedures and responsibilities; A.14.1 Security A4 AR
HT_10.03; 3_P{

requirements of information systems; A.18.1 Compliance with legal and contractual requirements;

A.10.1 Cryptographic controls; A.13.2 Information transfer; A.14.2 Security in development and support  A14.2; AB1;

processes; A18.1 Compliance with legal and contractual requirements; 5A-15 Development Process,  15; 5C-12; HT_

A.8.3 Media handling; A.10.1 Cryptographic controls; A.11.2 Equipment; A.181 Compliance with legal ~ A1B.1;

and contractual requirements; 15027701_6.5 Asset management; 5C-12 Cryptographic Key 15027701_6.5;
5C-12; 5C-28; §

A.10.1 Cryptographic controls; A.18.1 Compliance with legal and contractual requirements; SA-9
External System Services; SC-12 Cryptographic Key Establishment and Management; SC-28 Protection of CCPA2018-T144
A.10.1 Cryptographic controls; A.18.1 Compliance with legal and contractual requirements; SA-9 5C-12; 5C-28; 5
External System Services; SC-12 Cryptographic Key Establishment and Management; 5C-28 Protection of CCPA2018-T14
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d ot Robin Basham (robin@enterprisegrc.com) is signed i
a |
=& r{pol
Editionor | 2 g f icy [ CSA Test language - pre adoption/ CSA edits Unified Testing Map:Test_ID
So-'celznjl_;‘ Client 1D @ Control Objective Control Objective ipi Ejﬁ apen Unified Testing Map lz‘ (to review the details of each item see the All Mapping Tab) Elﬁed i
WMWY, CEK-OLEncryptionand  Encryption and Key Management Policy and ESTADTIST, TOCHTETE, SPRTovE, CCM_CEK-1.1 A re cryptography, A10.11,A41012,A13.21, €.5.2 Policy; C.8.3 Information security risk treatment; A.10.1 Cryptographic controls; A.13.2 Information A13.2 A18.%;
El_ciud‘_ 5 8 Key Management Policy Procedures communicate, apply, evaluate and encryption and key management A.13.22, 41813, 41815, transfer; A.18.1 Compliance with legal and contractual requirements; 15027701_6.5 Asset 15027701_6.5;
LLNEY EI - CEK-02 CEK Roles and CEK Rl an . DErITE na IHpTement tryptogiEp ic; CCM_CEK-2.1 Are cryptography, AB21,A923 A1011,A1012, AB2Information classification; A9.2 User access management; A.10.1 Cryptographic controls; A.13.1  A13.1,A13.2;
fl_cﬁm S | B Responsibilities oles and Responst Encrﬁ?ﬁ'??_ajd key management roles || encryption and key management roles  A.13.13, A13.21 A1813, Network security management; A.13.2 Information transfer; A.18.1 Compliance with legal and A1B.1;CLD.6.3
Leman 'l 2 | cex.03 Data E " bata Encrvotion POV LYRTEEISBATC protection  aara CCM_CEK-3.1 Are data at-rest and in- A621 A83.1 A10.1.1 A1012 A6.2Mobile devices and teleworking; A.8.3 Media handling; A.10.1 Cryptographic controls; A.13.2 Al13.2;A14L
El_ciud‘_ Sy i ata Encryption e ?E_fﬁ_a_n_dl_:T_tl:_a_TS'E_u_s_'ii . transit cryptographically protected using A13.2.1, A141.2 A 1413, Information transfer; A.14.1 Security requirements of information systems; A.18.1 Compliance with A1B1; AC-19;
LLREL <' . CEK-04Encryption Encrotion Alzorith USE ENCYRTION alEoritnms mat are CCM_CEK-4.1 Are appropriate encryption  A8.2.1, A833,A10.1.1,A10.1.2, AS8.2Information classification; A.8.3 Media handling; A.10.1 Cryptographic controls; A14.1 Security | A141;A1B1;
Cloud I Algorithm nerption Algorthm approprlate for data pI'DtE'EtIDI"\_‘ e algorithms used for data protection, A1412 A1413 A1813, requirements of information systems; A.18.1 Compliance with legal and contractual requirements; SA- $C-12; 5C-28;
|, CEK-05 Encryption Change . CCM_CEK-5.1 Are standard change AB21,A1012 A1212 A1422, AB.2Information classification; A.10.1 Cryptographic controls; A.12.1 Operational procedures and Al42;A1B1;
Cloud g = Encryption Change Management R R - - R B 15027701 6.11
o S 8 Management TR s || management procedures established to A.18.1.3, 1S027701_6.7.1, responsibilities; A.14.2 Security in development and support processes; A.18.1 Compliance with legal _b.
Comig EI - CEK-06 Encryption Change £ sion Ch Cost Benefit Analvsi WIBABEE B 3G0PT CNANEES 1 CCM_CEK-6.1 Are changes to cryptography- A8.2.1, 41012, A12.1.2, 41422, (6.1 Actions to address risks & opportunities; A.6.1 Internal organization; A.10.1 Cryptographic A121;A13.2;
5 | 8 Cost Benefit Analysis nenprion thange Lost Benstit Analysis ET??%EE_TY:’ _E_rjft"lp?'?n_ _ajd key , encryption- and key management- A18.13, 15027701 6.7.1, controls; A.12.1 Operational procedures and responsibilities; A.13.2 Information transfer; A.14.2 A.14.2; HT_09.
5, CEK-O7EncryptionRisk . . EStablishanao maintain an encryprion CCM_CEK-7.1 Is a cryptographic, A6.15 A10.1.1, A10.12, A1813, A6.1Internal organization; A.10.1 Cryptographic controls; A.18.1 Compliance with legal and 1S027701_6.7;
El_ci%‘ld S | 8 Management neryption Risk Managemen and key mar_.lageni?rlt_ilik_ program that || encryption and key management risk 15027701_6.7.1, 15027701_6.11.1, contractual requirements; 1S027701_6.7 Cryptography; CM-3 Configuration Change Control; SA-9 3; 8A-9; 5C-8; §
Loy < . CEK-08 CSCKey SC key  Canabili (SP8 fUST provide T tapsoniy Tor CCM_CEK-B.1 Are C5C's provided the A10.1.2, A151.2, A1513, A.10.1 Cryptographic controls; A.15.1 Information security in supplier relationships; CLD.6.3 CLD.6.3; CLD.1.
EI_E:UH_ S 8 Management Capability svManagement Capability to_manag? their own data capability to manage their own data CLD.6.3.1, CLD.12.1.5, CA-6(2), CP-  Relationship between cloud service customer and cloud service provider; CLD.12.1 Operational CCPA2018-T12:
LR EI - CEK-09 Encryption and E ti A ¢ Audit _'?n anakey managemtem: CCM_CEK-8.1 Are encryption and key CCPA12.1.4 1798.140(d), 2.3.0 A.10.1 Cryptographic controls; A.12.7 Information systems audit considerations; A.18.2 Information A1B2;C82;
EI_EiUd_ 5 8 Key Management Audit neryption and key Management Audt f_v_sferis‘_pff'E_s‘_Tf_TET_E_S?iS‘wL'_m 2 || management systems, policies, and BMSN, 3.6.5 PCD, 3.6.6 PCD, security reviews; C.8.2 Internal audit; 15027701_6.7 Cryptography; N171_3.14 System and Information 15027701 6.7;
E:‘M \:\‘H EI = CEK-10 Key G ti Key Generation E:ednerate \.rvptog;apmc KEYs :_smg CCM_CEK-10.1 Are cryptographic keys A.10.1.1, A.10.1.2, A.18.15, HT_6.d, A.10.1 Cryptographic controls; A.18.1 Compliance with legal and contractual requirements; SA-10 10; 5C-12; 5C-2
N _ci%" Sy i €y Generation ¥ n _Lj?tTa_ic_Efi'E:_ErffEctgr_aE_ i being generated using industry 3.6.1PCD, 3.6.6 PCD, N171_3.13.11, Developer Configuration Management; SC-12 Cryptographic Key Establishment and Management; SC-  7; N171_3.14;
LowriEy EI < CEK-11 Key P Kew P WiENEEE CrpTOSrapHic Setrer sha CCM_CEK-11.1 Are cryptographic secret A924 AS531 41011, 41012, AS2Useraccess management; A.10.1 Cryptographic controls; 10.03 Cryptographic Controls; 3_PCD HT_10.03; 3_PY
El_ciud‘_ Sy i ey Furpose €Y Furpose pr_w_at? k_ey:s_iiria_t are provisioned for and private keys that are provisioned for A.14.1.3, HT_10.g, 3.5.2 PCD, 36,7  Protect Stored Data; 1A-5 Authenticator Management; 5C-12 Cryptographic Key Establishment and 5; 5C-12; CCB.1|
b = = CEK-12 Kev Rotati ke Rotati RORSLS CYRLOSTrapnic keys N sccoraance CCM_CEK-12.1 Are cryptographic keys A10.11, A10.1.2, A12.4.1, £.10.1 Cryptographic controls; A.12.4 Logging and monitoring; 1S027701_6.7 Cryptography; N171_3.5 1S027701_6.7;
Elfuik Sy i €y Rotation €y notation with thecaIEUIati'{irf?E??derﬂrT? rotated based on a cryptoperiod 1S027701_6.7.1, N172_3.5.2¢, Identification and Authentication; 6_MVMP Develop and Maintain Secure Systems and Applications.; N171_3.5;6_M
i ' o | cEKAA2 Kev R . ke . DeifiE, TMpiEment dna evaiiate CCM_CEK-13.1 Are cryptographic keys 11.300(b), £.10.1.1, A.10.1.2, Sec. 11.300 Controls for identification codes/passwords; A.10.1 Cryptographic controls; A.11.2 A10.1;AI1LY
El_ciud‘_ Sy i €y Revocation €y Revacation process:_effrzcedures and technical revoked and removed prior tothe end of A1127, A1212 A 1513, Equipment; A 121 Operational procedures and responsibilities; A 15.1 Information security in A121;A151;
LLITVELY s'| o | CEK14 Kev Destructi ke Destruct Deife, THE Mt S svaniate CCM_CEK-14.1 Are Processes, procedures  A.8.1.2, A.10.1.2, A11.2.7, A.18.1.3, AB.1Responsibility for assets; A.10.1 Cryptographic controls; A11.2 Equipment; A.18.1 Compliance  A.18.1;CLD.12
El_ciud‘_ S5lH i €y Destruction ey Lestruction process:_effrocedures and technical and technical measures to destroy keys  CLD.12.1.5, HT_10.g, 3.6.5 PCD, with legal and contractual requirements; CLD.12.1 Operational procedures and responsibilities; 10.03 HT_10.03; 3_P
LLITVELY 1o L o Deife; ThE et aha eilae CCM_CEK-15.1 Are Processes, procedures A10.1.2, A141.2 A 1815, A.10.1 Cryptographic controls; A.12.1 Operational procedures and responsibilities; A.14.1 Security Al4LALBL;
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Row Labels Count of Detail N
= 0CM_ABA 174 |
= HITRUST CSF w9 o K
#IS0/IEC 27001:2013 € @ California Consumer Privacy Act of 2018
®1S0/IEC 27002:2013 € 3 HIPAA - HITECH Title 45 C.F.R. § 164
®1SOfIEC 27701:2019 € = HITRUST CSF v
@ NIST 800-171 r2 =ISO/IEC 27002:2013 €
®NIST 800-53 15 9 CEK-01
% PCI DSS V3.2 Copyright ® 2016 VISA ggsiﬁ
= TSP 100—2017 Trust Services Criteria ‘= Data Encryption

= CCM_AIS

= HITRUST CSF v9

=ISO/IEC 27001:2013 €

®ISO/IEC 27002:2013 €

®ISO/IEC 27017:2015 € 27002 for cloud services

®ISO/IEC 27701:2019 €

®NIST B0O0-171 r2

@ NIST 800-172

NIST 800-53 15

POl DSS V3.2 Copyright ® 2016 VISA

= TSP 100— 2017 Trust Services Criteria
=CCM_BCR

= HITRUST CSF v9

=ISO/IEC 27001:2013 €

®ISO/IEC 27002:2013 €

@ ISOfIEC 27017:2015 € 27002 for cloud services
=ISO/IEC 27701:2019 €

®NIST B0O0-171 r2

= NIST 800-172

= NIST 800-53 15

®PCI DSS V3.2 Copyright ® 2016 VISA

@ TSP 100— 2017 Trust Services Criteria

A.10.1.1 Policy on the use of cryptographic controls
A10.1.2 Key management
A.13.2.1 Information transfer policies and procedures,
£.14.1.2 Securing application services on public networks
A.14.1.3 Protecting application services transactions
A18.1.1 Identification of applicable l=gislation and contractual requirements
A18.12 Imellectual property rights
A18.13 Protection of records
A.18.1.4 Privacy and protection of personally identifiable information
A.18.1.5 Regulation of cryptographic controls
A.6.2.1 Mobile device policy
A.83.1 Management of removable media

@CEK-04

@CEK-05

@ CEK-06

“CEK-07

=ICEK-08

EICEK-09

‘= Encryption and Key Management Audit

£.10.1.2 Key management
A12.7.1 Information systems audit controls
A18.21 Independent review of information security
A.18.2.2 Compliance with security policies and standards

@CEK-10

@CEK-11

= CCM_CCC @ CEK-12
= HITRUST CSF v =CEK-13
=1SOfIEC 27001:2013 € = Key Revocation
= ISOfIEC 27002:2013 € £.10.1.1 Policy on the use of cryptographic controls
ISO/IEC 27701:2019 € £.10.12 Key management )
S NIST B00-171 12 £.11.2.7 Secure disposal or re-use of equipment
£12.1.2 Change management
= NIST 800-172 £.15.1.3 Informaticn and communication technology supply chain
= NIST 800-53 r5

= PCl DSS V3.2 Copyright @ 2016 VISA
=TSP 100—2017 Trust Services Criteria
= CCM_CEK

1 California Consumer Privacy Act of 2018
@ HIPAA - HITECH Title 45 C.F.R. § 164

® HITRUST CSF v9

=ISOfIEC 27002:2013 €

®I1SOfIEC 27017:2015 € 27002 for cloud services
@ ISOfIEC 27701:2019 €

= NIST 800-171r2

= NIST B00-172

= NIST 800-53 r5

1= POl DSS V3.2 Copyright @ 2016 VISA

@ Title 21 CFR Part 11

= TSP 100—2017 Trust Services Criteria

@CEK-14
@CEK-15
SICEK-16
= Key Suspension
A.10.1.1 Policy on the use of cryptographic controls
£.10.1.2 Key management
£.14.1.2 Securing application services on public networks
@CEK-17
“ICEK-18
ECEK-19
@CEK-20
@CEK-21
@ISOfIEC 27017:2015 € 27002 for cloud services
@ISOfIEC 27701:2019 €
@ NIST 800-171 r2
@ NIST 800-172
@ NIST 800-53 15
PCl DSS V3.2 Copyright @ 2016 VISA
@ Title 21 CFR Part 11
TSP 100—2017 Trust Services Criteria

= Data Encryption

= HIPAA - HITECH Title 45 CF.R. § 164
i Access Control: § 164.312(a)(2)(iv)

= HITRUST C5F v&
206.01 Compli with Legal Requi t
#09.08 Exchange of Information
#09.09 Electronic Commerce Services

=150/IEC 27002:2013 €
#A.10.1 Cryptographic controls
#A.13.2 Information transfer
@ A.14.1 Security requirements of information systems
@ A.18.1 Compliance with legal and contractual requirements
3 A.6.2 Mobile devices and teleworking
©A.8.3 Media handling

=150/IEC 27018:2019 €

@1S0/1EC 27018:2019(E) A.11.13 Access to data on pre-used data storage space

=150/IEC 27701:2019 €

= 15027701_6.5 Asset management

®15027701_6.7 Cryptography
= NIST 800-171r2

#N171_3.13 System and Communications Protection
= NIST 800-53 r5

@ AC-19 Access Control for Mobile Devices

#5C-12 Cryptographic Key Establish t and t

% 5C-28 Protection of Information at Rest

@ 51-4 System Monitoring

@5l-7 Software, Firmware, and Information Integrity
=TSP 100—2017 Trust Services Criteria

®CC6.7 The entity restricts the t issi

and

| of information to authorized internal an

= Encryption Algorithm

= California Consumer Privacy Act of 2018
#14.01 1798.150 (a) Content

= HITRUST CSF v@
#06.01 C i with Legal Requi t:
10.02 Correct Processing in Applications
@10.03 Cryptographic Controls

=150/IEC 27002:2013 £
#A.10.1 Cryptographic controls
@ A.14.1 Security requirements of information systems
#A.18.1 Compliance with legal and contractual requirements
= A.8.2 Information classification
= A.8.3 Media handling

=150/IEC 27701:2019 €
#15027701_6.5 Asset management
#15027701_6.7 Cryptography

= NIST 800-171r2
@ N171_3.14 System and Information Integrity

= NIST 800-53 r5
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Mappers benefit by mapping technical controls to frameworks, EnterpriseGRC C
. . . . . Solutions, Inc. _)
rameworks to client domains, configurations to policy

ment Testing +r > Cryptography

Test_ID - Mapped testi... *~ Mapped testing or practices:Test_ID M d testing or practi roblem Metadata Risk Drivers Detail Control Description (UCF) ~~ Proble... ¥~ Mapped Proce... ~~ Mapped Process:

The mechanism far encrypting data i the Browser 1 anven Dy the 7 To gam access 1o the data while the application 15 ofiine e,
& Progressive Web App).

_ When offline access is not a requirement_ follow these steps:

* Authenticate the user against the backend system
* Request a salt from the client (see notes below)
* Use the salt to generste 3 symmetric encryption key

Q
\g the existing salt.

SECURITY ATTRIBUTE OUTF 1 ES; OUTPL e J More detail ing 2 key obtained from the server) of this task.

UNCLASSIFIED MOBILE DE\
A.18.1.3 Protection of records; AC-16.5 Attribute Displays on Objects  INFORMATION INSPECTIO
A18.1.3; AC-16(3): AC-  to Be Output; AC-19.4 Restgions for Classified Information; AU-13.3  CONFIGURATIONS; U.S. GC
19(4); AU-13(3); SA- Unauthorized Replicatioj IRformation; SA-4.5 System, Component,  PORTS; PROTOCOLS; SERV
4(5); SA-B(20); SA-9(6):  and Service Configur; ! :

A10.1 Cryptographic
dlassification: .94 Sy
control; A11.1 Secure

pption key

ns;

A0 A82; ADA:

SC-12(3); SC-28(1); $A-9.6 Organizatigpfcontrolled Cryptographic Keys: SC-12.3 CRYPTOGRAPHIC KEYS; E S KEV fef ; .  passphraseand sclt fo'geneiate o il - § ptography A1 124 AB2: o
SC-28(2) SC-28(3) S Asymrmetric KeydSC-28.1 Cryptographic Pratection; SC-28.2 Offine  MANAGEMENT TECHNOI 2 : iy ; H¥c ke d-Based Key Derivation Function (PEKDF) A2 :‘:’“"“r;'uf'g"ﬂ'i :‘;‘
1220 5A-150123 8- Storage: SC-288Cryptographic Keys: $I-12.2 Minimize Persanally 3; CLASS 4 PRIVATE KEY; 3 " : RIS ncely SRR e A e
19(3) Identifiable InformMgion in Testing, Training, and Research: SA-1512  REST: OFF-LINE STORAGE hic KeysyPRIVACY; | lea : e the kegiio encryfat ; : o pperte
Minimize iy Magntifialgh d : ATA elopment Process, asag | 1o regain access to e e
Standards, and Tools | Miniige:? i i g 3
- 4 X Note:_ More detail is'8 ing a key generated from a user passphrase) section of this task.
IDENTIFIABLE INFORMATICH 1 t e AR - 5 J = t User authentication against backend systems is a crucial part of a
” : 5 G
b z:s
3
ctance is a specific browser.
nt <alt.
in the browser. When an existing salt is available, it should be reused.
el 2crypt locally stored data
in memory on the client. D it store the key in the browser.
client's browsing context is cls the key will be dismissed.
i entation of the encryption/decryption logic must be centralized
Angular application, these festures are typically implemented using an application-wide service, Only this service handles the keys.
- ¢
t, if a Lambda function is responsible for staring sensitive data such as PIl
#tmp’ Directory ¢
0 101y Care k e it is possible to store the /tmp’ directory o la function. This is generally considered a poor location to store persistent
2 - i ally i it i M ws.am: larmbd imi
SECURITY ATTRIEUTE QUTRU PUT DEVICES: PRIVACY ATTRIBUTE OUTPUT: TRUSTED :(S[BE:::;S;;::; i ,'m;::::,’;smsme PIl. A resource [limit of 512 on.comy/ g/ -html) is alse applied to the
. - N DISTRIBUTION; MASTER COPY; SECURITY CONFIGURATIONS; U.S. GOVERNMENT - -
1. : AC-16. i - g 3 == N
A-18.1.3 Protection of recards; AC-16.53 Attribute Displays on Objects oy 10O BASELINE: USGCB:; FUNCTIONS; PORTS; PROTOCOLS; SERVICES: SECURITY o' processes. Far Environment Variable Encryption ) : ) o A10.1 Cryptagraphic
A18.1.3; AC-16(3); to Be Output; AU-13.3 L d Replication of iy SA- . example, Android Environment variables used in Lambda functions are encrypted by default using AWS Key Management Service. When the function is invoked,
T1880_Encrypt . . . ‘CHARACTERISTICS; DEVELOPER PROVIDED; DEVELOPER; Security and Privacy Engineering - : . N . - dlassification; A.9.4 Sy
AU-13(2); SA-4(3); SA- 4.5 System, T and Service Ce 15; SA-8.20 Secure N external storage could be  the values are decrypted and made available to the Lambda code. Unless specified, the environment variable is encrypted using a default
data at rest for - Principles | Secure Metadata Management: ASYMMETRIC KEYS; NSA-APPROVED: KEY N N N B N A0 AB2 AD4: control; A.11.1 Secure
8(20): SC-12(3): SC- Metadata Mar SC-12.3 Asy ic Keys: SC-28.1 available to all the service key that AWS creates. If more control is needed over the encryption key it is possible to create a customer-managed key. Compliance L
Lambda N N MAMAGEMENT TECHNOLOGY AND PROCESSES; PUBLIC KEY INFRASTRUCTURE: PKI; CLASS N N N N Cryptography A1 AN24: AB2; monitoring; A.6.2 Mo
5 28(1); SC-28(2); SC- Cryptographic Protection; SC-28.2 Offline Storage; SC-28.3 running apps. If any requirements such as PCI DSS or SOC2Z may require keys to be managed internally. -
functions - 3; CLASS 4; PRIVATE KEY: PUBLIC KEY: CRYPTOGRAPHIC PROTECTION; INFORMATION AT - B - N o . N A4 4081 teleworking: A.14.2 5
28(3): S1-12(2); SA- Cryptographic Keys: 5I-12.2 Minimize Personally Identifiable . sensitive data is stored in It is best practice to enable helpers for encryption in transit for environment variables used by Lambda functions. This masks the value you
(AWS) e 2EE : . REST: OFF-LINE STORAGE; Protection of Information at Rest | Cryptographic Keys: PRIVACY; ! =t ver suppert processes: A,
15(12); S1-19(3) Infarmation in Testing, Training, and Research; SA-15.12 Minimize clear text on these entered and recults in a call to AWS KMS to encrypt the value and return it as Ciphertext.
. PERSCMALLY IDENTIFIABLE INFORMATION: Pll; DATA MINIMIZATION; Development Process, . . and contractual requi
Personally Identifiable Information; 51-19.3 Release N devices, attackers could #2 AWS 53 Data Encryption
Standards, and Tools | Minimize Personally Identifiable Information; PRIVACY; PERSONALLY - L - . - - L .
EENTIEIABLE INEORMATI N, il potentially read the data,  Data protection in AWS 53 can be accomplished by using either Server-Side Encryption (where the object is encrypted before it is saved to
: if proper access control  disk and decrypted when the object is downloaded), or Client-Side Encryption (where data is encrypted before it is uploaded o 53).
mechanisms are not #£ RDS Data Encryption
implemented, If your Lambda function is responsible for storing data in a managed database such as RDS, encryption at rest can be enabled by simply

choosing *Enable Encryption® in the RDS console. Keys can either be managed by AWS or by using customer-managed keys. The AES-256
encryption algarithm is used to store the underlying storage for D8 instances as well as automated backups and snapshots.
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If ANY of these practices are not achieved, they NEED TO FACTOR into the RMF

Assessment Testing

O

Test_ID

T2048 Utilize

T2056 Encrypt
data stored at
rest (Amazon
Aurora)

i > Cryptography

Mapped testi...

8(20); SC-12(3); SC-
28(1): 5C-28(2): SC-
28(3); S1-12(2): SA-
15(12); SI1-19(3)

A18.1.3; AC-16(5): AC-
19(4): AU-13(3): SA-
4(5); SA-B(20); SA-9(6):
SC-12(3): SC-2801)
SC-28(2): SC-28(3): SI-
12(2): SA-15(12); SI-
1963)

17(2): AU-9(3): SA-
4(2); SI-7(6): SI-7(15):
SH10(5)

A18.1.3; AC-16(5): AC-
19(4): AU-13(3): SA-
4(5); SA-B(20); SA-9(6):
SC-12(3): SC-2801)
SC-28(2): SC-28(3): SI-
12(2): SA-15(12); SI-
1963)

A132.1; AC-4(4); AC-
17(2): AC-18(1); IA-
3(1); SC-5(1); SC-7(10)
SC-7(17); SC-8(1): SC-
23(5): S1-4(2)
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Mapped testing or practices:Test_ID Mapped testing or practices:P - Proble... V7~
T S SIS Ut S Vel S D ilac | Secure Metadata E h I n S
2"““;“ "':1‘“:52;',“: sgcuz.; mpe?;% 2522:\; MANAGEMENT TECHNO] K eL 40 ECS clusters, AWS offers solutions out of the box to handle the injection of sensitive data  Cryptography
fyptegraphic Fratecion < UTine storage: 3: CLASS 4; PRIVATE K32 ¢ AWS Systerms Manager Parameter Store, Thess features allow containers to retrieve the
Cryptographic Keys; SI-12.2 Minimize Perscnally Identfiable REST: OFF-LINE ST sintext secret valus ¢ the container is initially started
Information in Testing, Training, and Research; SA-15.12 Minimize : - '
Personally Identifiable Information; SI-19.3 Release PERSONALLY IDg
' Standards, ang
IDENTIFIAB
SECURIE
UNC
A.18.1.3 Protaction of records; AC-16.5 Attribute Displays on Objects  INF 5
to Be Output; AC-19.4 Restrictions for Classified Information: AU-133  CQJ ‘“’}nﬂg A
Unauthorized Replication of Information: SA-4.5 System, Component, P
and Service Configurations: SA-8.20 Secure Metadata Management; ex the encryption key up to the administrator. DynamoD8 supports
5A-9.6 Organization-controlled Cryptographic Keys; SC-12.3 i P Cryptography
Asymmetric Keys: SC-28.1 (gyptographic Protection; SC-26.2 Offline u Yo | be encrypted data on DynamoDB tables.
Storage; SC-28.3 Cryptoggflfhic Keys: SI-12.2 Minimize Personally
Identifiable Informatig <ting, Training, and Research; SA-15.12
Minimize Personaly
A10.1.1 Policy onN
management; A.13.1% ty of network services; A.14.1.2 Secu
application services on NGl networks; A.14.1.3 Protecti . . .
as::hcanon services transalons: A18.1.3 Protection of re“cgnrﬂs; A he plaintext data is protected at origin as well as over the
17.2 PROTECTION OF CONFIDENTIALITY/INTEGRITY USING Cryptography

ENCRYPTION; AU-9.3 CRYPTOGRAPHIC PROTECTION; SA-4.2 Des vith your spplication that can handle encryption, the signing

and Implementation Information for Controls: S1-7.6 Cryptograph
Protection; §I-7.15 Code Authentication; SI-10.5 Restrict Inputs to
Trusted Sources and Approved Formats

lance.

A.18.1.3 Protection of records; AC-16.5 Attribute Displays on Objects
to Be Qutput; AC-19.4 Restrictions for Classified Information: AU-133
Unauthorized Replication of Information: SA-4.5 System, Component,
and Service Configurations: SA-8.20 Secure Metadata Management:

e data that is sensitive in nature. Aurora encryption is easy to
ored on the Aurars instance's undertying storage filesystem,
'3 AES-256 and is protected by the AWS Key Management System

54-9.6 Organization-controlled Cryptographic Keys: SC-123 Cryptography
Aeymmetric Keys: SC-28.1 Cryptographic Pratection: SC-28.2 Offfine
Storage: SC-28.3 Cryptographic Keys: SI-12.2 Minimize Personll sntrol over who can use the keys to acces the encrypted data on KMS
9 ryptograp y ryp
|dentiable Information in Testing, Training, and Research: SA-15.12
Minimize Personslly Identifisble Information: 51-19.3 Releace PERS '
Standar
IDENTIFIAY /
CHECKING EN
A.13.2.7 Information transfer policies and procedures; AC-44 Flaw ENCRYPTED INFC Assesement i i
i 51l HTTP requests redirected to the cecure HTTPS port. It is recommended to enforce
Control of Encrypted Information: AC-17.2 PROTECTION OF At Mod U /.
CONFIDENTIALITY/INTEGRITY USING ENCRYPTION; AC-18.1 ode! 5 3 o )
e ) USERS; SYSTEM ACCESS; £ 2 secure connection which is both encrypted and authenticated, So it s important o support
Authentication and Encryption: 14-3.1 Cryptographic Bidirectionsl 6el—
Authentication: SC-5.1 Restrict Ability to Attack Other Systems; SC- Lo OCE PROTOCOL FORMAT \ Cryptograph
: SC-5. ty Systems; ENCRYETING: ALTERNATIVE PHYSIE \ ptegraphy

7.10 Prevent Exfiltration: SC-7.17 Automated Enforcement of
Protocol Formats; SC-8.1 Cryptographic Protection: SC-23.5 Allowed
Certificate Authorities: SI-4.2 Aufomated Tools and Mechanisms for
Real-time Analysis

HITRU‘"]
I—edman.p

DISCLOSURE OF INFORMATION; DET|
AUTHORITIES; CA; CERTIFICATE ECURE 59
TLS; REAL-TIME ANALYSIS; AUTOMATED TOOLS;
TRAMNSPORT-BASED; STORAGE-BASED; SECURITY \N v
MANAGEMENT; ALERTS; NOTIFICATIONS; RESILIENCY: RES\L £

web 3pp to cet TLS versions 1.0, 1.1 and 1.2, It s highly recommended to use the [stect TLS 12 version,
/ 1% level by industry standards, such 35 PCI DSS, for web app secure connections.
/ (ncoming client certificates]' to 'On':

uthentication technigue in enterprice environments ensures the suthenticity of clisnts to the server, If Incoming client
1 enabled, then only an authenticated client wha has valid certificates can access the 2pp.
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©

Mapped Processes:

control: A11.1 Secure ai
monitoring: A6.2 Mabil
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support processes: A1)
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A8.2 Information classif
Cryptographic control
Security requirements
A18.1 Compliance with
requirements

A8.1 Business requirem|
A10.1 Cryptographic cd
operational saftware: A
management: A.14.1 Se
information systems: A.
legal and contractual re

A10.1 Cryptographic cd
Classification: A.9.4 Systs
controk: A11.1 Secure ai
monitoring: A6.2 Mabil
teleworking; A14.2 Se
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ceMven Establish, document, approve, CCM_DCS-04.1 Are policies and procedures A.8.3.2, A.8.3.3,1SD27701_6.5.3, A.8.3.2 Disposal of mediz, A.8.3.3 Physical media transfer, [S027701_6.5.3 Media handling,  A.8.3,CLD.8.1,5C-  A.8.3 Media handling, CLD.8.1 Responsibility for 15027001/
Cloud DCS-04 Secure Media Secure Mediz communicate, apply, evaluate and for the secure transportation of physical CLD.8.1.5, MA-3(3), SC-30(3), CLD.8.1.5 Remaoval of cloud service customer assets Contral, MA-3.3 Prevent Unauthorized 30, HT_05.01, assets, SC-30 Concealment and Misdirection, 05.01 27002270 Needs 1Will ba fully 1Minorimpact-
security ; Transportation Policyand | maintain pol d procedures for the medis establishad, documented, HT_G.d, HT_2.m,HT 8.0, HT 8.p,  Removal, 5C-20 2 Change Processing and Storage Locations, 05.d Authorization Processfor  HT_02.02, Internal Organization, 02.02 Equipment Security, 17/27701/ et incraased hours Y q a 5 a
aliance® B8 = P = Palicyand secure transpartation of physical media. approved, communicsted, enforced, HT_5.q, HT 3.5, HT 3.1, Information Assets and Facilities, 08.m Removal of Property, 09.0 Management of Removable HT 03.07, 0%.07 Madia Handling, 09.08 Exchange of 27018/HIT o = and some delayin
o 3 Procedures Brocaduces Raxiswandundate the anliciss and A A A I A AR M DS BT B 3 AT E B A A M 08 o Dinaral afhadin, A8 e Ak dling B s adu A8 s Lnf s masia, P \nfnrm atinn BT 3 8 M din, Brarasrin, RUST/NIST P
g
v a procedures at lzast annually. 04.2 Are policies and procedures for the ISACM, 9.6.2 ISACM, 9.6.3 ISACM,  Exchangze Policies and Procedures, 09.u Physical Media in Transit, N171 3.8.3 Sanitize or N171 3.8, 1S027701 6.5 Asset management, 9 ISACM Restrict  53r5/NISTL. 3| 5
comveo CCM_DCS-05.1 Istheclassificationand  7.2.2I1SACM, 9.6.11SACM, 12.2.0 | A.8.1.1 Inventory of assets, A.8.1.2 Gwnership of assets, A.8.2.1 Classification of information, A.8.1,A82,A81, AS.1Responsibilityforassets, AS.2 Information 15027001/
Cloud - - documentation of phy=sical and lozical MISP. CC3 26 CC333 A2 11 A2 2 2|abellineof information A 2.1 1 Access control policy. A 11 2 1 Fauipment sitineand A 112 A 132 clazcification, A 9.1 Business reguirements of access 27002/270
security b DCS-05 Assets Assets I'D;'['a“a;s;t;'[g‘:' ;'P‘p;‘[;;m‘"'s'."b;;d’m azsets based on the oreanizational AB12,AB21,A622A%511, protection, A13.2.1Information transfer policies and procedures, A 15.1.1 Information A151,A181, control, A.11.2 Equipment, A.13.2 Information 17/27701f a 0 a = o
Miwree® S 8 Classification Classification the Drsanizatim’;‘busmss e business risk? A11.21,A13.2.1,A15.11, security policy for supplier relztionships, 4 18.1.3 Protection of records, CLD.8.1.5 Removal  CLD.B.1, HT 01.07, transfer, A.15.1 Information security in supplier 27018/HIT
2091 5 A.18.13,CLD.8.15, ofcloud service customer assets Contrel, IS027701_5.6.2 Information security risk HT_02.01, relationships, A 18.1 Compliance with legal and RUST/NIST
AL L1 13027701 5.6.2,15027701 5.6.3,  assessment, 15027701 5.6.3 Information security risk treatment, 15027701 6.5.2 HT 06.01, contractual requirements, CLD.2.1 Responsibilityfor S3r5/NISTL 3 4
— CCM_DCS-06.1 Are allrelevant physical ~ AB11,A812 A822 A1126 AB811Inventoryofassets, A8 12 Ownershipofassets, A 8.2 2 Labelling of information, A581,A82,A11.2, AB8.1Responsibilityfor szsats, A 8 2 Information 15027001/
Cloud Catalogand trackall relevant physical 2nd logical zssets located at sl ofthe A12.11,CLD.B.15, A.11.2.6 Security of equipment and sssets off-premises, A.12.1.1 Documanted operating A.12.1,CLD.B.1, CM- classification, A 11.2 Equipment, A.12.1 Operaticnal  27002/270 e
sacurity v DCS-06 Assets Cataloguing Assets Cataloguing and logical assets locatad st all of the CSP’s sites (within a secured system), 15027701_6.5.2,15027701_6.5.3, procedures, CLD.8.1.5 Removal of cloud service customer assets Control, IS027701_6.5.2 8, HT_02.04, procedures and responsibilities, CLD.8.1 17/27701/ \ataria Soe. N . . B w
Aliance @ S 2 and Tracking and Tracking CSP's sites within a secured system. catzlogued and tracked? CM-8(1), HT_2.h, HT_5.d, HT_7.a,  Information classification, IS027701_6.5.3 Media handling, CM-8.1 Updates During HT_05.01, Responsibility for assets, CM-8 System Component  27018/HIT e
] :
2021 = HT_7.b, HT_8.k HT_8.3,HT_8.q, Instsllation and Removal, 02 h Return of Assets, 05.d Authorizstion Process for Information  HT_07.01, Inventory, 02.04 Termination or Change of RUST/NIST =
2
o o [ N171 332 N171 36.1, Assets and Facilities, 07 a Inventory of Assets, 07.b Ownership of Assets, 08 k Security of HT 08.02, Employment, 05.01 Internal Orzanization, 07.01 53r5/NISTL 3 5
e D Implement physical security perimatars CCM_DCS-07.1 Are physical security A211,A11.11,A11.1.2, A.9.1.1 Access control policy, A.11.1.1 Physica| security perimeter, A11.1.2 Physicslentry  AS.1,A11.1, AT-3, A9.1Business requirements of access contrel, 4.11.1 15027001/
Cloud 0 safesuard personnel, data, snd perimeters implemented to safeguard A11.13,A11.15, controls, A.11.1.3 Securing offices, rooms and facilities, A.11.1.5 Working in secure areas, PE-6, HT_02.04, Secure areas, AT-3 ROLE-BASED SECURITY TRAINING, PE- 27002/270 1 Will be fully
Security " DCs-07 Controlled Access | Controlled Access  information systems. Establish physical persannel, data, and informatian 15027701 6.8.1, AC-20(4), AT-3(2], 13027701_6.8.1 Secure areas, AC-20.4 Network Accessible Storage Devices — Prohibited Use, HT_08.01, & Monitoring Physical Access, 02.04 Terminationor  17/27701/ mitigated N . . - 5
Aliance® | B, & Points Points security perimeters between the systems?; CCM_DCS-07.2 Are physical PE-2(1], PE-2(2), PE-2(3), PE-3(2), PE- AT-2.2 Physical Security Controls, PE-2.1 Access by Position or Role, PE-2.2 Twa Forms of HT_03 08, Change of Employment, 08.01 Secure Areas, 09.08  27018/HIT
2021 E‘ 3 administrative and business areas and security perimetars established between  3(3), PE-3(2), PE-3(5), PE-3(7), PE- Identification, PE-2.3 Restrict Unascorted Access, PE-3.2 Facility and Systams, PE-3.3 N171_3.8, Exchange of Information, N171_3 8 Media Protaction, RUST/NIST
=3 N1 the data storage and processingfacilities | | |the "administrative and business areas”  6/1), PE-6(3), PE-8[1), PE-8(3), C Guards, PE-3.4 Locksbls Casings, PE-3.5 Tamper Protaction, PE-3.7 Physical N171 3.10, N171 3.10Physical Protection, 1027701 6.8 53r5/NIST1
CCM wé- tur| at = =
Cloud ity |uri S 'E Contr CE
:IEI‘“”“' C5A Test language - pre adoption/ CSA edits Unified Testing Map:Test_ID Mapping |Cur| ty N olabil | Likeli [ Impa |Facto
jance
e open Unified Testing Map [to revis details of each d item see the All Mapping Tab) iverse Mappi i ing:Control Objecti Status _|ren|De |3 & ity |hood| ct | r
CCM_A&A01.1Are audit and sssurance  1S02701_C7.5.3,A5.1.1, A512, C.5.2 Policy; C.7.5 Documented informaticn; C.9.2 Internal zudit; A5.1 Managsment ©5.2;C7.5C32 C5.2Policy, C.7.5 Documentad information, 9.2 15027001/ N e the folder
coM vé | palicies, procedures and standards AE.1.1,A8.2.1,A12.3.1,A12.6.1, direction for information security; A.6.1 Internal organization; A.8.2 Infermation AELAELARD  Internal audit, A.5.1 Management direction for 27002/270 4 Largely e whereth
Cloud ished, d ortunity For uncontrollable ely ! <write the test
s oc Biasesas ST SR : === Y s " Y A i Material -See evidence is
SCurity rommunicated, appiied, evalusted and HT_6.i, HT_13.5, 11.6.0 RMTN, systems audit considerations; S8-4 Acquisition Process; 06.02 Compliance with Security AZT, 5A4; A 2 2 Information classification, A.12.3 Backup, 27018/HIT Improvement through project Costing Impact procedure, the FBC® commonly
’Z‘;‘:l““ maintained?, CCM_ARA01.2 Are auditand 15027701 5.2.3, 15027701 5.7.2,  Folicies and Standards, and Technical Compliance; 06.03 Information System Audit HT_06.02; £,12 6 Technical vulnerability management, A.12.7 _ RUST/NIST actio = ainteineds
assurance policies, procesures znd €C1.11,CC1.1.2,CC11.3,CC1.2., Considerstions; 13,07 Accountability & Auditing; 15027701 5.2 Context of the arzanization; N1 _05.05; Infarmation systems sudit considerations, sA-4 z
M ve |CCM_AZA-02.1 15 an independent A12.7.1,A182.1,A18.23,CA  C.5.2Policy; C.7.5 Documented information; C.9.2 Internal sudit; A.12.7 Information systems | ©5-2C075. 622 ¢ 5 policy, €.7.5 Documentad information, €9.2 15027001/
Cloug |3ssessment of its audit and assurance (1), CA-7[1], CA-2(2), CA-2(32) audit considarations; A.12.2 Information security reviews; CA-2 Azsessments; CA-7 Al2T7A18.2,CA  |nternal audit, A.12.7 Information systems audit 27002270 1 Minor impact -
Securiny| program conducted at leastannually and  HT_S.h, HT_6.i, 15027701_6.12.1, Continuous Monitoring 05.02 Bxternal Parties; 06.03 Information System Audit 2;CATIHT 05.0%;  cqncigerations, A.18.2 Information security reviews,  17/27701f . . g increased hour:
Allizncel sccording to relevant standards? 15027701_6.15.2, 11.3.1RMTN,  Considerstions; 15027701_6.12 Supplier relationships; 1S027701_6.15 Compliance; 11_RMTN HT_08.03; CA-2 Assessments, CA-7 Cantinuous Menitaring, 27018/HIT iy = and some delay in
2021 €C1.2.3,0C1.2.8, CC2.1.5,CC4.1.1, Regularly test security systems and processes.; CC1.2 COSO Principle 2: The board of 15027701 612, og 03 External Parties, 06.02 Information Systam RUST/NIST delivary
. €C4.1.8 directors demonstrates independence from manszement and exercises oversizht of the 18027701615, audit Considerations, 15027701 6.12 Supplier 53r5/NIST1
Clows | CCM_A8:4-03 1 re independant auditand A127.1,41614,41812, 5.2 Policy; C.7.5 Documented information; C.9 2 Internal sudit; A 12 7 Information systems | ©5-5€7.5,C58.2; ¢ 5 3 policy, £ 7.5 Documented information, C9.2 15027001/
Securiny| 355Urance assessments performed A.18.2.2, A18.2.3, AC-2[13), AC-  audit considerations; A.16.1 Management of information security incidents and Al2TAlEL; Internal audit, A.12.7 Information systems audit 27002/270 ) 14, be fully 1 Minor impact-
alliance| sccording to risk-based plans and policies? 3(10), AU-4[1), AU-5[1), AUG(2), AU- improvements; A 12.1 Compliznce with legal and contractual requirements; A.12.2 ALBLALBZL AL concigerations, A.16.1 Management ofinformation  17/27701/ . ! increased hours
2021 5(3}, AU-5(4), AU-5(5), AU-B(1], AU-  Information security raviews; AC-2 Account Managemant; AC-3 Access Enforcement; AU-4 2 AC-3;AU-4 A-SS cor ity incidents and improvements, A.18.1 27018/HIT arough project and some delay in
£(3), AU-6(4), AU-G(5), AUE(6), AU-  Audit Storsge Capacity; AU-5 Response ta Audit Pracessing Failures; AU-6 Audit Review, Compliance with legal and contractual requirements, RUST/NIST ! action: delivary
EICM:4 &(7), AU-5(8), AU-5[8), AU-7[1], AU-  Analysiz, and Reporting: AU-7 Audit Reduction and Report Generation; AU-S Protaction of AU-L0AU-IT AU g 49 3 information security reviews, AC-2 Account 53r5/NISTL
5““ ' |ccM_AB.A-04.1 1s compliance verified, with A.12.42,412.7.1, A18.1.3,AC-  A.12.4 Logzing and manitoring; A.12.7 Information systems audit considerations; A 18.1 Al2&Al2 C.5.2 Policy, C.7.5 Documented information, C.5.2 1027001/
ccuri CAC-2: CAS:
ianed 3l relevant standards, regulations, 2[4}, CA-G[1], CM-5[1), 84-11(1), -  Compliance with legal and contractusl requiremants; AC-2 Account Managemant; CAG Plan 4181 ACZCAS,  nee o) audit, 4.12.4 Logging and monitoring, A.12.7  27002/270 1 1 Minor impact -
2021 |legalicontractual, and statutary 10[1), HT_6.g HT_6.i, HT_6.j, of Action and Milestones; CM-5 Access Restrictions for Change; $4-11 Developer Security CM-5; $A-11;51-10;  nformation systems audit considerations, A.18.1 17/27701/ mitigated " increased hour:
requirements applicable to the sudit? HT_12.r, HT_13.5, N171_3.2.5, Testing and Evaluation; 5I-10 Information Input Validation; 06.02 Compliance with Security  H1_06.02; Compliance with legal and contractual requirements, 27018/HIT N £h proj 5 and some dalay in
CEM v4. N171_3.3.8,N171_3.12.2, Policies and Standards, and Technical C: &; 06.03 Information Systam Audit HT_06.03; AC-2 Account Management, CA-5 Plan of Action and  RUST/MIST ! o delivery
o) 15027701 5.2.1,15027701 5.2.2, Considerstions; 13.07 Accountability & Auditing; N171 3.3 Audit and Accountability; HT_13.07; Milestones, CM-5 Access Restrictions for Change, 34 53r5/NISTL
Securit| pon_ARA-06.1 |5 3 risk-based corrective A12.7.1,A.18.2.3 AU-3[1), AU~ £.9.2 Internal audit; A 12.7 Information systems audit considerstions; A 18.2 Information | ©-3-2;A12.7; £.8.2 Intarnal audit, A.12.7 Information systems 15027001/
Alliance| . L, " N " . . . . - - a1 - AlL3-Alld- . N . N
2021 3 5 Taios ! = f
industry - industry sts implementsd 3 x uppor, rotecting = reats, 08.5 Siting cauires, implements, oprates, approves,
o oa ndustry standards. ind\ ndards), imple nted and A125A126 S 08.d Pr i i nd iL Thr 08. i itir i impls
CCM_DCS-14.1 Are utilities services A11.14,A1121,A112.2, Al11.14P external and threats, A.11.2.1 Al111,A112, A.11.1 Secure areas, A.11.2 Equipment, A.17.1
oM e 15027001/
- S secured, manitered, maintained and A.17.1.3,1S027701_6.8.2, CM-3(2), and protection, A.11.2.2 Supporting utilities, A 17.1.3 Verify, review and evaluate A.17.1,CM-3, MA-4, Information security continuity, CM-3 Configuration  27002/270 s 3 Moderately 1Minor impact-
—y y : y tested at planned in tervals for continual | MA-3(2), MA-3(5), MA-2(6), MA-4{3), information security continuity, IS027701_6 2.2 Equipment, CM-3 2 Testing, Validation, and MA,HT_0802,  Change Contral, MA-4 Nonlocal Maintenance, MA6  17/27701/ . . incressed hours
Security g D514 Secure Utilities  [Secure Urilities  wtilities services for continual P B ey ey rS———-———_— B T S e ey | e e - rmaasT Strengthening A ¢ 1 1 2 1z

A Control area could have a minor finding — however the overall risk raised by that finding could be negligible
Other OFI could reveal a situation that is unmanaged, will occur again in multiple audits, and has potential for customer facing disruptions and loss of revenue.
Risk Management needs to Only Handle It Once — OHIO, but capture all the inputs, players, timing, and necessary resources for improvement
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Recap: Management Strategy First + Why r5 CCM 4 Now EnterpriseGRC (( C)

Soluhons, Inc.

= Using NIST SP 800-53 r5 as the underpinning backbone
assumes mapping to other major frameworks so the
business “Only Handles Policy Once”. OHIO

= GRC Mapping strategy:
Order-of-Operations

" Risk-> Goals-> Policies- = Use NIST 800-53 r5 as the mediating framework connecting
>Controls) architecture CMDB to CIS/DISA STIGs/OWASP/MITRE
ATT&CK

= Use ISO/IEC 27001 with Cloud, Privacy and Processing as
the Policy framework —commonly mapped to NIST SP 800-
53 r4/r5 as part of NIST Appendix

= Use a RMF on top of your preferred framework (Could be
SOC 2, CSTAR, 1S0O27, **HITRUST™, IMO use NIST CSF).

= Establish Categories for the Corporate Common Controls.
Push those categories into Policies, Controls, Programs.




Summarizing and Take-Aways

° Mapping accounts for the Risks & associated RACI of a program —
so groupings should align with the common job assignments that
would implement them.

Client based mapping begins with understanding the business
programs and should account for domains (LOB) with isolated
scope, such as Consumer, Cloud, Fed, Health & Human Service,
Financial, Global, etc.

recommended implementation guidance, results in guidance that’s
unusable.

Mapping accomplishes an aggregate Policy requirement that will
and will always continue to be measured by product and by
assessment event and will move at the pace of your slowest audit.

a Language matching alone, rather than mapping to the
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