
2018 global economy estimated to be $86Trillion

Wealth
1

As of June 2019, there were 4,5B people connected to the Internet
A 59% penetration, based on a population of 7,7B

Internet Connected
2

Identifies Cyber as the 4th greatest risk facing the world

2019 Global Risks Report
3
According to the World Economic Forum

27% or 1.2B people think they are protected
73% or 3.3B people are under protected, with 45% with little to no protection

How well are we Protected? According to the 2018 ITU Global Cybersecurity Index
4

27% or 1.2B people who think they are protected will spend ~80% of global budget estimated $240B 2023
Remaining 73% or 3.3B people that are under-protected will spend ~20%, estimated $60B by 2023

Security spending
5

estimated to be $300B by 2023

4: Global Cybersecurity Index (GCI) 2018 https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-GCI.01-2018-PDF-E.pdf
5: https://www.gminsights.com/pressrelease/cyber-security-market

1: https://howmuch.net/articles/the-world-economy-2018
2: June 2019 World Internet Usage & Population Statistics https://www.internetworldstats.com/stats.htm
3: http://www3.weforum.org/docs/WEF_Global_Risks_Report_2019.pdf

<< Protection >>

Today’s State of Global Protection
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73%

Not
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UNSUSTAINABLE DIVERGENCE
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SO MUCH 
SECURITY 
KNOWLEDGE 
CREATING 
SO MUCH 
COMPLEXITY 
ABOUT THE 
SAME TOPIC…

StandardsRegulations
 Mandated Controls, 

External Verification
 Country specific, EU Directives

 Recommended Controls, 
Internal Validation

 US NIST, ISO, ITU

Certifications
 Mandated Controls, 

External Accredited 
Verification

 SIO Common Criteria, 
US FedRamp

Associations
 Recommended Controls, 

Internal Validation
 US Center Internet Security, 

US HITRUST



How does it all relate?

What does it all mean?

How do I … ?

Where does it all go?



5© Copyright 2013 Spheric Security Solutions Confidential & Proprietary, All rights reserved.
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ONLY JUST A FEW 
OF US KNOWING 

HOW THINGS 
RELATE IS 

UNSUSTAINABLE



Grow by 
Natural 
Forces

Along 
Natural 

Boundaries

Around a 
Center-of-

Gravity

Off Natural 
Energy

For a capability to be 
sustainable, a seeding 
must grow by natural 
forces, crystalize along 
natural boundaries,
develop momentum 
around a center-of-
gravity, and feed off 
natural energy

Vision



Value 
Creation

Grow by Natural Forces

Knowledge 
Expressions

Along Natural 
Boundaries

Frictionless 
Platform

Around a 
Center-of-Gravity

Local 
Brainpower
Off Natural Energy

The Genesis Program 
delivers new “all matters” 
security model & training 
Platform to Centers-of-
Brainpower to Create & 
Exchange SecurityValue 
around the world

Vision



The Digital Protection
Divide …

Those who are 
Protected & Those Who are Now



Value Exchange Friction & Loss?

Value Creation
Anywhere - from the Edges

Value Consumption
to the Edges

Digital Currency

9

Internet-of-Value
Ecosystem



Value Creation 
“is Threatened by”

Value Risk 

Value Creation 
“is Protected by”
Value Preservation Value Preservation

“is Validated by”
Value Assurance

Value
Risk Force

Value 
Assurance

Force

Value 
Preservation

Force

The Struggle to Protect

Value 
Creation

Force

A Need for a Rethink?

10

Internet-of -Value
Value Creation

Anywhere

Value Consumption
Somewhere Else



Digital Currency:
Ecosystem

Financial
Inclusion 

DC
Wild, Wild West

Value Creation
from the Edges

Value Consumption
to the Edges

Value Stolen
Anytime from Anywhere

Loss of 
Confidence

Value Creation
from the Edges

Value Consumption
to the Edges

Transfer

Transact
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Standards, Laws, Regulations



Financial
Inclusion 

Security
Inclusion 

Loss of Confidence <<< Value Consumption

Value Creation
from the Edges

Value Consumption
to the Edges

Value Stolen
Anytime from Anywhere

12

Digital Currency: Standards, Laws, Regulations



Financial
Inclusion 

Security
Inclusion 

Value Stolen
Anytime from Anywhere

Who?

What?

Identification for 
Attribution, Ownership
• Identifiers
• Access
• Authorization
Control = Ownership

Cryptography for
• Immutability
• Confidentiality
• Authenticity
• Attribution
• Proofs
• Distributed Trust

I created 
Value!

I purchased 
Value!

What Value 
was created?

What Value was 
purchased?

Assurance for:
• Trust
• Liability
• Warranties

I own Value!

Transact Away!

Value Creation
from the Edges

Value Consumption
to the Edges

13

For Digital Currency, the Need for Assurance



The 
International Telecommunications Union -

Standardization 

a 
United Nations 
specialized agency for 

Information & 
Communication Technologies,
based in Geneva Switzerland

193
Member States

550
Sector 
Member

150
Academia

170
Associates
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Unified Security Model published by ITU Study Group 17: Security:
 ITU Focus Group – Cryptocurrencies & Digital Fiat Currency: 

Protection Assurance for Digital Currencies

 ITU SG17 Security: 
Technical Report Unified Security Model

 ITU SG17 Security Manual 2020: 
Section 11.5 Unified Security Model

 ITU-T X1401 Annex Security Threats to 
Distributed Ledger Technology Standard

 ITU-T X1402 Annex Security Framework for 
Distributed Ledger Technology Standard

Unified 
Security 
Model

Unified 
Security 
Model

ITU FC-DFC
Security WG 
Deliverables

ITU SG17 
Security 

Technical 
Report

TD3390R2

ITU SG17 
2014-20
Security 
Manual

ITU-T 
X1401

Standard

ITU-T 
X1402

Standard

On the path to Standardization

SG17-TD3390R2
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Institutionalizing Local & Sustainable 
Security Modeling & Training Capability

Genesis Cybersecurity Program

Unified Security Model and modeling tool

Based on the

for



Pr
op

ri
et

ar
y 

to
 Ja

cq
ue

s 
R

em
i F

ra
nc

oe
ur

, C
op

yr
ig

ht
 ©

 2
01

9,
 L

ic
en

se
d 

un
de

r 
C

re
at

iv
e 

C
om

m
on

s 
N

on
-C

om
pe

te

19

• Do: Explain | Present | Demonstrate | Assert 

• What:  State-of-Control & its fulfilment to  
Enterprise Objectives & Compliance Requirements

• To Whom:
• To Yourself (CISO)
• To Enterprise (Board, EC, etc.)
• To Auditors
• To Regulators
• To Examiners
• To Certifiers

• When, on a periodic basis

• Why, meet fiduciary duty-of-care to 
customers, investors, partners

CHALLENGE: COMMUNICATE - WHAT TO WHOM
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Learners

Professionals

Deep 
Subject Matter 

Experts

Expertise Experience Information

Start with 
Human Expertise

Capture in 
Frameworks in

Documents

Make available 
Documents

Ability to 
Consume &

Respond  

Lost-in-Translation Loss-in-Ease of …

Documents
Searched &
Downloaded

Spreadsheets
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495 
Controls

Maps to 
NIST CSF
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Learners
(Tomorrows)

Professionals
(Todays)

Deep 
Subject Matter 

Experts

Expertise Experience Frictionless PlatformKnowledge

Start with 
Human Expertise

Capture in 
Frameworks in

Documents

Transform 
Documents into 

Knowledge

Frictionless
Ability to Consume

Lost-in-Translation

Make available 
as Security 
Expressions

Enhanced by Relationships



Maps between FSSCC requirements 
and NIST CSF controls



Gap demonstration



Unique

Security Control Expressions

Unambiguous

Precise



Simplicity
27

Much is Different Much is Same

“Re-think” how you “see” security


