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“We’d like to use NIST SP800-53 r5 as our Master Control List”

RESOURCES / REASONS: Companies using NIST SP 800-53 r4, must update to Rev 5.1

NIST SP 800-53 as a mediating framework is incompletely or inaccurately mapped in 
products; It requires updates for CIS CSC 7.1->8.1, CCM 3.1->4.0, NIST SP 800-171 r2 
& NIST SP 800-172 (Cybersecurity Enhancement), plus New Tailoring Criteria

Leveraging NIST SP 800-53 r5 to complete ©AICPA SOC 2, ©HITRUST, PCI DSS 3.21, 
CSTAR CCM, DFARS CMMC, ©ISO/IEC 27001 plus Privacy, Processing and Cloud 
requires detail understanding of these frameworks – i.e., experience completing 
engagements to do this work, but it can be done.

Creating useable cyber framework mapping is an exercise that drives common 
language across all Policies and Programs and is necessary to meaningful resilience 
and compliance. NIST SP 800-53 Rev. 5 is necessary to all Security and Cyber 
Programs.
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*EnterpriseGRC Solutions wants to share work product delivered to a CSA partner and has approval to share their name during this conversation.
This presentation is Copyright of EnterpriseGRC Solutions, Inc. No part may be reproduced or shared without EnterpriseGRC Solutions Permission. AICPA, HITRUST, ISO, PCI, CSA are Corporate Entities who own their content. EnterpriseGRC 
does not sell or provide any derivative works and exclusively offers service to actively licensed enterprises wanting to leverage their investment. Any release of mapping will occur under the direction and control of the mapping framework.



Reminder: Iterative steps maintain Common Controls

Change is the Constant:
• All Controls map to Risks
• Control Selection iterates with changes 

in Scope
• Aggregate mappings across all 

frameworks influence policy 
requirements

• Adding mapped controls requires policy 
validation, that they exist and that they 
include minimum expected statements

• New policy requires new risk cycle -> 
takes 1-2 years to fully implement

Risk Registry 
& Risk Rating

Scope Controls 
Universe to 

Risk

Map Known 
Policies to 
Controls

Validation Do 
Policies exist

Validation Do 
Policies 
include

Assign Gap to 
Risk 

Treatment
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SP 800-53 R5 New 
Families, Attributes, 

and Expectations
Transition to NIST SP 800-53 r5.1, you must.

-Yoda
Existing controls shifts from descriptive to 
outcome- based criteria:
Example “The information system enforces 
approved” v. “Enforce approved 
authorization”
Two new control families: (PT) Personally 
Identifiable Information Processing and 
Transparency, (SR) Supply Chain Risk 
Management
Control or control enhancement is 
implemented by “S” System, or “O” 
organization, or both “O/S”
Integrated Privacy controls across the entire 
catalog
Consolidating Program Management to main 
catalog (PM)
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Resources Frequently Mentioned During this presentation

Critical Resource Website link

Homepage | CISA CIS Center for 
Internet Security 
(cisecurity.org)

https://cloudsecurity
alliance.org/

How to Become 
FedRAMP 
Authorized | 
FedRAMP.gov

National Institute of 
Standards and 
Technology | NIST

Acquisition.GOV | 
www.acquisition.go
v
Location for 
DFARS
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https://www.cisa.gov/
https://www.cisecurity.org/
https://cloudsecurityalliance.org/
https://www.fedramp.gov/
https://www.nist.gov/
https://www.acquisition.gov/
http://www.acquisition.gov/


LEGAL Requirement - FISMA PL 113-283 
NIST SP 800 53 r5, NIST SP 800-171r2 and NIST SP 800-172
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https://csrc.nist.gov/Topics/Laws-and-Regulations/laws/FISMA
Protecting Controlled Unclassified Information in Nonfederal Systems and 
Organizations
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https://csrc.nist.gov/Topics/Laws-and-Regulations/laws/FISMA


FY 2021 IG METRICS DEPEND ON NIST SP 800-53R5 -
https://www.cisa.gov/
FY21 FISMA 
Documents | CISA
FY 2021 Inspector 
General FISMA 
Reporting 
Measures v1.1 
(cisa.gov)
FY 2021 Inspector 
General Federal 
Information 
Security 
Modernization Act 
of 2014 (FISMA) 
Reporting Metrics 
Version 1.1 May 12, 
2021
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https://www.cisa.gov/publication/fy21-fisma-documents
https://www.cisa.gov/sites/default/files/publications/FY%202021%20IG%20FISMA%20Metrics%20Final%20v1.1%202020-05-12.pdf


National 
Institute of 
Standards 
and 
Technology | 
NIST

SP 800-53 Rev. 5, Security and Privacy Controls for Info Systems and Organizations | CSRC (nist.gov)

NIST.GOV NIST SP 800-53 Rev. 5 final updates DECEMBER 2020
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https://www.nist.gov/
https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final


20 Families (Two New Domains)

AC - ACCESS 
CONTROL

AT - AWARENESS 
AND TRAINING

AU - AUDIT AND 
ACCOUNTABILITY

CA - ASSESSMENT, 
AUTHORIZATION, 
AND MONITORING

CM -
CONFIGURATION 

MANAGEME
CP - CONTINGENCY 

PLANNING

IA -
IDENTIFICATION 

AND 
AUTHENTICATION

IR - INCIDENT 
RESPONSE

MA -
MAINTENANCE

MP - MEDIA 
PROTECTION

PE - PHYSICAL 
AND 

ENVIRONMENTAL 
PROTECTION

PL - PLANNING

PM - PROGRAM 
MANAGEMENT

PS - PERSONNEL 
SECURITY

PT - PERSONALLY
IDENTIFIABLE 
INFORMATION 

PROCESSING AND 
TRANSPARENCY

RA - RISK 
ASSESSMENT

SA - SYSTEM AND 
SERVICES 

ACQUISITION

SC - SYSTEM AND 
COMMUNICATIONS 

PROTECTION
SI - System and 

Information Integrity
SR - SUPPLY CHAIN 
RISK MANAGEMENT • Big Domains/Families 20

• Medium Controls/Universe 298
• Small Tests Enhancements Detail Controls 
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• The total number of tracked items since the start of NIST SP 800-53 is 1,189 items. 
That includes everything withdrawn and everything active. *Green boxes are the 
Control Families used for SP 800-171r2 and NIST SP 800-172.
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Some of the New Controls Affect the SSP Baselines
Some Controls Do Not appear in any Baseline
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Search For Any FedRAMP Policy or Guidance Resource | FedRAMP.gov

https://www.fedramp.gov/documents-templates/


These Controls Are Not Part of any Baseline
Ctrl ID Control Name

AC-9 Previous Logon Notification PE-22 Component Marking SC-40 Wireless Link Protection
AC-16 Security and Privacy Attributes PE-23 Facility Location SC-41 Port and I/O Device Access
AC-23 Data Mining Protection PL-7 Concept of Operations SC-42 Sensor Capability and Data
AC-24 Access Control Decisions RA-6 Technical Surveillance Countermeasures Survey SC-43 Usage Restrictions
AC-25 Reference Monitor RA-10 Threat Hunting SC-44 Detonation Chambers
AT-6 Training Feedback SA-20 Customized Development of Critical Components SC-45 System Time Synchronization

AU-13 Monitoring for Information Disclosure SA-23 Specialization SC-46 Cross Domain Policy Enforcement
AU-14 Session Audit SC-6 Resource Availability SC-47 Alternate Communications Paths
AU-16 Cross-organizational Audit Logging SC-11 Trusted Path SC-48 Sensor Relocation
CM-13 Data Action Mapping SC-16 Transmission of Security and Privacy Attributes SC-49 Hardware-enforced Separation and Policy Enforcement
CM-14 Signed Components SC-25 Thin Nodes SC-50 Software-enforced Separation and Policy Enforcement
CP-11 Alternate Communications Protocols SC-26 Decoys SC-51 Hardware-based Protection
CP-12 Safe Mode SC-27 Platform-independent Applications SI-13 Predictable Failure Prevention
CP-13 Alternative Security Mechanisms SC-29 Heterogeneity SI-14 Non-persistence
IA-9 Service Identification and Authentication SC-30 Concealment and Misdirection SI-15 Information Output Filtering

IA-10 Adaptive Authentication SC-31 Covert Channel Analysis SI-17 Fail-safe Procedures
IR-9 Information Spillage Response SC-32 System Partitioning SI-20 Tainting

MA-7 Field Maintenance SC-34 Non-modifiable Executable Programs SI-21 Information Refresh
MP-8 Media Downgrading SC-35 External Malicious Code Identification SI-22 Information Diversity
PE-19 Information Leakage SC-36 Distributed Processing and Storage SI-23 Information Fragmentation
PE-20 Asset Monitoring and Tracking SC-37 Out-of-band Channels SR-4 Provenance
PE-21 Electromagnetic Pulse Protection SC-38 Operations Security SR-7 Supply Chain Operations Security
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These Controls & Enhancements are withdrawn / replaced

CTRL ID Control Name

AT-3.4 AT-3.4 Suspicious Communications and Anomalous 
System Behavior IA-9.2 IA-9.2 Transmission of Decisions SA-12.15 SA-12.15 Processes to Address Weaknesses or Deficiencies

AU-2.3 AU-2.3 Reviews and Updates IR-9.1 IR-9.1 Responsible Personnel SA-18.1 SA-18.1 Multiple Phases of System Development Life Cycle

AU-3.2 AU-3.2 Centralized Management of Planned Audit 
Record Content PE-5.1 PE-5.1 Access to Output by Authorized Individuals SA-18.2 SA-18.2 Inspection of Systems or Components

AU-7.2 AU-7.2 Automatic Sort and Search PE-5.3 PE-5.3 Marking Output Devices SA-19.1 SA-19.1 Anti-counterfeit Training

AU-8.1 AU-8.1 Synchronization with Authoritative Time Source PE-18.1 PE-18.1 Facility Site SA-19.2 SA-19.2 Configuration Control for Component Service and Repair

AU-8.2 AU-8.2 Secondary Authoritative Time Source PL-2.3 PL-2.3 Plan and Coordinate with Other Organizational Entities SA-19.3 SA-19.3 Component Disposal

AU-14.2 AU-14.2 Capture and Record Content SA-12.1 SA-12.1 Acquisition Strategies / Tools / Methods SA-19.4 SA-19.4 Anti-counterfeit Scanning

CA-3.1 CA-3.1 Unclassified National Security System 
Connections SA-12.2 SA-12.2 Supplier Reviews SA-22.1 SA-22.1 Alternative Sources for Continued Support

CA-3.2 CA-3.2 Classified National Security System Connections SA-12.5 SA-12.5 Limitation of Harm SC-34.3 SC-34.3 Hardware-based Protection

CA-3.3 CA-3.3 Unclassified Non-national Security System 
Connections SA-12.7 SA-12.7 Assessments Prior to Selection / Acceptance / Update SC-42.3 SC-42.3 Prohibit Use of Devices

CA-3.4 CA-3.4 Connections to Public Networks SA-12.8 SA-12.8 Use of All-source Intelligence SI-2.1 SI-2.1 Central Management

CA-3.5 CA-3.5 Restrictions on External System Connections SA-12.9 SA-12.9 Operations Security SI-3.1 SI-3.1 Central Management

CM-5.2 CM-5.2 Review System Changes SA-12.10 SA-12.10 Validate as Genuine and Not Altered SI-3.9 SI-3.9 Authenticate Remote Commands

CM-5.3 CM-5.3 Signed Components SA-12.11 SA-12.11 Penetration Testing / Analysis of Elements, Processes, and Actors SI-7.11 SI-7.11 Confined Environments with Limited Privileges

CM-8.5 CM-8.5 No Duplicate Accounting of Components SA-12.12 SA-12.12 Inter-organizational Agreements SI-7.13 SI-7.13 Code Execution in Protected Environments

CP-2.4 CP-2.4 Resume All Mission and Business Functions SA-12.14 SA-12.14 Identity and Traceability SI-7.14 SI-7.14 Binary or Machine Executable Code

IA-9.1 IA-9.1 Information Exchange SI-8.1 SI-8.1 Central Management
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268 New & Substantially changed Enhancements and Controls

13

• 20 (Big) Domains PT, SR
• 298 (Medium) Control Family 

/Universe (example AC-2)
• 710 (Child Small) Tests 

Enhancements (example AC-2(3))
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75 Changes have implications in the Baselines, NIST 800-53B

• Privacy Attribute (P)
• Part of Low, Medium, High
• Changes to details and 

modifications to the 
baselines used for 
FedRamp

• Addition of S/O/SO 
attribute

• Associated Tailoring 
Criteria

14©Copyright EnterpriseGRC Solutions, Inc. Robin Basham, M.Ed., M.IT, CISSP, CISA, ITSM, CGEIT, CRISC, Master ACC, CRP, VRP, HISP - robin@enterprisegrc.com



Three Tiers – Domain, Control, Test

At issue in 
mapping:
Source 
Documents
Control ID v. 
Enhancement –
Detail IDs 
without 
meaningful 
identifiers
Attributes 
added under 
certification 
conditions, v. 
core control 
statement

15

Is This Part of Privacy, O/S.OS and 
Baseline
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Attribute Changes Manual & Automation Resources
Tailoring Criteria for NIST 171 Depend Upon 800-53

• (171r2) security controls are taken from NIST Special Publication 
800-53, Revision 4. These tables will be updated upon publication 
of [SP 800-53B] which will provide an update to the moderate 
security control baseline consistent with NIST Special Publication 
800-53, Revision 5. Changes to the moderate baseline will affect 
future updates to the basic and derived security requirements

• The same tailoring criteria were applied to the security 
requirements in [FIPS 200] resulting in the CUI basic security 
requirements 

• There is a close relationship between the security objectives of 
confidentiality and integrity. Therefore, the security controls in the 
[SP 800-53] moderate baseline that support protection against 
unauthorized disclosure also support protection against 
unauthorized modification. 

• 39 The security controls tailored out of the moderate baseline (i.e., 
controls specifically marked as either NCO or NFO and highlighted 
in the darker blue shading in Tables E-1 through E-17), are often 
included as part of an organization’s comprehensive security 
program. 

FedRAMP OSCAL Resources and Templates

FedRAMP has published resources to aid stakeholders and vendors in the digitization 
of FedRAMP authorization package content. Located on the FedRAMP Automation 
GitHub Repository, these include:
• New - Guide to OSCAL-based FedRAMP Content. Guidance and concepts common 

to all FedRAMP deliverables when using OSCAL.
• Revised - Guide to OSCAL-based FedRAMP System Security Plans (SSP).
• New - Guide to OSCAL-based FedRAMP Security Assessment Plans (SAP).
• New - Guide to OSCAL-based FedRAMP Security Assessment Reports (SAR).
• New - Guide to OSCAL-based FedRAMP Plan of Action and Milestones (POA&M).
• Revised - Updated FedRAMP OSCAL Registry.

Revised - OSCAL-based FedRAMP SSP Templates/Samples.
FedRAMP SSP Template in both XML and JSON formats.

• New - OSCAL-based FedRAMP Templates/Samples.
There are now three additional templates/samples covering the SAP, SAR, and 
POA&M. These exist in both XML and JSON formats.

• Revised - FedRAMP Baselines. (XML and JSON formats)
The baselines now include a “CORE” property, enabling tools to identify the 
FedRAMP core controls; as well as the assessment objectives and methods 
(Examine, Interview, Test) found in a blank test case workbook (TCW).

• New - Experimental Resources.
FedRAMP is offering additional support files to aid tool developers. These provide 
content in XML and JSON that is relevant to FedRAMP authorization packages yet 
does not fit in the official OSCAL syntax.
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https://github.com/GSA/fedramp-automation
https://github.com/GSA/fedramp-automation/raw/master/documents/Guide_to_OSCAL-based_FedRAMP_Content.pdf
https://github.com/GSA/fedramp-automation/raw/master/documents/Guide_to_OSCAL-based_FedRAMP_System_Security_Plans_(SSP).pdf
https://github.com/GSA/fedramp-automation/raw/master/documents/Guide_to_OSCAL-based_FedRAMP_Security_Assessment_Plans_(SAP).pdf
https://github.com/GSA/fedramp-automation/raw/master/documents/Guide_to_OSCAL-based_FedRAMP_Security_Assessment_Reports_(SAR).pdf
https://github.com/GSA/fedramp-automation/raw/master/documents/Guide_to_OSCAL-based_FedRAMP_Plan_of_Action_and_Milestones_(POAM).pdf
https://github.com/GSA/fedramp-automation/raw/master/documents/FedRAMP_OSCAL_Registry.xlsx
https://github.com/GSA/fedramp-automation/tree/master/templates/ssp
https://github.com/GSA/fedramp-automation/tree/master/templates
https://github.com/GSA/fedramp-automation/tree/master/baselines
https://github.com/GSA/fedramp-automation/tree/master/resources


You CANNOT do this by hand - OSCAL (nist.gov)
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Layers and Models Reference (nist.gov) Concepts Used in OSCAL (nist.gov)

https://pages.nist.gov/OSCAL/
https://pages.nist.gov/OSCAL/documentation/schema/
https://pages.nist.gov/OSCAL/documentation/concepts/


Mapping Guidance for ISO/IEC 27001:2013 does not consider additional 
content for ISO/IEC 27017 Cloud, 27701 Privacy, 27018 Processing 

– IT NEEDS TO
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For the ISO/IEC 27001 using ISO/IEC 
27002:2013 € (Plus Privacy, Processing, 
Cloud)

ISO/IEC 27017:2015 € 27002 for cloud 
services
ISO/IEC 27701:2019 € Privacy
ISO/IEC 27018:2019 € Processing 



Misunderstood Content – due to lack of a control library and 
lack of subject matter experience by domain and assessment.
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NIST 171 r2 and NIST 172 use NIST 800-53 Rev5 as Parent/Family
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https://doi.org/10.6028/NIST.SP.800-171r2 

https://doi.org/10.6028/NIST.SP.800-172 



NIST SP800 171r2 and 172 add Protection Strategy and Mapped Meta Data
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CSF Tools Depends 
upon Framework 
Updates
FRAMEWORKS AND CONTROLS
NIST Cybersecurity Framework

CSF Version 1.1 [Summary]

NIST Special Publication 800-53
NIST SP 800-53, Revision 
4 [Summary]
NIST SP 800-53, Revision 
5 [Summary]

CSA Cloud Controls Matrix
Cloud Controls Matrix 
v3.0.1 [Summary] (Update to CCM 
4 in process)

CIS Critical Security Controls
Critical Security Controls 
v7.1 [Summary] (Update to CSC 8.1 
in process)

STRIDE-LM Threat Model
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https://csf.tools/reference/nist-cybersecurity-framework/v1-1/
https://csf.tools/framework/csf-v1-1/
https://csf.tools/reference/nist-sp-800-53/r4/
https://csf.tools/controlset/nist800-53r4/
https://csf.tools/reference/nist-sp-800-53/r5/
https://csf.tools/controlset/nist800-53r5/
https://csf.tools/reference/cloud-controls-matrix/version-3-0-1/
https://csf.tools/controlset/ccm-v3-0-1/
https://csf.tools/reference/critical-security-controls/version-7-1/
https://csf.tools/controlset/csc-v7-1/
https://csf.tools/reference/stride-lm/


NIST Cyber 
Security 
Framework CSF
Control Enhancements
RA-5(2): Update Vulnerabilities to Be Scanned
BASELINE(S): Low Moderate High
Update the system vulnerabilities to be scanned [Assignment (one or 
more): [Assignment: organization-defined frequency] , prior to a new 
scan, when new vulnerabilities are identified and reported].
RA-5(3): Breadth and Depth of Coverage
BASELINE(S): (Not part of any baseline)
Define the breadth and depth of vulnerability scanning coverage.
RA-5(4): Discoverable Information
BASELINE(S): High
Determine information about the system that is discoverable and take 
[Assignment: organization-defined corrective actions].
RA-5(5): Privileged Access
BASELINE(S): Moderate High
Implement privileged access authorization to [Assignment: organization-
defined system components] for [Assignment: organization-defined 
vulnerability scanning activities].
RA-5(6): Automated Trend Analyses
BASELINE(S): (Not part of any baseline)
Compare the results of multiple vulnerability scans using [Assignment: 
organization-defined automated mechanisms].
RA-5(8): Review Historic Audit Logs
BASELINE(S): (Not part of any baseline)
Review historic audit logs to determine if a vulnerability identified in a 
[Assignment: organization-defined system] has been previously exploited 
within an [Assignment: organization-defined time period].
RA-5(10): Correlate Scanning Information
BASELINE(S): (Not part of any baseline)
Correlate the output from vulnerability scanning tools to determine the 
presence of multi-vulnerability and multi-hop attack vectors.
RA-5(11): Public Disclosure Program
BASELINE(S): Low Moderate High
Establish a public reporting channel for receiving reports of 
vulnerabilities in organizational systems and system components.

Vulnerability Monitoring and Scanning – CSF Tools
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https://csf.tools/reference/nist-sp-800-53/r5/ra/ra-5/ra-5-2/
https://csf.tools/reference/nist-sp-800-53/r5/ra/ra-5/ra-5-3/
https://csf.tools/reference/nist-sp-800-53/r5/ra/ra-5/ra-5-4/
https://csf.tools/reference/nist-sp-800-53/r5/ra/ra-5/ra-5-5/
https://csf.tools/reference/nist-sp-800-53/r5/ra/ra-5/ra-5-6/
https://csf.tools/reference/nist-sp-800-53/r5/ra/ra-5/ra-5-8/
https://csf.tools/reference/nist-sp-800-53/r5/ra/ra-5/ra-5-10/
https://csf.tools/reference/nist-sp-800-53/r5/ra/ra-5/ra-5-11/
https://csf.tools/reference/nist-sp-800-53/r5/ra/ra-5/


STRIDE – CSF 
Tool Depends 
Upon Updates 
to NIST SP 
800-53 Rev 5, 
CSA CCM 4.0, 
CIS CSC 8.1
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What’s so hard about mapping? 
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How to map

• Have a workplan
• Identify what sources and domains 

should map – line up the full schema
• Iterate
• Finalize
• Negative Map (what should have but 

didn’t)
• Map the Missing
• QA
• Communicate back to content owners
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Mapping Plan –> Records need sufficient legal rights to put 
into a searchable system. 

X
X
X
X
X
X

 Green Go – each test should be scoped by relevancy 
and then applied to all target framework items. If you 
assign it, you need a scoping flag to UNASSIGN it.

 Blue Plan – At first iteration, make sure you’ve got at 
least some coverage for each related framework. 
Second, third and fourth iterations consider what we 
missed

 Red Flag – you don’t have the right to extract the data. 
Your organization has to own a license. You can’t share 
or publish derivative work. The framework is another 
organization’s property. (HITRUST, ISO)
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Encryption – Let’s discuss –Transition to CCM 4.0 ASAP
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Correctly Formatted Mappings Accessible/ Usable
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Are Risks Top Down or 
Bottom Up? 
 CIS Benchmark, OWASP, MITRE 

ATT&CK® controls mapped 
according to the distinct 
environments used to deliver a 
service: should map to NIST 800-
53r5 and ISO27002 which are then 
associated to your Cloud 
Environment.

 NIST 800-53r5 and ISO27002 should 
be tagged to each continuously 
monitored configuration.

 Control mapping involves how the 
requirement is implemented in 
policy, practice, contract, 
configuration or architecture. The 
map may point to a policy, for 
example, where this detail needs 
explicit statement. This could map 
to a CIS, OWASP benchmark that is 
specific to an OS or PaaS/IaaS. 
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Requirements21 CFR Part 
11

21 CFR Part 
820

HIPAA-
HITECH CFR 

45

Eudralex V4 
Annex 11

GAMP® 5

HITRUST 9.3

ISO 
13485:2016

ISO/IEC 
30111:2019

ISO/IEC 
27001:2013 €

ISO/IEC 
27002:2013 €

ISO/IEC 
27017:2015 €

ISO/IEC 
27018:2019 €

ISO/IEC 
27701:2019 €

ISO/IEC 
27799:2016 € NIST 800-171 

r2

NIST 800-172

NIST 800-53 
r5

GDPR

CCPA 1798

AICPA SOC 2 
2017

PCI DSS 
V3.2.1 

Copyright © 
2018 VISA

NIST 
Cybersecurity 
Framework, 

CSF

CIS 
Benchmarks

CCM 4.0 
CSTAR

CIS CSC v8.1

MITRE 
ATT&CK / 
OWASP

Imagine Regulating Federal E-Commerce Cloud Based Medical Service

Assessment
Score

Programmable 
Logic Cont. 

(PLC)

Distributed Ctrl 
Syst. (DCS)

Supervisory Ctrl 
Data Acquis. 

(SCADA)

Industrial Ctrl 
Sys. (ICS)

WIN2008 R1 & 
R2

WIN20012 R1& 
R2

CentOS 6

CentOS7

RHEL6
RHEL7

UBUNTU12

UBUNTU14

AWS Linux

AWS EC2

ESX 5.5

Azure

Docker

Windows 7

Windows 10

IaaS
PaaS

SaaS
Cloud

Data Centers Containers

Hybrid

Cloud

Red = Now & Always
Purple = Laws Governing this Sector (Plus Red)
Green = Frameworks Used for LSHC Sector
Blue = Frameworks presumed as part of 
Cybersecurity that are also relevant
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If ANY of these practices are not achieved, they NEED TO FACTOR into the RMF

This is an example of

following this guidance.

This example is an approved sample from Security Compass and may not under any circumstances be shown outside of this meeting context. EnterpriseGRC supplies mapping 
services to companies like Security Compass who provide automation for continuous cloud compliance. Please ask us for contacts at Security Compass if you would like to learn 
more. Home - Security Compass 32
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Mappers benefit by mapping technical controls to frameworks, 
frameworks to client domains, configurations to policy

This example is confidential to Security Compass and may not under any circumstances be shown outside of this meeting. EnterpriseGRC supplies mapping services to companies like 
Security Compass who provide automation for continuous cloud compliance. Please ask us for contacts at Security Compass if you would like to learn more. Home - Security Compass 33
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The Product of Mapping is Security & Risk Program Management

A Control area could have a minor finding – however the overall risk raised by that finding could be negligible
Other OFI could reveal a situation that is unmanaged, will occur again in multiple audits, and has potential for customer facing disruptions and loss of revenue.
Risk Management needs to Only Handle It Once – OHIO, but capture all the inputs, players, timing, and necessary resources for improvement
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Recap: Management Strategy First + Why r5 Now

GRC Mapping strategy: 
Order-of-Operations
Risk-> Goals-> Policies-

>Controls)

 Using NIST SP 800-53 r5 as the underpinning backbone 
assumes mapping to other major frameworks so the 
business “Only Handles Policy Once”. OHIO
 Use NIST 800-53 r5 as the mediating framework connecting 

architecture CMDB to CIS/DISA STIGs/OWASP/MITRE 
ATT&CK
 Use ISO/IEC 27001 with Cloud, Privacy and Processing as 

the Policy framework  – commonly mapped to NIST SP 800-
53 r4/r5 as part of NIST Appendix
 Use a RMF on top of your preferred framework (Could be 

SOC 2, CSTAR, ISO27, **HITRUST™, IMO use NIST CSF). 
 Establish Categories for the Corporate Common Controls. 

Push those categories into Policies, Controls, Programs.
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Summarizing and Take-Aways
 Mapping accounts for the Risks & associated RACI of a program –

so groupings should align with the common job assignments that 
would implement them.

 Client based mapping begins with understanding the business 
programs and should account for domains (LOB) with isolated 
scope, such as Consumer, Cloud, Fed, Health & Human Service, 
Financial, Global, etc.

 Language matching alone, rather than mapping to the 
recommended implementation guidance, results in guidance that’s 
unusable. 

 Mapping accomplishes an aggregate Policy requirement that will 
and will always continue to be measured by product and by 
assessment event and will move at the pace of your slowest audit.
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