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° RESOURCES / REASONS: Companies using NIST SP 800-53 r4, must update to Rev 5.1

NIST SP 800-53 as a mediating framework is incompletely or inaccurately mapped in
products; It requires updates for CIS CSC 7.1->8.1, CCM 3.1->4.0, NIST SP 800-171 r2
& NIST SP 800-172 (Cybersecurity Enhancement), plus New Tailoring Criteria

Leveraging NIST SP 800-53 r5 to complete ©AICPA SOC 2, ©HITRUST, PCI DSS 3.21,
CSTAR CCM, DFARS CMMC, ©ISO/IEC 27001 plus Privacy, Processing and Cloud
requires detail understanding of these frameworks —i.e., experience completing
engagements to do this work, but it can be done.

Creating useable cyber framework mapping is an exercise that drives common
language across all Policies and Programs and is necessary to meaningful resilience
and compliance. NIST SP 800-53 Rev. 5 is necessary to all Security and Cyber
Programs.




Reminder: Iterative steps maintain Common Controls EnterpriseGRC (C C)
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Change is the Constant:
Risk Registry [

& Risk Rating

* All Controls map to Risks ~ )

* Control Selection iterates with changes

in Scope Assign Gap to Scope Controls
] Risk pll Universe to
» Aggregate mappings across all Treatment e Risk

frameworks influence policy
requirements

o AN
. Map Known

: : : idation D
* Adding mapped controls requires policy Val:,doa:it;?er; - ' Policies to
validation, that they exist and that they include A Controls

include minimum expected statements

Validation Do
Policies exist (

. —

* New policy requires new risk cycle ->
takes 1-2 years to fully implement
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Transition to NIST SP 800-53 r5.1, you must.
-Yoda

Existing controls shifts from descriptive to
outcome- based criteria:

Example “The information system enforces
approved” v. “Enforce approved
authorization”

Two new control families: (PT) Personally o~ = . | >, NO! Try not! DO or

Identifiable Information Processing and

Transparency, (SR) Supply Chain Risk do nOt’ there iS no

Management

Control or control enhancement is
implemented by “S” System, or “O”
organization, or both “0/S”

Integrated Privacy controls across the entire
catalog

Consolidating Program Management to main
catalog (PM)

| |
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Resources Frequently Mentioned During this presentation EnterpriseGRC (()
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Homepage | CISA  CIS Center for
CYBERSECURITY Internet Security 6; Centerfor
& INFRASTRUCTURE [I (cisecurity.orq) . Internet Security®
SECURITY AGENCY ﬂﬂ Confidence in the Connected World"

https://cloudsecurity How to Become
cloud alliance.org/ FedRAMP Regulations
cs A security Iéu;[jhr\?;\ii/lelg | @
alliance® 2 — -
National Institute of Acquisition.GOV | ® -
Standards and www.acquisition.go g
Technology [ NIST v & -
Location for Q@

DFARS
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LEGAL Requirement - FISMA PL 113-283
NIST SP 800 53 r5, NIST SP 800-171r2 an

Federal Information Security Modernization Act risua

f v
urity Management Act

Federal Informotion Security Modernizotion Act of 2014 (Public Law 113-283; December 18, 2014).
The original FISMA was Federol Information Security Monagement Act of 2002 (Public Law 107-347 (Title l1l); December 17,
2002), in the E-Government Act of 2002

in risk management

& privacy

+ Identity & access management

+ privacy
+ risk management
+ security & behavior

RELATED NEWS . ——

. . . + security programs & operations
Assessing Enhanced Security Requirements for CUI + systems security engineering
ApriL27, 2021 zero trust
NIST has released Draft Special Publication (SP) 800-1724, "Assessing Enhanced Security Requirements... + Technologles

+
NISTIR 8212: ISCM Program Assessment and Tool = Laws and Regulations
March 31, 2021 + exacutive documents

’ R " i i i e " = laws

NIST has published NISTIR 8212, "An Information Security Continuous Monitoring Program Assessment,”... Cyber Security RO Act
Cybersecurity Enhancement Act

NIST Publishes SP 800-172 E-Government Act

February 2, 2021 Energy Independence and Security Act
NIST announces the release of Special Publication (SP) 800-172, "Enhanced Security Requirements for... Federal Information Security Modernization Act
First Responder Network Authority

Draft NIST SP 800-47 Rev. 1 Available for Comment Health Insurance Portability and Accountability Act
January 26, 2021 HelP America Vote Act
Draft MIST SP 800-47 Revision 1, "Managing the Security of Information Exchanges," is now available. * fegtions

s ] 2 o BE5 + Activities and Products

. + Sectors
Control Catalog and Baselines as Spreadsheets
January 26, 2021
New supplemental materials are available for SP 800-53 Rev. 5 and SP 800-538: spreadsheets for the... W RELATED TOPICS
Laws and Regulations: E-Government ACt
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NIST SP 800-172

Assessing Enhanced Security Requirements for Controlled Unclassified Information:
Draft NIST SP 800-172A Available for Comment

April 27,2021

f w
The protection of controlled unclassified information (CUI) in nonfederal systems and organizations—especially CUI W RELATED TOPICS
associated with a critical program or high value asset—is important to federal agencies and can directly impact the ability of
the Federal Government to successfully carry out its assigned missions and business operations. To determine if the Securlty and Prlvacy: controls assessment, security
enhanced security requirements in NIST Special Publication (SP) 800-172, Enhanced Security Requirements for Protecting controls

Controlled Unclassified Information: A Supplement to NIST Speciol Publication 800-171, have been satisfied, organizations
develop assessment plans and conduct assessments.

Laws and Regulatlons: Federal Information Security
Modernization Act, OMB Circular A-130

Draft NIST SP 800-172A, Assessing Enﬁumedsewmmqumen& for Controlled Unclassiffed Information, provides
federal agencies and nonfederal organizations with assessment procedures that can be used to carry out assessments of the
requirements in NIST 5P 800-172. The generalized assessment procedures are flexible, provide a framework and starting point
10 255855 the enhanced security requirements, and can be tailored to the needs of organizations and assessors. Organizations
tailor the assessment procedures by selecting specific assessment methods and objects to achieve the assessment objectives
and by determining the scope of the assessment and the degree of rigor applied during the assessment process. The
assessment procedures can be employed in self-assessments, independant third-party assessments, or assessments
conducted by sponsoring organizations (e.g., government agencies). Such approaches may be specified in contracts or in
agreements by participating parties. The findings and evidence produced during assessments can be used by organizations to
facilitate risk-based decisions related to the CUl enhanced security requirements. In addition to developing determination
statements for each enhanced security requirement, Draft NIST SP 800-1724 introduces an updated structure to incorporate
organization-defined parameters into the determination statements.

NIST is sesking feedback on the assessment proceduras, including the assessment objectives, determination statements, and
the usefulness of the assessment ebjects and methods provided for each procedure. We are also interested in the approach
taken to incorporate organization-defined parameters into the determination statements for the assessment objectives.

A public comment perlod for this document Is open through June 11, 2021 See the publication details for a copy of the
draft publication and instructions for submitting comments, preferably using the comment template provided. For any
questions, please contact sec-cert/@nist.gov.

NOTE: A call for patent claims fs Included on page iv of this draft. Fer additfonal Information, see the Infarmation Technology Loboratory (ITL) Patent
Policy--Inclusion of Patents in ITL Publications.

https://csrc.nist.gov/Topics/Laws-and-Regulations/laws/FISMA

Protecting Controlled Unclassified Information in Nonfederal Systems and
Organizations

RITY RESOURCE CENTER
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FY 2021 IG METRICS DEPEND ON NIST SP 800-53R5 - EnterpriseGRC ()
https://www.cisa.gov/

FY2 1 F I S M A g An official website of the United States government  Here's how you know v EMAILUS®  CONTACT SITE MAP I
Key Changes to the FY 2021 |G FISMA Metrics
One of the goals of the annual FISMA evaluations is lo assess agencies’ progress loward achieving
D ocumen tS | C I SA CYB ERSECU Rm outcomes that strengthen Federal eybersecurity, including implementing the Administration’s priorities
& INFRASTRUCTURE and best practices. One such area is increasing the maturity of the Federal povernment’s Supply Chain
FY 2021 Ins pecto r SECURITY AGENCY © Risk Management (SCRM) practices. As noted in the Federal Acquisition Supply Chain Security Act of
" 2018, agencies are required to assess, avoid, mitigate, accept, or transfer supply chain risks. The FY 2021

General FISMA IG FISMA Reporting Metrics include a new domain on Supply Chain Risk Management (SCRM) within
the Identify function. This new domain focuses on the maturity of agency SCRM strategies, policies and
Re o) rtl n procedures, plans, and processes to ensure that products, system components, systems, and services of
—Lg external providers are consistent with the organization’s cybersecurity and supply chain risk management
requirements. The new domain references SCRM criteria in NIST Special Publication (SP) 80058, Rev.

M easures v 1 . 1 3, Security and Privacy Controls for Information Svstems and Organizations. To provide agencies with
sufficient time to fully implement NIST 800-53, Rev 5., in accordance with OMB A-130, these new

f cisa. g0V l FYZ 1 Fl SM A DOCU N metrics should not be considered for the purposes of the Identify framework function rating.

FY 202 1 I t PUbllcatlons lerary Also, within the Identify function, specific metric questions have been reorganized and reworded to focus
ns p ector on the degree to which cyber risk management processes are integrated with enterprise risk management
Academic Engagement A collection of Fiscal year 2021 FISM (ERM) processes. As an example, 1Gs are directed to evaluate how cybersecurity risk registers are used to
G enera I Fe d era I Attachment Media communicate information at the information system, mission/business process, and organizational levels.
. Accessibility . — These changes are consistent with NIST Interagency Report 8286, “Integrating Cybersecurity and
I N fO rmation B FY 2021 CIO FISMA Metrics Enterprise Risk Management (ERM),” which provides guidance to help organizations improve the
~ eybersecurity risk information they provide as inputs to their enterprise ERM programs.*
Security Border Security B FY2021IG FISMA Metrics

Furthermore, OMB has issued guidance on improving vulnerability identification, management, and

H H . remediation. Specifically, Memorandum M-20-32, Improving Vulnerability Identification, Management.
Modernization Act Cybersecurity and Remediation, September 2, 2020, provides guidance to federal agencics on collaborating with
members of the public to find and report vulnerabilities on federal information systems. In addition, DHS

Of 20 14 ( F I S MA) Disasters Binding Operational Directive 20-01, Develop and Publish a Vulnerability Disclosure Policy, September
. . 2, 2020, provides guidance on the development and publishing of an agency’s vulnerability disclosure
Re p (@) rt| N g M et rICS . ) policy and supporting handling procedures. The G FISMA Reporting Metrics include a new question
Economic Security (#24) to measure the exient to which agencies utilize a vulnerability disclosure policy (VDP) as part of

Version 1.1 May 12,
2021

Election Security



https://www.cisa.gov/publication/fy21-fisma-documents
https://www.cisa.gov/sites/default/files/publications/FY%202021%20IG%20FISMA%20Metrics%20Final%20v1.1%202020-05-12.pdf

NIST.GOV NIST SP 800-53 Rev. 5 final updates DECEMBER 2020
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Publications

P 800-53 Rev. 5, Security and Privacy Controls for Info Systems and Organizations | CSRC (nist.gov)

SP 800-53 Rev. 5

Search

Security and Privac
f w

Search Title, Abstract, Conference, Citation, Keyword af

Date Published: September 2020 (includes updates as of Dec. 10, 2020)

Supersedes: SP 800-53 Rev. 5 (09/23/2020)

Planning Note (1/22/2021):

See the Errata (beginning on p. xvii) for a list of updates to the original publication.

New supplemental materials are also available:

-
— The entire security and privacy control catalog in spreadsheet format. Note: For a spreadsheet of control baselines, see
ke the SP 800-538 details.

Analysis of updates between 800-53 Rev. 5 and Rev. 4 (Updated 1/22/21)

Describes the changes to each control and control enhancement, provides a brief summary of the changes, and
includes an assessment of the significance of the changes. Note that this comparison was authored }
Corporation for the Director of National intelligence (DNI) and is being shared with permission by DNI.

SpeCaTrUnTCaton ST SP)

NIST Topic Areas

Mapping of Appendix J Privacy Controls (Rev. 4) to Rev. 5
Supports organizations using the privacy controls in Appendix J of SP 800-53 Rev. 4 that are transitioning to the
integrated control catalog in Rev. 5.

| Choose some options

Report Number

Mappings between 800-53 Rev. 5 and other frameworks and standards (NIST Cybersecurity Framework and NIST
Privacy Framework; 1ISO/IEC 27001 [updated 1/22/21])

The mappings provide organizations a general indication of SP 800-53 control coverage with respect to other
frameworks and standards. When leveraging the mappings, it Is important to consider the intended scope of each
publication and how each publication is used; organizations should not assume equivalency based solely on the
mapping tables because mappings are not always one-to-one and there is a degree of subjectivity in the mapping
analysis.

Also available:

Security and Privacy Control Collaboration Index Template (Excel & Word)
The collaboration index template supports information security and privacy program collaboration to help ensure that

the objectives of both disciplines are met and that risks are appropriately managed. It is an optional tool for information

Controls for Information Systems and Organizations

DOCUMENTATION

Publication:
' SP 800-53 Rev. 5 (DOI)
Local Download

Supplemental Material:

[A control Catalog (spreadsheet) (xls)

[R Analysis of updates between 800-53 Rev. 5 and
by MITRE Corp. for ODNI (xls)

Framework to Rev. 5 (xls)

[# Mapping: Rev. 5 to ISO/IEC 27001 (word)

K OSCAL Version of Rev. 5 controls (web)

[R control Collaboration Index Template (xls)
[¥ Control Collaboration Index Template (word)
B Blog post (web)

Other Parts of this Publication:
SP 800-53B

Document History:
12/10/20: SP 800-53 Rev. 5 (Final)

TOPICS

Security and Privacy
privacy controls; security controls; security programs &
operations

Laws and Regulations
E-Government Act; Federal Information Security,
Modernization Act; Homeland Security Presidential

i7s
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Rev 5 Controls
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20 Families (Two New Domains)

AC - ACCESS
CONTROL

CM -
CONFIGURATION
MANAGEME

MA -
MAINTENANCE

PM - PROGRAM
MANAGEMENT

SA - SYSTEM AND
SERVICES
ACQUISITION

AT - AWARENESS
AND TRAINING

CP - CONTINGENCY
PLANNING

MP - MEDIA
PROTECTION

PS - PERSONNEL
SECURITY

SC - SYSTEM AND
COMMUNICATIONS
PROTECTION

AU - AUDIT AND
ACCOUNTABILITY

IA -
IDENTIFICATION
AND
AUTHENTICATION

PE - PHYSICAL
AND
ENVIRONMENTAL
PROTECTION

PT - PERSONALLY
IDENTIFIABLE
INFORMATION

PROCESSING AND

TRANSPARENCY

Sl - System and
Information Integrity

CA - ASSESSMENT,
AUTHORIZATION,
AND MONITORING

IR - INCIDENT
RESPONSE

PL - PLANNING

RA - RISK
ASSESSMENT

SR - SUPPLY CHAIN
RISK MANAGEMENT

NIST SP 800-53 Rev 5
Controls

More than
editorial or
administrative
change?

o/

EnterpriseGRC

Changed Elements
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Change Details

[~

Y

New control enhancement

New base control
Adds to M, and H Security Control Baselinas.
(P 800-538)

Assess and review the supply chain-related risks associated with
suppliers or contractors and the system, system component, or system
service they provide

Incorporates wi control 5A-12(2) i

New control enhancement

Employ specified analysis or testing of specified supply chain
elements, processes, and actors associated with the system, system
ystem service

hdrawn control SA-12(11)

New base control

Employ specified OPSEC controls to protect supply chain-related
information
Incorporates withdrawn control SA-12(9)

New base control
Adds to L, M, and H Security Control
(SP 800-53B)

Establish agreements and procedures with entities involved in the
supply chain
Incorporates withdr: control SA-12(12) )

New base control
Adds to H Security Control Baseline (SP 800-
538)

Addresses the need to implement a tamper protection program.
Incorporates withdrawn control SA-18

New control enhancement
Adds to H Security Control Baseline (SP 800-
538)

Emplay anti-tamper technologies, toals, and techniques throughout the
system development life cycle
Incorporates withdrawn control SA-18(1) )

New base control
Adds to L, M, and H Security Control
Baselines (SP 800-53B)

Inspect specified systems or system components to detect tampering
Incorporates withdrawn control SA-18(2)

New base control
Adds to L, M, and H Security Control
(SP 800-53B)

Addresses the need to develop and implement anti-counterfeit policy
and procedures, to include reporting it system
Incorporates withdr: control SA-19 )

New control enhancement
Adds to L, M, and H Security Control

New control enhancement
Adds to L, M, and H Security Control

Baselines (SP 800-53B) Incorporates withdrawn control SA-19(1) i

|Addresses need to train personnel to detect counterfeit system
components
Maintain cor ontrol over specified system companents.
rand serviced or repaired components

Baselines (SP 800-53B) F R ©
Incorporates withdrawn control 5A-18(2) )
¥ New control enhancement =e=n (3 Emi e =
Incorporates control 5A-19(4)

New base control
Adds to L, M, and H Security Control
(sP 800-538)

Dispose of specified data, documentation, tools, or system
components using the specified techniques and methods
Incorporates wif control SA-19(3) )

* Big Domains/Families 20

* The total number of tracked items since the start of NIST SP 800-53 is 1,189 items.
That includes everything withdrawn and everything active. *Green boxes are the
Control Families used for SP 800-171r2 and NIST SP 800-172.

* Medium Controls/Universe 298
e Small Tests Enhancements Detail Controls

©Copyright EnterpriseGRC Solutions, Inc. Robin Basham, M.Ed., M.IT, CISSP, CISA, ITSM, CGEIT, CRISC, Master ACC, CRP, VRP, HISP - robin@enterprisegrc.com




Some of the New Controls Affect the SSP Baselines

Some Controls Do Not appear in any Baseline

Search For Any FedRAMP Policy or Guidance Resource | FedRAMP.gov

ace

No matches

Headings  Pages  Results

1. Information System Name/Title:

4 2. Information System Categorization

21 Information Types
22 Security Objectives Categorization (FIPS 199)
23 Digital Identity Determination

3. Information System Owner

4. Authorizing Offcils

5. Other Designated Contacts

6. Assignment of Security Responsibility

7. Information System Operational Status.

48 Information System Type

[ac
Nomatches

Headings  Pages  Results

1 Information System Name/Title
4 2 Informtion System Categorization
2.1, Information Types
22, Securty Objectives Categoriztion (FPS 199)
23, Digital Identy Determination

82, Cloud Deployment Models
83, Leveraged Authorization:

49, GeneralSystem Description
9.1.5ystem Functon or Purpose

92, Information System Companent and Bour

93, Typesof Users
94 Network Archtecture
410, System Environment And Inventory.
10.. Data Fow
102. Ports, Potocols and Services
0. System Iterconnections
412, Laws, Regulations, Standsrds and Guidance
12.1 Applicable Laws and Regulations
122. Appiicable Standards and Guidance.

o)
AC-12 Session Termination (M) (H)

8.1, Cloud Service Models
82.Cloud Deployment Models
x -

ndries

Ac ) (H)
b AC-17 Remote Access (1) (M) (H)
b AC-1BWi ces Restrictions (1) (M) (H) |

1 AC-19 Access Control for Portable and MobileSysters (1) (M) (H)
I AC-20 Use of xterna Information Systems (1) () (H)

AC-21 nformtion Sharina (V) (H)

FEDRAMP SYSTEM

SECURITY PLAN (SSP)

HIGH BASELINE

FEDRAMP SYSTEM

SECURITY PLAN (SSP)

MODERATE BASELINE
TEMPLATE

Cloud Service Provider Name

Information System Name

Version #

Version Date

FedRAMP

CONTROLLED UNCLASSIFIED INFORMATION.

FEDRAMP SYSTEM SECURITY PLAN (§5P) HIGH BASELINE TEMPLATE
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5P Name
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of data
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populated. F
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khere to
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FedRAM
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Saa$S baseli
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& Progr

AUTHORIZ:

FedRAM
Template
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A An Update to FedRAMP's Low,

Moderate, and High Baseline SA-4
Controls and IR-3 High Baseline

New Post | May 20, 2021

FedRAMP Security Controls Baseline
Updated Document | May 18, 2021

FedRAMP System Security Plan (SSP)
Moderate Baseline Template

Updated Document | May 18, 2021

FedRAMP System Security Plan (SSP)
Low Baseline Template
Updated Document | May 18, 2021

FedRAMP System Security Plan (SSP)
High Baseline Template

Updated Document | May 18, 2021

FedRAMP Moderate Authorization
Toolkit

Updated Document | May 18, 2021

FedRAMP Low Authorization Toolkit

Updated Document | May 18, 2021

FedRAMP High Authorization Toolkit

Updated Document | May 18, 2021
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These Controls Are Not Part of any Baseline

EnterpriseGRC @
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CrlD ControlName |||

AC-9
AC-16
AC-23
AC-24
AC-25

AT-6
AU-13
AU-14
AU-16
C™M-13
CM-14
CpP-11
CP-12
CP-13

IA-9

IA-10

IR-9

MA-7

MP-8
PE-19
PE-20
PE-21
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Previous Logon Notification

Security and Privacy Attributes

Data Mining Protection

Access Control Decisions

Reference Monitor

Training Feedback

Monitoring for Information Disclosure
Session Audit

Cross-organizational Audit Logging
Data Action Mapping

Signed Components

Alternate Communications Protocols
Safe Mode

Alternative Security Mechanisms
Service Identification and Authentication
Adaptive Authentication

Information Spillage Response

Field Maintenance

Media Downgrading

Information Leakage

Asset Monitoring and Tracking
Electromagnetic Pulse Protection

PE-22
PE-23
PL-7
RA-6
RA-10
SA-20
SA-23
SC-6
SC-11
SC-16
SC-25
SC-26
SC-27
SC-29
SC-30
SC-31
SC-32
SC-34
SC-35
SC-36
SC-37
SC-38

Component Marking

Facility Location

Concept of Operations

Technical Surveillance Countermeasures Survey
Threat Hunting

Customized Development of Critical Components
Specialization

Resource Availability

Trusted Path

Transmission of Security and Privacy Attributes
Thin Nodes

Decoys

Platform-independent Applications
Heterogeneity

Concealment and Misdirection

Covert Channel Analysis

System Partitioning

Non-modifiable Executable Programs

External Malicious Code Identification
Distributed Processing and Storage
Out-of-band Channels

Operations Security

SC-40
SC-41
SC-42
SC-43
SC-44
SC-45
SC-46
SC-47
SC-48
SC-49
SC-50
SC-51
SI-13
SI-14
SI-15
SI-17
SI-20
SI-21
SI-22
SI-23
SR-4
SR-7

Wireless Link Protection

Port and 1/O Device Access
Sensor Capability and Data

Usage Restrictions

Detonation Chambers

System Time Synchronization
Cross Domain Policy Enforcement
Alternate Communications Paths
Sensor Relocation
Hardware-enforced Separation and Policy Enforcement
Software-enforced Separation and Policy Enforcement
Hardware-based Protection
Predictable Failure Prevention
Non-persistence

Information Output Filtering
Fail-safe Procedures

Tainting

Information Refresh

Information Diversity
Information Fragmentation
Provenance

Supply Chain Operations Security




These Controls & Enhancements are withdrawn / replaced
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CTRLID | Control Name T e

AT-3.4

AU-2.3

AU-3.2

AU-7.2

AU-8.1

AU-8.2

AU-14.2

CA-3.1

CA-3.2

CA-3.3

CA-3.4

CA-3.5

CM-5.2

CM-5.3

CM-8.5
CpP-2.4

I1A-9.1

©Copyright EnterpriseGRC Solutions, Inc. Robin Basham, M.Ed., M.IT, CISSP, CISA, ITSM, CGEIT, CRISC, Master ACC, CRP, VRP, HISP - robin@enterprisegrc.com

AT-3.4 Suspicious Communications and Anomalous
System Behavior

AU-2.3 Reviews and Updates

AU-3.2 Centralized Management of Planned Audit
Record Content

AU-7.2 Automatic Sort and Search
AU-8.1 Synchronization with Authoritative Time Source
AU-8.2 Secondary Authoritative Time Source

AU-14.2 Capture and Record Content

CA-3.1 Unclassified National Security System
Connections

CA-3.2 Classified National Security System Connections

CA-3.3 Unclassified Non-national Security System
Connections

CA-3.4 Connections to Public Networks
CA-3.5 Restrictions on External System Connections

CM-5.2 Review System Changes
CM-5.3 Signed Components

CM-8.5 No Duplicate Accounting of Components
CP-2.4 Resume All Mission and Business Functions

IA-9.1 Information Exchange

I1A-9.2

IR-9.1

PE-5.1

PE-5.3

PE-18.1

PL-2.3

SA-12.1

SA-12.2

SA-12.5

SA-12.7

SA-12.8
SA-12.9

SA-12.10

SA-12.11

SA-12.12
SA-12.14

IA-9.2 Transmission of Decisions

IR-9.1 Responsible Personnel

PE-5.1 Access to Output by Authorized Individuals
PE-5.3 Marking Output Devices

PE-18.1 Facility Site

PL-2.3 Plan and Coordinate with Other Organizational Entities

SA-12.1 Acquisition Strategies / Tools / Methods

SA-12.2 Supplier Reviews

SA-12.5 Limitation of Harm

SA-12.7 Assessments Prior to Selection / Acceptance / Update

SA-12.8 Use of All-source Intelligence
SA-12.9 Operations Security
SA-12.10 Validate as Genuine and Not Altered

SA-12.11 Penetration Testing / Analysis of Elements, Processes, and Actors

SA-12.12 Inter-organizational Agreements

SA-12.14 |dentity and Traceability

SA-12.15 SA-12.15 Processes to Address Weaknesses or Deficiencies

SA-18.1

SA-18.2

SA-19.1

SA-19.2

SA-19.3

SA-19.4

SA-22.1

SC-34.3

SC-42.3

SI-2.1

SI-3.1

SI-3.9

SI-7.11

SI-7.13
SI-7.14

SI-8.1

SA-18.1 Multiple Phases of System Development Life Cycle
SA-18.2 Inspection of Systems or Components

SA-19.1 Anti-counterfeit Training
SA-19.2 Configuration Control for Component Service and Repair
SA-19.3 Component Disposal

SA-19.4 Anti-counterfeit Scanning

SA-22.1 Alternative Sources for Continued Support

SC-34.3 Hardware-based Protection

SC-42.3 Prohibit Use of Devices

SI-2.1 Central Management
SI-3.1 Central Management
SI-3.9 Authenticate Remote Commands

SI-7.11 Confined Environments with Limited Privileges

SI-7.13 Code Execution in Protected Environments
SI-7.14 Binary or Machine Executable Code

SI-8.1 Central Management




268 New & Substantially changed Enhancements and Controls EnterpriseGRC S

e 20 (Big) Domains PT, SR

e 298 (Medium) Control Family
/Universe (example AC-2)

e 710 (Child Small) Tests

Enhancements (example AC-2(3))

-=Al-15 Alternate Audit Capability

[rosves sessens
|

->5A-12 Supply Chain Risk Management

->SA-18 Tamper Resistance and Detection

-»SA-19 Component Authenticity

-*SC-19 Voice Over Internet Protocol

-»PA-2 Authority to Collect

->|P-2 Consent

->IP-3 Redress

->|P-4 Privacy Notice

->|P-5 Privacy Act Statement

->IP-6 Individual Access

-»PA-4 Information Sharing with External Parties

->IR-10 Integrated Information Security Analysis T... | IR-10->IR-4 -

s e
] e
CEET -
e -
N -

-»PA-3 Purpose Specification PA-3-FT-3

_=1P-1 Individus! Participation Policy and Procedur... | P-1-5RT-1 | Tobedeleted |

T
TR
R
T

-»PA-1 Privacy Authorization Policy and Procedures PA-1-3PT-1 -

e T

Solutions, Inc.

|C|D|E|F G H |
More than
NIST SP 800- editorial or
NIST SP 800-53 Rev 5 .. . .
53B Control | administrative Changed Elements Change Details
Controls B 5
Baselines change?
v - - ‘Y/N) - -
New control enhancement
. . Verify that individuals or systems transferring data between
X Y Adds to H Security Control Baseline (SP 800- | fy . v . - o
538) interconnecting systems have the requisite authorizations
Identify transitive (downstream) information exchanges with other
Y New control enhancement systems and take measures to ensure that transitive information
exchanges cease when the controls cannot be verified or validated
v New control enhancement Emp!oy a joint authorization Frot_:ess that includes multiple authorizing
officials from the same organization
Employ a joint authorization process that includes multiple authorizing
Y New control enhancement officials with at least one authorizing official from an organization
external to the organization conducting the authorization
New control enhancement
x| x| x| x v Adds to Privacy Control Baseline (SP 800-53B) |Ensure risk monitoring is an integral part of the continuous monitoring
Adds to L, M, and H Security Control Baselines strategy
(SP 800-53B)
v New control enhancement !Employ specific actions to valid_ate that Policies are established and
implemented controls operate in a consistent manner
v New control enhancement Ensure the ac?uracy, c_urrency, and avallahlllty_of monitoring results for
the system using specified automated mechanisms
Employ a penetration testing process that includes defined frequency of
Y New control enhancement announced and unannounced attempts to bypass or circumvent physical
access point controls
Review changes to the system at a specific frequency or for specific
circumstances to determine whether unauthorized changes have
Y New control enhancement
occurred
Incorporates withdrawn control CM-5(2)
v New control enhancement Prev?nt qr restrict changes to the configuration of the system under the
specific circumstances
Requires specified user-installed software execute in a confined physical
Y New control enhancement or virtual machine environment with limited privileges

Incorporates withdrawn control SI-7(11)




75 Changes have implications in the Baselines, NIST 800-53B

* Privacy Attribute (P)
* Part of Low, Medium, High

* Changes to details and
modifications to the
baselines used for
FedRamp

e Addition of S/0O/SO
attribute

* Associated Tailoring
Criteria

EnterpriseGRC CS)

Solutions, Inc.

NIST SP 800-53 Rev 5
Controls

NIST SP 800-
53B Control
Baselines

(-

More than
editorial or
administrative
change?

(v/n)

[

Changed Elements

[

Change Details

New control enhancement
Adds to Privacy Control Baseline (SP 800-53B)

Mechanisms for individuals to have access to PlI
Incorporates individual access elements of withdrawn App J control
IP-2

New control enhancement
Adds to M and H Security Control Baselines
(SP 800-53B)

Provide literacy training on recognizing and reporting potential and
actual instances of social engineering and social mining

New control enhancement
Adds to Privacy Control Baseline (SP 800-53B)

Provide specific personnel or roles with initial and at a specific frequency
training in the employment and operation of Pl processing and
transparency controls

Incorporates training elements of withdrawn App J control UL-2

New control enhancement
Adds to Privacy Control Baseline (SP 800-53B)

Limit PIl contained in audit records to the specific elements identified in
the privacy risk assessment

New control enhancement
Adds to H Security Control Baseline (SP 800-
53B)

Verify that individuals or systems transferring data between
interconnecting systems have the requisite authorizations

New control enhancement

Adds to Privacy Control Baseline (SP 800-53B)
Adds to L, M, and H Security Control Baselines
(SP 800-53B)

Ensure risk monitoring is an integral part of the continuous monitoring
strategy

New base control
Adds to M and H Security Control Baselines
(SP 800-53B)

Identify and document the location of specific information and the
specific system components on which the information resides; the users
who have access; and changes to the location where the information
resides

New control enhancement
Adds to M and H Security Control Baselines
(SP 800-53B)

Use automated tools to identify specific information by information type
on specific system components to ensure controls are in place to protect
organizational information and individual privacy

New control enhancement
Adds to M and H Security Control Baselines
(SP 800-53B)

Requires implementing cryptographic mechanisms to prevent
unauthorized disclosure and modification of specified backup
information

New base control
Adds to M and H Security Control Baselines
(SP 800-53B)

Identity proof users for logical access based on identity assurance level
requirements

New control enhancement
Adds to M and H Security Control Baselines

(SP 800-538)

Requiring evidence of individual identification be presented to the
registration authority reduces the likelihood of individuals using
fraudulent identification to establish an identity
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e LW | LV ]| |V i

RS ACCESS Folicy and a. Develop, «control policyand | 162], [SP 200-178], A5132,
CONTROL Frocedures document, and procedures [sP 800-132]. AB11, AS1,

At Issue In

disseminate to address the AZ11, A121, m a p p i n g .
1 [#=signment: controls in the AC A12.1.1, GMPS_B6. °
Control: Discussion: AC-2(1), AC-2(2), AC- A8.2.1, AS.2 AC [s] AC-2 AC-2 AC-2 AC-2.1 Automa AC-2.1 Autol ACCOUNT MANAGEMENT | AUTOMATED SYSTEM ACCOUNT  AUTOMATIC
a. Define and Examples of system References: 2(3), AC-2(4], AC-  AS9.2.2, |3,ACS, System Account System MANAGEMENT NOTIFICATION; S O u r'c e
document the types account types [PRIVACT], [OMB A~ 2(5), AC-2(6), AC-  A9.2.3, ACE, A Management Employ mechani pportthe MONITOR ACCOUNT
include individual, 130], [SP 800-57-1], 2(7), AC-2(8), AC- A9.25, 17, AC73, management of system accounts. USAGE; TELEFHONE
i =hared, group, [sP200-57-2], [P 2(9), AC-2[11),AC- AS9.2.6  AC-20/Al Supplemental Guidance: The uze of automated NOTIFICATION; EMAIL D 0 C u m e n t S
Discussion: AC-2(1), AC-2(2), AC- A8.2.1, ASD.2fAc- o AC-2 AC-2 AC-2 AC-2.2 A . d | ACCOUNT | REMOVAL OF TEMPORARY AND  AUTOMATICALLY
Examples of system References: 2(3), AC-2(8), AC- AD.22, 3,ALS, Temporary and Temjorary and EMERGENCY ACCOUNTS REMOVE; CO nt r-ol I D V
account types [PRIVACT], [OMB A~ 2(5), AC-2(6), AC-  A9.2.3, ACHS, AC- Emergency Account E ncy Account | Automatically [Selection: remove; disable] temporary  AUTOMATICALLY .
unts | include individual, 130], [SP 800-57-1], 2(7), AC-2(8), AC- AD925 17 AC-18, Management ment -and emergency accounts after [Aszignment: organization- DISABLE; TEMPORARY
1 shared, group, [SPB00-57-2], [SP  2(9), AC-2(11), AC- A9.2.6  AL-20, AC- defined time-period for each type of account]. ACCOUNTS E n h anceme nt —_
NIST 80:0- AC B0O- AC- Discussion: AC-2(1), AC-2[2), AC- A2, 9.2, AC- o AC-2 AC-2 AC-2 AC-2.3 Disable AS-2 3 Bisable ACCOUNT MANAGEMENT | DISABLE ACCOUNTS AUTOMATICALLY
53r5 53-RS  ACCESS Management Examples of system References: 2[3), AC-2[4]), AC- A59.2.2, | AC-G, Accounts coun’ Automatically disable accounts when the accounts: DISABLE; INACTIVE H
CONTROL ‘account types [PRIVACT], [OMB A-  2(5), AC-2(E), AC- A923 BCE, AC- [z} Have expired; ACCOUNTS D eta I | I D S
include individual, 130], [SF 800-57-1], 2(7}, AC-2(8), AC- A8.25 17, AC-18, (b} Are no longer associated to 3 user; R
i shared, group, [SP 200-57-2], [SP 2(3), AC-2[11), AC- AS.2.6 | AC-20, AC- [c) Are in violation of organizaticnal policy; W I t h O u t
NIST 80:0- AC B0O- AC- AC-2  AC-2 Account Discussion: AC-2(1), AC-2[2), AC- A5.2.1, AS.2 AC- o AC-2 AC-2 AC-2 AC-2.4A iC-2.4 d | ACCOUNT | AUTOMATED AUDIT ACTIONS AUTOMATED AUDIT;
G3rs G3-R5  ACCESS Management Examplesz of system References: 2(3), AC-2(4), AC- AS8232, |3, ACS5, Audit Actions udit Aci ons Automatically sudit account creation, modification, ACCOUNT CREATION; .
CONTROL account types [PRIVACT], [OMBA- 2[5, AC-2[B), AC-  AS.2.3, |AC-E AC- enabling, disabling, and remaval actions, and notify ACCOUNT meanin gfu |
include individual, 130], [SP 800-57-1], 2(7), AC-2[8), AC- AS925 17,AC-18, [Assignment: organization-defined persennel or roles]. MODIFICATION;
i shared, group, [EF 200-57-2), [SF  2(9), AC-2(11),AC- ASZE Supplemental Guidance: None. ACCOUNT ENABLING; H d H f H
NIST 800- AC 800- AC- AC-2  AC-2 Account Discuszion: AC-2(1), AC-2(2), AC- A9.2.1, 1.9.2, AC- o AC2 AC-2 AC-2 AC-2.5 Inactivity activity  ACCOUNT MANAGEMENT | INACTIVITY LOGOUT INACTIVITY; LOGOUT iae nt Irrers
53r5 53-R5  ACCESS Management Examples of system References: 2(3), AC-2[4), AC- Logout Require that users log out when [Assignment: L
sccount types [FRIVACT], [DME A~ 2[5}, AC-2([E), AC- organization-defined time-period of expected inactivity Att ri b u t es
include individual, 130], [SP 800-57-1], 2(7), AC-2[B), AC- «or descripticen of when to log out].
shared, group, [sP200-57-2], [SP  2(9), AC-2(11], AC- Supplemental Guidance: This control enhancement is
Discussion: AC-2(1), AC-2(2), AC- o AC2 A2 A2 AC-2.6Dynamic  AC-2/6Nynamic  ACCOUNT MANAGEMENT | DYNAMIC PRIVILEGE DYNAMIC FRIVILEGE d d d e d un d er
= Privilege MAMAGEMENT MAMAGEMENT,;
account types [PRIVACT], [OMB A- | 2(5), AC-2(6), AC- Management the fc i ic privileze management DYNAMIC ACCESS Ce rt ifi Cat i 0 n
include individual, 329), 57 200-57-1 |ZiT), AC-2(8), AC- F [Assi ization-defined listof  CONTROL; RESILIENCY;
| Jge, g, [PEXS 2, 2p) A 11} £C ic privilege capailities] RESILIENCE e
Discussion: AC-2(1), AC-2(2), AC- o AC-2 AC-2 AC-2 AC-2.7 Privileged ACCOUNT | ROLE-BASED SCHEMES PRIVILEGED USER C O n d | t | o n S V_
Exa noles of system References: 2(3), AC-2[4]), AC- User Accounts Establish and administer privileged user accounts in ACCOUNTS; ’
documi nt Feiymes mou NIt fes [PRIVACT], [DMB A- 2[5}, AC-2(E), AC- rdance with a role-based access scheme that PRIVILEGED ROLE
of system accounts |in\:lude individual, |130], [SP 800-57-1], 2(7), AC-2(8), AC- 3 izes allowed system access and privileges into ASSIGNMENTS; ROLE CO re CO nt r0|
] BT i L5 13, 1 - BASED ACCESS
NIST S00- AC 800- AC- AC-2  AC-2 Account Control: Discussion: AC-2(1), AC-2(2), AC- AC-2.3 Pffnamic AC-2.3Dynamic  ACCOU EMENT | DYNAMIC ACCOUNT DYNAMIC ACCOUNT Sta t eme nt
53r5 G3-RG  ACCESS Management a. Define and Examples of system References: 2(3), AC-2[4), AC- Account MANAGEME! CREATION; TRUST
CONTROL document the types account types [FRIVACT], [OMB A- 2[5}, AC-2(B), AC- ‘Create, activate,'manage, and deactivate [Assignment:  RELATIONSHIPS;
of system accounts | include individual, 130], [SP 800-57-1], 2(7), AC-2(8), AC- ‘organization-defi m acceunts] dynamically. RESILIENCY;
allowed for use shared, group, [SP 200-57-2], [SP 2(3), AC-2[11], AC- Supplemental Guidance:

ches for dynamically RESILIENCE
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Tailoring Criteria for NIST 171 Depend Upon 800-53

* (171r2) security controls are taken from NIST Special Publication
800-53, Revision 4. These tables will be updated upon publication
of [SP 800-53B] which will provide an update to the moderate
security control baseline consistent with NIST Special Publication
800-53, Revision 5. Changes to the moderate baseline will affect
future updates to the basic and derived security requirements

* The same tailoring criteria were applied to the security
requirements in [FIPS 200] resulting in the CUI basic security
requirements

* There is a close relationship between the security objectives of
confidentiality and integrity. Therefore, the security controls in the
[SP 800-53] moderate baseline that support protection against
unauthorized disclosure also support protection against
unauthorized modification.

* 39 The security controls tailored out of the moderate baseline (i.e.,
controls specifically marked as either NCO or NFO and highlighted
in the darker blue shading in Tables E-1 through E-17), are often
included as part of an organization’s comprehensive security
program.

©Copyright EnterpriseGRC Solutions, Inc. Robin Basham, M.Ed., M.IT, CISSP, CISA, ITSM, CGEIT, CRISC, Master ACC, CRP, VRP, HISP - robin@enterprisegrc.com
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FedRAMP OSCAL Resources and Templates

FedRAMP has published resources to aid stakeholders and vendors in the digitization
of FedRAMP authorization package content. Located on the FedRAMP Automation
GitHub Repository, these include:

* New - Guide to OSCAL-based FedRAMP Content. Guidance and concepts common
to all FeFdRAMP deliverables when using OSCAL.

* Revised - Guide to OSCAL-based FedRAMP System Security Plans (SSP).

* New - Guide to OSCAL-based FedRAMP Security Assessment Plans (SAP).

* New - Guide to OSCAL-based FedRAMP Security Assessment Reports (SAR).

* New - Guide to OSCAL-based FedRAMP Plan of Action and Milestones (POA&M).

* Revised - Updated FedRAMP OSCAL Registry.
Revised - OSCAL-based FedRAMP SSP Templates/Samples.
FedRAMP SSP Template in both XML and JSON formats.

* New - OSCAL-based FedRAMP Templates/Samples.
There are now three additional templates/samples covering the SAP, SAR, and
POA&M. These exist in both XML and JSON formats.

* Revised - FedRAMP Baselines. (XML and JSON formats)
The baselines now include a “CORE” property, enabling tools to identify the
FedRAMP core controls; as well as the assessment objectives and methods
(Examine, Interview, Test) found in a blank test case workbook (TCW).

* New - Experimental Resources.
FedRAMP is offering additional support files to aid tool developers. These provide
content in XML and JSON that is relevant to FeEdRAMP authorization packages yet
does not fit in the official OSCAL syntax.



https://github.com/GSA/fedramp-automation
https://github.com/GSA/fedramp-automation/raw/master/documents/Guide_to_OSCAL-based_FedRAMP_Content.pdf
https://github.com/GSA/fedramp-automation/raw/master/documents/Guide_to_OSCAL-based_FedRAMP_System_Security_Plans_(SSP).pdf
https://github.com/GSA/fedramp-automation/raw/master/documents/Guide_to_OSCAL-based_FedRAMP_Security_Assessment_Plans_(SAP).pdf
https://github.com/GSA/fedramp-automation/raw/master/documents/Guide_to_OSCAL-based_FedRAMP_Security_Assessment_Reports_(SAR).pdf
https://github.com/GSA/fedramp-automation/raw/master/documents/Guide_to_OSCAL-based_FedRAMP_Plan_of_Action_and_Milestones_(POAM).pdf
https://github.com/GSA/fedramp-automation/raw/master/documents/FedRAMP_OSCAL_Registry.xlsx
https://github.com/GSA/fedramp-automation/tree/master/templates/ssp
https://github.com/GSA/fedramp-automation/tree/master/templates
https://github.com/GSA/fedramp-automation/tree/master/baselines
https://github.com/GSA/fedramp-automation/tree/master/resources
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OSCAL: the Open Security Controls vl [l b
Assessment Language | ES

About Learn Documentation Downloads Tools Contribute Contact Us
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Automated
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Supporting Control-Based -
Risk Management with 3
Standardized Formats !] 3
&

Learn More

Providing co I'ltl.'Ol g related NIST, in collaboration with industry, is developing the Open Security Controls Assessment Language (OSCAL). OSCAL is a set
of formats expressed in XML, JSON, and YAML. These formats provide machine-readable representations of control catalogs,

information in maChine T control baselines, system security plans, and assessment plans and results.
readable formats.

Layvers and Models Reference (nist.gov) Concepts Used in OSCAL (nist.gov)
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https://pages.nist.gov/OSCAL/
https://pages.nist.gov/OSCAL/documentation/schema/
https://pages.nist.gov/OSCAL/documentation/concepts/

Mapping Guidance for ISO/IEC 27001:2013 does not consider additional EnterpriseGRC

content for ISO/IEC 27017 Cloud, 27701 Privacy, 27018 Processing
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1S0/IEC 27001 CONTROLS
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C

Table 1 provides a mapping from the security contrals in NIST Special Publication 800-53 to the security
controls in 1IS0/IEC 27001, Please review the introductory text above before employing the mappings in
Tabla 1.
TAELE 1: MAPPING NIST 5P 800-53 TO ISO/IEC 27001
A H LA mw.-a»mﬁﬁsm the IRYIEC coreral dozs
ot fully scisfy the intent af the MET contred
ac1 ‘Areess Cantrel Felicy and Prazedures 6253751752753 AS11 AS12 A1 AS11,
Al213,A811 41823
A2 Account Managsment AB21 AS22 AB523 A825 ASTE
AC-3 Arceys Erinroemany AB2I ABL2 ASAL ADAS ASSE AT31] AL4LD,
Al413 AIELS
Ac | information Flow Enforcamsnt Al13.13,AI321A1412,A1413
AC-S | Separation of Duties ARl
ACE Lmast Privilege AB12 AS23 ABA4 ASAS
AC7 | Unsuccessful Logon Aempes ABA2
ACE | System Usa Notificstion ABALZ
AC8 Frewious Logon Noetiction AS42
AC-10 | Concurrent Session Control Hans
AC-EL | Device Lack A1128 41123
AC-12 | Session Terminaticn Hane
Ac13
AC-14 | Pasmittad Artlans without Idantification or Hanz
Authenticstion
AC-1E | Wathdranwm =
AC-16 | Seourity and Pramoy Attributes Nana
AC-1? | Bemote Aocess AB2LAB22 A1911 AI33L AND
AC-18 | Wirsless Access ARl Al1311 41321
AC-19 | Access Cantral For Mebile Devicss AGZLAILIE AILZE A1321
ACI0 | Ube of Extarnal System AlL1E AIZLLALZ21
AC-21 | information Shaning Haong
AC-22 | Publichy Accessible Content None
AC-23 | Dats Mining Protection Hone
AC-24 | Arcess Control Decisions ABA1*
AC25 | Rafarance Monior Nana
ATl | fwareness and Training Policy and Procedures 52,53, 751,752,753, ASLLASLLAELLALRLL
AlB11 A1B22
AT-Z Lieracy Traming and Swaneness 73 AT2AL1221
AT-2 | RolkBasad Training ATZI*
AT-4 | Tralning Records Nana
AT-5 Wathdrawm =
AT-6 Training Fe=dback Nan=
AL Audit and Accauntabd ity Policy and Procedures 5253751 752753 A811 AS12 AR ATRIT
AIB1Y AIEZZ
AU | Event Lopging Maonz
A3 | Content of Audit Records. Alzal®
AU | Audic Log Starsga Capacity Al1213
AUE | Recpanca to Audit Lopging Process Falures Nana
A6 | Audic Record Rewew, Analyss, and Reporting A124.3, 4612 ALELS
A7 | Audit Record Reduction and Raport Genzration Nons=
AU | Tire Staren Al144

B R Note: An asterisk (*] indicotes that the ISO1EC control does MIST SP B00-53 CONTROLS R Tmzmmﬂg
e e e T e e ‘it fully satisfy the intent of the NIST cantral
AU-3 | Protaction of Audit A1243,A1243, 41813 ISO/IEC27001C | PES | Power and Cabling Al114,A3121 A1122 A1123
A0 | Nare = [ROLS INote: An asterisk [*} indicares that| | PE-10_| Emergency Shutoft 7 Al1.22°
-1 [ it Record Retention "™ 7 N Ny satisfy the i the M o = 7 =
AU-12 R o 43 Y e y A 5 a3l Fi % 7 =5
A-13 i rmatiq Dis 7 \ y 4 i reff 2 Fra y A 1121
Au-12 | Session Audit Al241° f 4 hentication None PE14 ranmantl Cantrols [ Al114,A1121, A3122
AU-LS | Withdrawn - as21 PE-LS | Water Damage Frotection Al114,A1121,A21.2.2
AU-16 | Cross-Organizational Aud't Logging. Hans A3.21A324A531 A543 PE-L6_| Dalivery snd Removal A823,A1116A1LLS
Al m £ > T X THln YXREY FYV £ B a2 ¥ e E17 | Alter kg azes Pipaanazy
L 5 ESE 4 ; ; 23, 1h1ﬁ1
Ch-2 =7 tar oL 4 5 [A[ ® asg | e 1 oo 9
€a-3 | Information Exchangs Al1312 A1321 A1322 % asset Mondtaring and Tracking A823% yl
CA4 | Withdrawn = themtication Hore PEL ic Pulse Protection Nene
a5 | Planof artionand Milestones 83,5.2,101° uthentication None PE22 rhing g2z
CAS Ty | a3* Hone PE23 | Facilty Location A1114,A1121
AT el 91,92,41823, 41823 Nene FLl | Planning Pobcy and Procedures 52,535,751 752,755, A5 1L AS1ZABLLALZLL
i i Procedure: 53,563,751, 752,753, A5,/ A1811,AL822
CAS | Intarnal Sy i 7 Nare Cmn s PL2 | Systam Security and Privacy Plans 751,752,753,101, A1411
CM-1 | Configuration Management Falicy and Procedures | 5.2,53,7.5.1,75.2, 753, AS1L AS12 AGLL A1211, AL FL3 | withdrawn =
g | At811A1322 e e 0 [Pt elevorRenmor 22 A7LZ,AT21A813 o2
== = 017 2015€ D --
€M-3 | Configurstion C ' I | y 4 9, PLE o
[ 2 " y 4 ._‘_u. SRS o 4 j
©M-5 | Access Restrictions for Change AS23,A945,A12.12, A12.14, ALI51 : = FLB | Security and Privacy Archit AL411°
CM-6 | Confipuration Settings Nare e - FLS | Cen MNone
-7 | Least Functionality a | A1251* £ Hone PLA0 | Baseline Seh e
= PL1L | Basalina Tailoring Nena
m s»C::m &“U\‘ nd 52,53, 751 752,783 ASLLE Tty | information Securlty Frogram Flan 41,42,43,44,52,55,611,62,74,751752,753,81,
AlBLLALE22 93,102,A511,A512,A611,A1811,A1823
CW-10 | Sottwars Usage! ~J A1124% A1125% "
S| e AT : PM-2 Sacurity Frogram Laadership Role 51,55 4811
o1z | Information T FM-3 Mmlﬂ.| Security and Privacy Resources 51,6271
e s Pt | plenof d Process 611,62,751,752,753,83,9.2,53,10.1
o ( O Sk
CP-1 .2, 58751752, 7, v/ et oy
1) 22 Bk o o SETERD - 0 XY By 4 —
P2 ek 751,752,753, A611 A1711,A1721 A1B11 AT 5 EREE TN VT s i
[ A722% A223,A831,A1129 m B ;‘;: ::':1’:1‘ BIR62 TS LTRSS 2
ces D
CP-6 -
cp-7 S . 1 213, 4 =y g = = L
P8 | Telecommunications Senviees AlL22 A1712 A823,A831 e T
P3| System Backup A1231 AI712 A2813 None e e i bt
CP-10 | System Recovery and Reconstitution iz rotection Policy and | 52,53, 7.5.1, 752,753, A5.0L1 ¢ =
CP-11 | Alternats Communications Pratocols Al712* Al3llAl222 D e R
CPoi2 | safo boce Hare g Ll 71 | Privacy Program Flan None
P13 i ity Al1z* 2lnle ARLLe 311 FV-13 | Privacy Program Leadrship Rele Nene
A1 | \densicanion and Authentication Palicy and 52,53,751,752, 753, A5.11, A5.13, AGLL ALZLL, i L iR T ination of Privacy Progs i
i A181tA1822 vicas A1112,A1113
- None y
| pe7 | withdrawn I |
| pe [ wisitor Mere |
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Misunderstood Content — due to lack of a control library and EnterpriseGRC

lack of subject matter experience by domain and assessment.

Test_ID ~

Edition or Source

1502701_C6.1.1 General

‘l ISO/IEC 27001:2013 €
]

‘ ISO/IEC 27001:2013 €

1502701_C6.1.3 Information security risk treatment
A

‘ ISO/IEC 27001:2013 €

1S02701_C7.5.1 General - Docu

| 1502701_C6.1.2 Information security risk assessment

1502701_C7.5.2 Creating

A.7.2.2 Information security awareness, education and traini...

| A.7.2.3 Disciplinary process

‘ ISO/IEC 27002:2013 €

DAV  a=yr—errerrrera)

Control ID:Co...

C.6.1 Actions to addre...

C.6.1 Actions to addre...

C.6.1 Actions to addre...

€.7.5 Documented inf...

C.7.5 Documented inf...

C.7.5 Documented inf...

A5.1 Management dir...

A5.1 Management dir...

A6.1 Internal organiz...

A6.1 Internal organiz...

A6.1 Internal organiz...

A.6.1 Internal organiz...

A6.1 Internal organiz...

A.6.2 Mobile devices ...

A.6.2 Mobile devices ...

A7.1 Prior to employ...

A.7.1 Prior to employ...

A.7.2 During employ...

A7.2 During employ...

A7.2 During employ...

N b, e 3

Policy Review Status

PIMS Applied 27701/27018

PIMS Applied 27701/27018

PIMS Applied 27701/27018

PIMS Applied 27701/27018

PIMS Applied 27701/27018

PIMS Applied 27701/27018

PIMS Applied 27701/27018

PIMS Applied 27701/27018

PIMS Applied 27701/27018

PIMS Applied 27701/27018

PIMS Applied 27701/27018

PIMS Applied 27701/27018

PIMS Applied 27701/27018

PIMS Applied 27701/27018

PIMS Applied 27701/27018

PIMS Applied 27701/27018

PIMS Applied 27701/27018

PIMS Applied 27701/27018

PIMS Applied 27701/27018

PIMS Applied 27701/27018

DIMC Annliad 37704/37048

Detail Control Description (UCF) ~

6.1.1 General When planning for the information security

6.1.2 Information security risk assessment The organization shall define and apply an information security ri...

6.1.3 Information security risk treatment The organization shall define and apply information security and p...

7.5.1 General - Documented information The organization's information security and privacy managements...

R

shall consi...

7.5.2 Creating and updating - Doc

7.3.3 Control of documented information Docum

Policy: The Information Security and Prir

Policy: The CIO, (Chief Informatiog

Policy: Allocation of information securr

Policy: Assets used in the path of critical |

Policy: Coop

usine.s wpraticus, such ad

The €70 nust mair tain 2
-

Policy: Information Security Privacy and Bisk Mai @ 3 -eﬁQalIle

Policy: Information Security must be add

Policy: The company allows the use of m

Policy: Company management determing

Policy: Employee and consultant new hir

Policy: The contractual obligations for enj

Policy: Management responsibilities sho

Policy: An information security and priva

Policy: The disciplinary process should n

N

bssed i oject ¢ & gems

bile devies to ac .ess emai

‘the location for . .. < as a

iployees ~r contra ctors shof

Id inclu « «nsurir gt at

system, the org,

When creating and updating documented informati...

ation required by the information security an...

Jevel policies and principles that must ...

re responsible for the mainten...

and wireless networks. The Mobile De...

verifi— ‘“~ <is co—~"~ted b HR. In conjunction with the inputs fro...

ld reflect the organization’s policies fo...

ly aware~~<s program is in

be comm nced without pl

lace to make employees and, where re...

Dalin Thon i

is done in accordance with the informa...

those related to revenue. provisioning ...

bpropriate contacts with such agencies ...

are required to maintain appropriate c...

ht, regardless of the type of project. Inf...

art of job description. Once a location...

and contractors: are properly b...

or verification that an information sec...

Mapped testing or practices Mapping Status

A12.6.1; A18.2.1; A127.1; A16.1.4; CA-2(2); CA-9... | 1S027001/27002/27017/27...
A12.6.1; A18.2.1; A127.1; A16.1.4; CA-2(2); CA-O... | 1SO27001/27002/27017/27...
A12.6.1; A18.2.1; A.12.7.1; A.16.1.4; CA-2(2); CA-9... | 1SO27001/27002/27017/27...
A12.1.1; 15013485 _7.5.1; CM-3(1); CM-3(2); SA-8(2... | 1S027001/27002/27017/27...
A12.1.1; A12.7.1; 15013485 7.5.1; CM-3(1); CM-3(... | 1SO27001/27002/27017/27...
AA2.1.1; A12.7.1; 15013485_7.5.1; CM-3(1); CM-3(... | 1S027001/27002/27017/27...
A6.1.1; HT_4.2; HT_4.b; HT_6.b; HT_6.d; HT 6.e; HT... | 1S027001/27002/27017/27...

HT_6.b; HT_6.d; HT_b.e; HT_6.f; GMP5_ADX_011-4....

HT_2.a; HT_2.d; HT_2.e; HT_5.c; GMP5_ADX_M1-5....

A.13.1.2; A.13.1.3; 5C-7(20); HT 9.ab; HT 9.c

HT_5.a; HT_5.b; HT_5.c; HT_5.d; HT _5.e4

HT_5.a; HT_5.b; HT_5.c; HT_5.d; H

SA-3(3); SA-9(1); SA-9(2); SA-9(3); SA-0(4); SA-9

AC-4(25); AC-7(2); 51-4(3); 11.10(h); AC-19(4); AC|

A11.2.6; HT_Ly; N171_3.10.6; AC-17(1); SC-7(7);

Additional
detail based

upon PIMS

12.7.0 MISP; A.15.1.2; PS-3(1); P5-3(2); P5-3(3); P

GMP5_ADX_55-2.2.5; HT_2.c; HT_S.e; PL-4(1); PS-3(...  ISO/NIST/LSHC up to date
AJ.2.1; A7.2.2; HT 2.a; HT_2.d; HT_2.¢; GMP5_4.3....  ISO/NIST/LSHC up to date
AJ.2.1; AT2.2; HT 2.a; HT 2.d; HT 2.e; GMP5_4.3...  1S027001/27002/27017/27...
11.10); A7.2.1; AT.2.2; A16.1.6; AT-2(1); AT-22);... | ISO/NIST/LSHC up to date

AT ATIALINO 4 S AF WA AS TAAANDE 4 ISOAMISTACUE o tn dato
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PIMS Specification ISO/IEC 277... ~
ISO/IEC 27701:2019(E) 5.4.1 Actions to ...
ISO/IEC 27701:2019(E) 5.4.1 Actions to ...
ISO/IEC 27701:2019(E) 5.4.1.3 Informat...

ISO/IEC 27701:2019(E) 5.5.5.1 General .

ISO/IEC 27018:2019(E) 5.1.1 Polici¢s for. .
ISO/IEC 27018:2019(E) 5.1.2 Revievt on
ISO/IEC 27018:2019(E) 6.1.1 Inforn atin...
ISO/IEC 27018:2019(E) (E) 6.1.2 Sedreg .

Q/IEC 27018:2019(E) 6.1.3 Conta tw |
018:2019(E) 6.1.4 Conta t w .,
ISO/IEC 27018:2019(E) 6.1.5 Info ma: -
I1SO/IEC 27018:2019(E) 6.2 Mobil - de -
I1SO/IEC 27018:2019(E) 6.2 Mobil : de-..

ISO/IEC 27018:2019(E) 7.1 Prior to =mp...

©

Policies Standards
Information Security s

Code of Conduct Polic

Doc.anmont Manageme

Acce~+ble Use Poli y;

Info.—tion Securith

Cod-= of Condr.. 7q ic

Asse” L'fe Cycle nfafla

Incident Manajy-aent

Infu_wwation Securit

Infor1<tion T «ching ot

Bring "uur Own Deyic

Brin1 ¥ ur Own Devic

Acceprable Use Pnl'y:

ISO/IEC 27018:2019(E) 7.1 Prior to emp...

ISO/IEC 27018:2019(E) 7.2.1 Managem...

ISO/IEC 27018:2019(E) 7.2.2 Informatio...

ISO/IEC 27018:2019(E) 7.2.3 Disciplinar...

ICA LS 3TAI0INIOMN T 3 Tarminast

Acceptable Use Policy;

Security and Privacy A

Security and Privacy A

Code of Conduct Polic

P



NIST 171 r2 and NIST 172 use NIST 800-53 Rev5 as Parent/Family

#EO0-171 REVISION 2

RECANIRFMENT:

PROTECTING COMTROLLED UMCLASSIFIED INFORMATION

https://doi.org/10.6028/NIST.SP.800-172

EnterpriseGRC

Solutions, Inc.

©

Test_ID Control ID ~ Edition or Sou... ™~ Mapping... * Risk Drivers PROTECTION STRATEGY ™ Detail Control Description {(UCF) Mapped testing or practices Mapped testi.. ™ Mapped Processes Mapped Procg
3.13.7 Prevent remate devices from
simultaneoisty estabishing MN171_2.1.1 Limit infor N171_31 MIST 800-171 12 MIST300-53... Zac-). Basit urity Requirements Limit system access to authorized .. AB2.1;A622;A812,A821;A822 A AB21 Mabile d ABZADT AL AOLA .. AG2 Mobils devi
nof-remate connactions with
organizationl systems and . o
i hicaline via N172_3.1.1e Employ dual aut... | N171.21 (( NIST 800172 ) MISTE0D-53- |  Add AG.1:CA-GAG11.  CyberResilisncy Sunvivability [CRS) Emplay orization to execute critical or sensit AB1.1; AC-3(2): AU-B[S) CA-6{Z) CM-5. A1 Informations..  AS.1; CA-S CM-G CP-& M.
connection ko resources
atarnal networks |Le., spis N172_3.1.2e Restrict access to... | N171_2.1 NIST 800-172 MISTBO0-53_ | AgqA023 Sengtration Resistant Architzcture (PRA) Restrict access to systems and system components to onlytho..  AC-20(3f A9.21 203 Non-organiz..  AC-20 AD2
N171_3.1.2 Limit information ... | N171_3.1 NIST 800-171 12 NIST300-53... FIX THIS - “wsers™ is cri... Limnit system access to the types of transactions and functions t...  AOA1: A141.2; AC-3(3): AC-3(d) AC-3(7. AQ41 Information 3 AOAAATACT ACAT A0.4 Systern and
#1321 | Information tramsfer
policies and N171_3.1.3 Control the flow o... | N171_2.1 NIST 800-171 12 NIST800-53... Add AC-4[10) the flow of (Ul inaccor.. A1313: A TAMIZATANIACA, A1313 Segregation... AC-LATITATIZ A4 AC-4 Information
0
[I m 41323 Electronic N172_3.1.3e Employ organiza... | MN171_3.1 NIST 800-172 MIST300-55... Add A1321 ‘ Penetration Resistant Architecture (PRA) ‘ Employ [Assignment: organization-defined secure information .. AC-4{1); AC-4(6); AC-4(8): AC-4[13f AC-4... AC-4.1 Object Securit..  AC-4AT32 AC-4 Information
AJALLZ | Securing sppl 1
services on public =
] P | N171_3.1.4 Separate the dutie... | NIT131 NIST 800-171 12 NIST300-53... Add SA-17(7) the dutiss of individuals to reduce the risk of malevol.  A6.1.2 SA-17(T) Segregationo..  ACS
m Protecting spplication AC 800-53-R5 AC-2 201 (2 3) [4) 201 (2 3) 4) | o | — ACCOUNT Control
services transactions (5) (13) (5) (11) (12) (1 MANAGEMENT: 2, Define and d
e —— References: 3
Sh PRIVAC , [OMB A- ) TABLE C-1: ACCESS CONTROL REQUIREMENT MAPPINGS
01, [SP 800- 5?
RITY REQUIREMENTS Defense-in-Depth NIST SP 800-53
ESEAS A = . Protection Strategy Relevant Security Controls
cennections assocated with
Hie el of Lins aeestionst oc Control Objective Description Unified Testing Map ™~ Unified Testing Map:Test_ ID Unified Universe Mapping P DLO CRS
after a defined pemod of -
Inactty. authorized use.. 3.1 ACCESS CONTROL AB21AG22A012A021:A02.  AB21 Mobile device policy AG22 Teleworking A AC-Z AC-3: AC-4 AC-5: AC-: AC-T, AC-E:
Emp oy dual authorization to Access Enforcement
\administrators, an... 3.2 AWARENESS AND TRAINING AN221; AT-2(1) AT-22); AT-2{3; AT..  A12.21 Controls against malware; AT-2.1 Practical £. AT-2 AT-3ATZA122 ﬂ A i r. .
‘ N171_3.3 Audit and Accounta... | | NIT133 ‘ |ALI8EI€LE}—R5 | NIST 800-171 12 N171_321;N17..  N171_221 Create and retain system audit bogs and records t.. 3.3 AUDIT AND ACCOUNTABILITY A12A1;A12A3; A1612 AT614 A1241 Event logging; A 1243 Administratorand 0. AU-2; AU-3; AU-5; AU-6; AU-7; AU-& AU-G S\f‘jt m and organizaﬁEm [h] @ n @ e C(ﬂ S e @ u F{w Protection of Audit
‘ N171_2.4 Configuration Mana... | | N17134 ‘ | CM 800-52-Rs | NIST 280017112 NI712ATLNIT.. N171_241 maintain baseline 34 ABLTLABIZAIZEL AN4Z0 CM..  AZ1.1 Inventory of assets AB.1.2 Ownership of ass. CM-2Z CM-3; CM-4; CM-5; CM-6: CM-T: O - Infﬂmtlo n
‘ N171_3.5 | dentification and A... | | N171.35 ‘ | |A 800-53-R5 | NIST 800-171 12 N171_351; N17..  N171_35.1 Identify information system users, processes actin. 3.5 IDENTIFICATION AND AUTHENTIC.. AS23 AS45A121.2 A1Z14 AT A9.23 Management of privileged access rightss AS...  IA-2; A4 [A-5; IA-6 A2 AS3 A94
{Ch RS cio
‘mru.s Incident Response | | NIT136 ‘ |\nm-53-ns | NIST800-171r2  NAT136%N17.. M171_361 Estabiish an operstionsl incident-handiing capsbil.. 3.6 INCIDENT RESPONSE AB13AIGIZAIEIAAIEIS A  AS13 Comsctwithauthorities A1612Repontingi.. R R-3: R4 IR-5; IR-6: IR-T; A1 AT - Dual At
(&HOh Back
‘ N171_3.7 Maintenance | | NIT137 ‘ | MA 800-53-R5 | NIST 800-171 2 N171371:N17..  N171_37.1 Perform maintenance on organizational informati... 3.7 MAINTENANCE AT124 AT125 MA-3{1) MA-3(2): A11.24 Equipment maint=nancer A 1125 Removal .. MA-2Z MA-3 MA-& MA-5: A 112 Bﬂ L.I|J
Dual Authorization for Deletion or
‘ N171_3.8 Media Protection | | NIT138 ‘ | MP 800-53-RS | NIST 800-171 12 N171_381;N17..  N171_321 Protect (ie. physically control and securely store) 3.8 MEDIA PROTECTION AB23 AS31ABIZAN2T A1l AB23 Handling of assets: A8.3.1 Management of r. CP-Q MP-2; MP-3; MP-4; MP-5; MP-6; MP-| msn' .
‘ N171_2.9 Personnel Security | | N17139 ‘ | PS 200-53-R5 | NIST 800-171 12 N171391:N17..  N171_39.1 Sereen thorizir toi 38 SECURITY ATITATIVLARILA61TAC-1..  AT11 Sgeening A7.3.1 Termination or change of PS-3: PS4 PS-5 AT AT ATI ARY Med 1a Sa n Itlzauon
‘ N171_3.10 Physical Protection | N171_3.10 ‘ | PE 800-53-R5 | NIST 800-171 12 N171310.1; N1..  N171_3.10.1 Limit physical access to organizational informati... 3.10 PHYSICAL PROTECTION ATLIZAT123 AT PE-1) P A.11.1.2 Physical entry controls; A.1123 Cabling sec..  PE-2; PE-3; PE-5; PE-6; PE-1T; AGZ ATLY;
‘ | | 3.1.2e Restict access to
N171_3.11 Risk Assessment N1713.41 ‘ |mswss-ns | NIST800-171r2  NATA3FL4:Ni.. N171_3.11.1 Periogically assess the risk 1o organizationsl oper.. 3.1 RISK ASSESSMENT RA-3(1) AIZ61: EM-18{1): RA-3(35 .. RA-3.1 Supply Chain Risk Asssssment A1261 Man..  RA-3:RA-5A126
syste m components t . Non- Orgm:zunann-h‘yﬂwneﬂ
‘ N171_3.12 Security Assessment | | NITI312 ‘ | CA 800-53-R5 | NIST 800-171 12 NA71_312.1:N1._  N171_312.1 Periodically assess the security controls in organi_.  3.12 SECURITY ASSESSMENT AB12 A1428A1822-CA2(EC.  AGB12 Segregation of duties: A 1428 System securi_.  CA-Z CA-S; CA-T-A 142 A182 thos : information re: u [l @@ﬁ I @ m} 1 2; 1 Sﬂlsm‘ms—ﬂﬁffmd Use
‘ N171_3.13 System and Comm... | | NIT13.13 ‘ | SC 800-53-RS | NIST 800-171 12 N1T1_213.1: N1 N171_2.13.1 Monitor, control, and protect organizational com.. 3,13 SYSTEM AND COMMUNICATION... A13.1.1 MNetwork controls; A 13.1.3 Segregationinn..  SA-8 5C-2 5C-4 5C-7; 5C-8 SC-10; 5C-12 are nEd’ prmsmnEd' ar
ed by the organization.
‘ N171_3.14 System and Inform... | | N171314 ‘ | S1800-53-R5 | NIST 800-171 12 N171374.1: N1 N171_3.14.1 Identify. report. and correct information and info. 3.14 SYSTEM AND INFORMATION INT. AI261ANA2T ATA2TAN613:S A126.1 Management of technical vulnerabilities: A. SI-2S-3 S S-S AT AIZZAIZE A

https://doi.org/10.6028/NIST.SP.800-171r2
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NIST SP800 171r2 and 172 add Protection Strategy and Mapped Meta Data

D Testup

r—

N172_3.1.3e Employ organi

N171_3.1.4 Separate the dutie...
N171_3.1.5 Employ the princi...

]

N171,

1.20 Ver

N171_3.2.1 Ensure that man.

Control ID

N171.3.1

N171.3.1

N171.3.1

N171.3.1

N171.3.1

N171.3.1

N171.3.1

N171.31

N171.31

N171.31

N171.31

N171.31

NI7131

N17131

K713

N171.3.1

N171.3.1

N171.3.1

N171.3.1

N171.3.1

N171.3.1

N171.3.1

N171.31

N171.31

N171.31

N1713.2

Edition or Sou...

Mapping... ~

NIST 800-171 12
(nisT800-172) (NIsT300-53..
(s 800-172) ( NisTE0053..

NIST 800-171 12 NISTB00-53..

NIST 800-171 12 NISTB00-53..
(wisTs00-172) ( NIsT800-53... )

NIST 800171 12

NIST 500171 12

NIST 500171 12

NIST 800171 12 NISTB00 53..

NIST 800171 12 NISTB00 53

NIST 800171 12

NIST 800-171r2

HE
LA I ]

N
] |

:
;
I

A
By il i

;
;
I

;
;
I

‘N
By |t

:
:
I

NIST800-:

Risk Drivers

Add AC-2(1)AC-2[2)AC-...

Add A.6.1;CA-6 A.6.1.1;...

Add A82.1

FIX THIS - “users” is cri...

Add AC4(10)

Add A13.21

Add SA-17(7)

Add AD12A92FA94...

AddAS23

Add CM-7(2)

Add AT2.2 AZ2.7; AT

PROTECTION STRATEGY

Cyber Resiliency Survivability (CRS)

Penetration Resistant Architecture (PRA)

Penetration Resistant Architecture (PRA)

Detail Control Description (UCF) ~

Basic Security Requirements Limit system access to authorized .

Employ dual authorization to execute critical or sensitive syste...

Restrict access to systems and system compenents to only thos..

Limit system access to the types of transactions and functions .

Derived Security Reguirements Control the flow of CUI in accor..

Employ [Assignment: organization-defined secure information ...

Separate the duties of individuals to reduce the risk of malevol...

Employ the principle of lezst privilege, including for specific sec..

Use non-privileged accounts or roles when accessing Nonsecuri..

Prevent non-privileged users from executing privileged functio...

Limit unsuccessful logon attempts. DISCUSSION This requirem...

Provide privacy and security notices consistent with applicable ..

Use session lack with pattern-hiding displays to prevent access..

Terminate {automatically) a user session after a defined conditi...

Meonitor and control remote access sessions. DISCUSSION Rem...

Employ cryptographic mechanisms to protect the confidentiallt...

Route remote access via managed access control points. DISCU...

Autharize remaote execution of privileged commands and remo...

Autharize wireless access prior to allowing such connections. D...

Protect wireless access using authentication and encryption. Ll

Contral connection of mobile devices. DISCUSSION Amabile d...

Encryet CUl on mobile devices and mobile computing platferm...

erify and control/limit connections to and use of external syst...

Limit use of portable storage devices on external systems, DISC...

Control CUl pested or processed on publicly accessible system...

AWARENESS AND TRAINING Basic Security Requirements Ensu...

Mapped testing or practices *

A2 AB22 AD12 AS2T AS22 A

A6.1.1; AC-3(2); AU-9(5); CA-6(2); CM-51..

AC-203); A921

AL4T; A4 AC-3(3) AC-34); AC-3(7...

ATZIFHATBRL A4 AT413 ACA..

AC-4[1); AC-4(E); AC-4(5]; AC-4(13}; AC4...

A6.12;5A-17(7)

812 A9.23; A4 ASAS; ACE(1); .

AC-6(2): AS23

AC-69); AC-6(10); CM-7(2)

A8.42; AC-T(2); AC-T(3); AC-TI4): ACS(1..

A8.4.2; PT-4(1); PT-4(2); PT-4(3); PT-5(1);

ACN(1 A28 A28

AC-12(3) MA-4TE 942

AC-7(1) A1244

AC-17(2); A9.12

AC-17(3); A13.2.1; CA-3{E); SC-T(4)

AC-17(4); A13.21

AE21; A13.1T; AT AC-T8(1T) AC- T

AC-18(1); AC-18(5); A13.1.2

A£.21; AC-7(2); AC-19(4); AC-19(5); CM-..

AC-19(5)

A11.26A130.0; A13.2.1; AC-20(1)

A12.3.1; AC-20(2); AC-20(5)

PLA(1); PM-20(1)

AT.22; A12.2.1; AT-2(1); AT-2{2); AT-2(3)...

Mapped testi...

AB.21 Mobile device...

AB.1.1 Information s...

AC-20.3 Non-organiz..

A24.1 Information ...

A13.13 Segregation ..

AC-4.1 Object Securit...

A£.12 Segregation o..

AB1Z Access to net..

AC-6.2 Non-privilege...

AC-63 Log Use of Pri...

A8.42 Secure log-on.

A8.42 Secure log-on.

AC-11.1 PATTERN-HI...

AC-12.3 Timecut War...

AC-17.1 AUTOMATED...

AC-17.2 PROTECTIO...

AC-T7.3 MANAGED AL

AC-174 PRIVILEGED ...

AB.2.1 Mobile device...

AC-18.1 Authenticati...

AB.2.1 Mobile device...

AC-19.5 Full Device o...

A11.2.6 Security of ...

A12.3.1 Information ...

PL-4.1 Social Media a...

AT.22 Information s...

Mapped Processes

AE2 AL ADZ ASA AT

AE.7; CA-6; CM-5; CP-8; M...

AC-20A92

A24; AT AC-3 ACIT

AC-4 AT AT32 A4

AC-4AT32

AC-5 AB1;SATT

AC6 AS1; ASZ ASA

AC6 AS2

AC6 AB2 CMT

ACT: ASA ACY

AC-B AS4 PT-4; PT-5

AC-11;AT12

AC-12; MA-4; AS4

ACAT AT24

AC-T; AD1

AC-T AT3.2; CA-3 SC-T

ACAT A2

AC-18; A61; AT32

AC-15 A3

AE2 AC-T; SC-18; SC-26; ..

AC-19

AC-20 A2 AT AT32

AC-20

AC-22; PLA; PM-20

AT-2ATZAL22

EnterpriseGRC
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Mapped Processes:Control Objective

A2 Mobile devices and teleworking; A.9.1 Busin...

A1 Internzl arganization; CA-6 Autharization; C..,

AC-20 Use of External Systems; A.8.2 User access ...

A.2.4 System and application access control A4..

AC-4 Information Flow Enforcement; A13.1 Netw...

AC-4 Information Flow Enforcement; A13.2 Infor...

AC-5 Separation of Duties; A6.1 Internal organiz...

AC-6 Least Privilege; AS.1 Business requirements..

AC-6 Least Privilege; AS.2 User access managem..

AC-6 Least Privilege; AS.2 User access managem..

AC-7 Unsuccessful Logon Attempts; A9.4 Systemn..

AC-B System Use Notification; A4 System and &.

AC-11 Device Lock; A11.2 Equipment

AC-12 Session Termination; MA-4 Nonlocal Mair

AC-17 Remote Access; A12.4 Logging and ment..

AC-17 Remote Access; AS.1 Business requiremen...

AC-17 Remote Access; A.13.2 Information transfe...

AC-17 Remote Access; A.13.2 Information transfer

AC-18 Wireless Access; A6.1 Internal erganizatio...

AC-18 Wireless Access; A13.1 Network security ...

AB.2 Mabile devices and teleworking; AC-7 Unsu...

AC-19 Access Control for Mobile Devices

AC-20 Use of External Systems; A.11.2 Equipment...

AC-20 Use of External Systems

AC-22 Publicly Accessible Content; PL-4 Rules of ...

AT-2 SECURITY AWARENESS TRAINING; A7.2 Dur...

©

Mapped testing or practices:Problem Metadata ~

AUTOMATIC NOTIFICATION. PN

'OR ACCOUNT USAGE; TELEPHONE NOTIFICATION; EMAIL ALERT

DUAL AUTHORIZATIGN: PRIVILEGED WANDS; TWO-PERSON CONTROL; RESILIENCY; RESILIENCH

SIC ANALYSIS; BRING YOUR OWN DEVICE

MANDATORY ACCERS CONTZL, " IAC MY

DISABLE SECURITY QOLICY FILT="5; ENASY

SECURITY ATTRIBUES; INFOR " ~niON FL

IDATORY ACCESS CONTROL POLICY; LEAST PRIVILEGE; TH

SECURITY POLICY FILTERS

ENFORCEMENT; METADATA; SECURITY POLICY FILTERS;)

LEAST PRIVILEGE; REBILIENCY, ~cSIL. NCH

EXPLICIT AUTHORIZRTION; » SR 2SIONSY

ROLE-BASED ACCES CONTRO" - PBAC; PH

AUDITING PRIVILEGED FUNCHARIS; NON|

MOBILE DEVICE ING; PUR 5INY J; UNSL

Tallored Consent; Jit-in-time con=ent; R4

SCREEN CONCEALNENT; SES! (Lt LOCK

RIVILEGES; INTRUSION DETECTION PARAMETERS; RESILIE

[VILEGED ACCOUNTS; NON-PRIVILEGED ACCOUNTS; RESI

RIVILEGED USERS; PRIVILEGED FUNCTIONS; SECURITY

[CCESSFUL LOGON; BIOMETRIC; LOGOMN ATTEMPT LIMIT; A

Jocation Revoke Consent; Just-in-time Notice; Privacy Act &

SESSION TERMINATON: REw,an=DISCON

AUTOMATED MONBORING; £ UTO MATED)

ENCRYPTION; SESSEIN CONF'DENTIALITY

ACCESS CONTROL @OINTS; TF U 71D INTH

PRIVILEGED COMMBNDS

JMECT VERIFICATION; REMOTE COMMECTION TERMINATIO

FONTROL

[SESSION INTEGRITY; SECURITY CATEGORIZATION

KNET CONNECTIONS; HIGH-VALUE ASSETS; SECONDARY ¢

WIRELESS AUTHENJCATION ;I i WYPTION

; AUTHORIZED USER; CONFIGURING WIRELESS NETWO!

WIRELESS AUTHEN JCATION = E UCRYPTION

; WIRELESS TRANSMISSIONS; REDUCE TRANSMISSION PQ

MOBILE DEVICE ING; PURGING; UNSL

[CCESSFUL LOGON; UNCLASSIFIED MOBILE DEVICES; CLA

FULL-DEVICE ENCRYPTION; CONTAINER-BASED ENCRYPTION

CONNECTION AGREEMENT; PROCESSING AGREEMENT: LIMITS; SECURITY ASSESSMENT: EXTERNAL §

PORTABLE STORAGE DEVICES, RESTRICT; PROHIBIT; Portable Storage Devices — Prohibited Use

SOCIAL MEDIA; NETWORK RESTRICTIONS;

PUBLIC WEBSITE; Dissemination of Privacy Program Infar

PHISHING; MALICIOUS LINKS; PRACTICAL EXERCISES; PRIVACY: INSIDER THREAT: INDICATORS; INAPA




CSF Tools Depends
upon Framework
Updates

FRAMEWORKS AND CONTROLS

NIST Cybersecurity Framework
CSF Version 1.1 [Summary]|
NIST Special Publication 800-53
NIST SP 800-53, Revision
4 [Summary]|
NIST SP 800-53, Revision
5 [Summary]
CSA Cloud Controls Matrix
Cloud Controls Matrix

v3.0.1 [Summary] (Update to CCM
4 in process)

CIS Critical Security Controls

Critical Security Controls
v7.1 [Summary] (Update to CSC 8.1
in process)

STRIDE-LM Threat Model

D)) CSF Tools S

Welcome to CSF Tools

This site contains a number of helpful tools that will make the NIST Cybersecurity
Framework (CSF) more understandable and accessible. Some of those tools are outlined
below.

Visualize the Cyber Security Framework, security control sets, or threat
modeling in a variety of formats.

Get a filterable overview of the Cyber Security Framework and
corresponding security control sets.

Take a deep dive into the Cyber Security Framework, security control sets,
and threat models.

©Copyright EnterpriseGRC Solutions, Inc. Robin Basham, M.Ed., M.IT, CISSP, CISA, ITSM, CGEIT, CRISC, Master ACC, CRP, VRP, HISP - robin@enterprisegrc.com
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Visualizations  References Blog

Search ...

FRAMEWORKS AND CONTROLS

» NIST Cybersecurity Framework

» CSF Version 1.1 [Summary]
= NIST Special Publication §00-53

= NIST 5P 800-53, Revision 4 [Summary]

= NIST SP 800-53, Revision 5 [Summary]
» CSACloud Controls Matrix

« Cloud Controls Matrix v3.0.1 [Summary]
= (CIS Critical Security Controls

« Critical Security Controls v7.1 [Summary]
» STRIDE-LM Threat Model
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https://csf.tools/reference/nist-cybersecurity-framework/v1-1/
https://csf.tools/framework/csf-v1-1/
https://csf.tools/reference/nist-sp-800-53/r4/
https://csf.tools/controlset/nist800-53r4/
https://csf.tools/reference/nist-sp-800-53/r5/
https://csf.tools/controlset/nist800-53r5/
https://csf.tools/reference/cloud-controls-matrix/version-3-0-1/
https://csf.tools/controlset/ccm-v3-0-1/
https://csf.tools/reference/critical-security-controls/version-7-1/
https://csf.tools/controlset/csc-v7-1/
https://csf.tools/reference/stride-lm/

NIST Cyber
Security
Framework CSF

Control Enhancements
RA-5(2): Update Vulnerabilities to Be Scanned
BASELINE(S): Low Moderate High

Update the system vulnerabilities to be scanned [Assignment (one or
more): [Assignment: organization-defined frequency] , prior to a new
scan, when new vulnerabilities are identified and reported].

RA-5(3): Breadth and Depth of Coverage

BASELINE(S): (Not part of any baseline)

Define the breadth and depth of vulnerability scanning coverage.
RA-5(4): Discoverable Information

BASELINE(S): High

Determine information about the system that is discoverable and take
[Assignment: organization-defined corrective actions].

RA-5(5): Privileged Access

BASELINE(S): Moderate High

Implement privileged access authorization to [Assignment: organization-
defined system components] for [Assignment: organization-defined
vulnerability scanning activities].

RA-5(6): Automated Trend Analyses

BASELINE(S): (Not part of any baseline)

Compare the results of multiple vulnerability scans using [Assignment:
organization-defined automated mechanisms].

RA-5(8): Review Historic Audit Logs

BASELINE(S): (Not part of any baseline)

Review historic audit logs to determine if a vulnerability identified in a
[Assignment: organization-defined system] has been previously exploited
within an [Assignment: organization-defined time period].

RA-5(10): Correlate Scanning Information

BASELINE(S): (Not part of any baseline)

Correlate the output from vulnerability scanning tools to determine the
presence of multi-vulnerability and multi-hop attack vectors.

RA-5(11): Public Disclosure Program

BASELINE(S): Low Moderate High

Establish a public reporting channel for receiving reports of
vulnerabilities in organizational systems and system components.

Vulnerability Monitoring and Scanning — CSF Tools

NIST Special Publication 800-53 > NIST SP 800-53, Revision 5 > RA: Risk Assessment

RA-5: Vulnerability Monitoring and Scanning

Control Family: Risk Assessment

CSF Relationships: ID.RA-1: Asset vulnerabilities are identified and documented

PR.IP-12: A vulnerability management plan is developed and implemented

DE.AE-2: Detected events are analyzed to understand attack targets...

DE.CM-8: Vulnerability scans are performed

DE.DP-4: Event detection information is communicated

DE.DP-5: Detection processes are continuously improved

RS.AN-1: Notifications from detection systems are investigated

RS.MI-3: Newly identified vulnerabilities are mitigated or documented...

Baselines: Low -5(2) (11)
Moderate u (5) (11)
High 5(2) (4) (5) (1)

Privacy N/A

Previous Version: NIST Special Publication 800-53 Revision 4 (RA-5)

Incorporates the following control from the previous version: RA-5 (1): Update Tool
Capability.
Control

a. Monitor and scan for vulnerabilities in the system and hosted applications [Assignment:
organization-defined frequency and/or randomly in accordance with organization-defined
process] and when new vulnerabilities potentially affecting the system are identitied and reported;

b. Employ vulnerability monitoring tools and techniques that facilitate interoperability among tools

and automate parts of the vulnerability management process by using standards for:

EnterpriseGRC ((5

Solutions, Inc.

Search ...

Visualizations

FRAMEWORKS AND CONTROLS

« NIST Cybersecurity Framework
« CSF Version 1.1 [Summary]
« NIST Special Publication 800-53
NIST SP 800-53, Revision 4 [Summary]
NIST SP 800-53, Revision 5 [Summarv]

AC: Access Control

AT: Awareness and Training

AU: Audit and Accountability

CA: Assessment, Authorization, and
Monitoring

CM: Configuration Management

CP: Contingency Planning

IA: Identification and Authentication
TR: Tncident Resnonse



https://csf.tools/reference/nist-sp-800-53/r5/ra/ra-5/ra-5-2/
https://csf.tools/reference/nist-sp-800-53/r5/ra/ra-5/ra-5-3/
https://csf.tools/reference/nist-sp-800-53/r5/ra/ra-5/ra-5-4/
https://csf.tools/reference/nist-sp-800-53/r5/ra/ra-5/ra-5-5/
https://csf.tools/reference/nist-sp-800-53/r5/ra/ra-5/ra-5-6/
https://csf.tools/reference/nist-sp-800-53/r5/ra/ra-5/ra-5-8/
https://csf.tools/reference/nist-sp-800-53/r5/ra/ra-5/ra-5-10/
https://csf.tools/reference/nist-sp-800-53/r5/ra/ra-5/ra-5-11/
https://csf.tools/reference/nist-sp-800-53/r5/ra/ra-5/

STRIDE — CSF
Tool Depends
Upon Updates
to NIST SP
800-53 Rev 5,
CSA CCM 4.0,
CIS CSC8.1

Spoofing

Tampering

NIST Special Publication 800-53 Revision 5

This page contains an overview of the controls provided by NIST to protect organization personnel and assets. NIST includes
baselines for various security levels. The “Low” security level is applicable to all assets.

Filter Controls

0 Include control lanuage in search

o [ e ov Dhoderae] bigh | oy | Toens

AC-1 Policy and Procedures

Name contains: | |

Family: (any) Baseline: (any) ~  Threat: (any) v

AC-2 Account Management . . . STR -LM

—

1) Automated System Account Management . . 5 -

7]
=]
|

(2} Automated Temporary and Emergency Account

Management

(3) Disable Accounts
(4) Automated Audit Actions

(5) Inmactivity Logout

(6) Dynamic Privilege Management

vnw v w
1

{7) Privileged User Accounts

geount Management
Use of Shared and Grg

Denial
of of

Information Elevation

Repudiation :
P Disclosure

service privilege

©Copyright EnterpriseGRC Solutions, Inc. Robin Basham, M.Ed., M.IT, CISSP, CISA, ITSM, CGEIT, CRISC, Master ACC, CRP, VRP, HISP - robin@enterprisegrc.com

Search

_Securi

FRAMEWORKS AND CONTROLS

s NIST Cybersecurity Framework

s CSF Version 1.1 [Summary]

= NIST Special Publication 800-53

= NIST SP 800-53, Revision 4 [Summary]
« NIST SP 800-53, Revision 5 [Summary]

« CSA Cloud Controls Matrix

s Cloud Controls Matrix v3.0.1 [Summary]

s (IS Critical Security Controls

« Critical Security Controls v7.1 [Summary]

« STRIDE-LM Threat Model




What'’s so hard about mapping? EnterpriseGRC (()

Soluhons, Inc.

©Copyright EnterpriseGRC Solutions, Inc. Robin Basham, M.Ed., M.IT, CISSP, CISA, ITSM, CGEIT, CRISC, Master ACC, CRP, VRP, HISP - robin@enterprisegrc.com




How to map EnterpriseGRC (€ (:)

Solutu:ms,r Inc.

* Have a workplan

* |[dentify what sources and domains Things
should map — line up the full schema Confiatration

* [terate illze

* Finalize

* Negative Map (what should have but Sl
didn’t)

* Map the Missing

* QA

(| C oz

e Communicate back to content owners TRS1 ~ SOX -

FedRamp




Mapping Plan —> Records need sufficient legal rights to put

into a searchable system.

P&.1.1_Communicates Privacy P(Io:t E‘l‘tr; o

Parties

PE.1.2_Discloses Personal Inforn Search
Annronriate ) (Select Al
P&.1.3_Discloses Personal Inforn
Annronriate Third Parties 4
P&.1.4_Discloses Information to’
Purnnses and Lizes a
PE.2.1_Creates and Retains Reco
Nizrlnsures a
PE.3.1_Creates and Retainz Reco
Rennrted Linautharized Disclosin
P&.4.1_Discloses Personal Inforn
Annronriate Third Parties 4
PE.4.2_Remedistes Mizuze of Pe
b = Third Party
PE.5.1_Remediastes Mizuze of Pe
b 3 Third Party

ZNIST 800-171 12

@I CCM v Cloud Security Alliance © 2021
¥ HITRUST CSF w8

W ISO/IEC 27001:2013 €
L WIIS0/IEC 2T002:2013 €
#11S0/IEC Z7017:2015 € 27002 for claud senach
F11S0/IEC Z7T01:2019 €

ZIPCI D55 ¥3.2.1 Capyright © 2018 VISA
TSP 1002017 Trust Services Criteria

P6.5.2_Reports Actual or Suspected Unauthorized
Nizrlnsures

P&.6.1_Remediates Mizuse of Personal Information
b 3 Third Party

P&.6.2_Provides Notice of Breaches and Incidents

P&.7.1_ldentifies Types of Personal Information and
Handlin= Proress

P&.7.2_Captures, Identifies, and Communicates
Renuests far Infarmatinn

P7.1.1_Ensures Accuracy and Completeness of
Personal Infarmation

P7.1.2_Ensures Relevance of Personal Information

PE.1.1_Communicates to Data Subjects

P8.1.2_s Inguiries, Ci i and
Niznutes

P8.1.3_Documents and Communicates Dispute
Re=znlutinn and Rernurse

P8.1.4_Documents and Reports Compliance Review
Re=zults

P8.1.5_Documents and Reports Instances of
Nonromnlianre

P8.1.6_Performs Ongoing Monitoring

P8.1

F3.1

F3.1

F3.1

F3.1

F3.1

PE.6.1

P6.6.2

PE7.1

PE.7.2

F7.1.1

F7.1.2

P8.1.1

F8.1.2

F8.1.3

F3.1.4

F8.1.5

F8.1.6

Susnerted
Remediates
Misusze nf
Provides Notice of
Rrearhesz and
Identifies Types of
Perznnal
Captures,
Identifies and
Enzures Accuracy
and

Ensures
Relevanre nf
Communicates to
NataSuhisrts:

Control

Tests
Name

Communicates Privacy Policies to Third

Parties: Privary nolicies ar ather snerific

Dizcloses Personal Information Only When

iate: Perznnal infarmatinn iz

Personal Information Only to
iate Third Parties: Perznnal

ormation to Third Parties for New
and llses- Parsnnal infarmatinn is
# and Retains Record of Authorized

NigFlnzures: The entitv rreates and

Creates and Retains Record of Detected or
Rennrted Linautharized Nisrlasures: The

X
X

Discloses Personal Information Only to
Annronriate Third Parties: Persnnal

N\
/

Remediates Mizuse of Personal Information by
= Third Party - The anti ial artinn

Remediates Mizuse of Personal Information by
A Third Partu: The entitu takes remedial artinn
Reports Actual or Suspected Unauthorized

Nisrlasures: A nrocs i for

Remediates Mizuse of Personal Information by
A Third Party: The entitu takes remedial artinn
Provides Notice of Breaches and Incidents:

The entity has 3 nrnress far notirenf

Identifies Types of Personal Information and
Handlins Prorezs- The tunes nf nersanal
Captures, ldentifies, and Communicates

for Infnrmatinn: faran

X X X X

Enszures Accuracy and Completeness of

i

Ensures Relevance of Personal Information:

Parznnal infarmatinn i tnthe A -
o ;

to Data i : Data
=uhiarts ars informed aboot hoa toocontact

Addresses Inquiries, C i and

[ ni . . i IS
I#nsand Documents and Communicates Dispute

[y irates i d Rernurse: Farhr intis

Rennrts Results: Camnlianre with nhiertives related I/
Documents and Documents and Reports Instances of

Rennrts Instances
Performs Ongoing
Manitarine:

MNanramnliance: Instances of noncamnliance.

Performs Ongoing Monitoring: Ongoing

are
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Control ID Control ID Control ID Control ID Control ID Control ID Control ID Control ID Control ID Control ID Control ID Control ID Control ID Control ID Control ID Control ID

2 £ 1 5 6 7 3 9 10 11 12 13 14 15 16

Green Go — each test should be scoped by relevancy
and then applied to all target framework items. If you
assign-it, you need a scoping flag to UNASSIGN-it.

Blue Plan — At first iteration, make sure you’'ve got at
least some coverage for each related framework.
Second, third and fourth iterations consider what we
missed

Red Flag — you don’t have the right to extract the data.
Your organization has to own a license. You can’t share
or publish derivative work. The framework is another
organization’s property. (HITRUST, 1SO)




Encryption — Let’s discuss —Transition to CCM 4.0 ASAP

EnterpriseGRC

Solutions, Inc.
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Tom o
Cloud

Comr i

Cloud

ComiiED
Cloud

CEK-16 Key Suspension
CEK-17 Key Deactivation
CEK-18 Key Archival
CEK-19 Key Compromise

CEK-20 Key Recovery
CEK-21 Key Inventory

Key Suspension

Key Deactivation

Key Archival

Key Compromise

Key Recovery

Key Inventory Management

DerifE, TmpIenient End gvdiuate

processes, procedures and technical
L.'E'IIHE II'I’IpIEITIEI’T[ FHA EVEIU
processes, procedures, and technical

UeTiAE] TmplenTenTano evariate ™
processes, procedures, and technical
DEriE; Tmplement &rid eraidae ™~ "
processes, procedures and technical
DEfiAE] TPl Ement 5 &i@idae
processes, procedures and technical

and technical measures to create keys
CCM_CEK-16.1 Are Processes, procedures
and technical measures to menitor,
CCM_CEK-17.1 Are Processes, procedures
and technical measures to deactivate
CCM_CEK-18.1 Are Processes, procedures
and technical measures to manage
CCM_CEK-18.1 Are Processes, procedures
and technical measures to encrypt
CCM_CEK-20.1 Are Processes, procedures
and technical measures to assess the
CCM_CEK-21.1 Are Processes, procedures
and technical measures being defined,

CLD.12.1.5, AC-3(8), 1A-5(2), SA-
A10.11,A10.12,A14.12, CM-
3(6), MP-5(1), HT_6.d, HT_6.g,
A10.11,A10.12,A12.11,
A1812, A18.15, AC-3(8), 1A-5(2),
A1012,A13.22,A1827,
A18.13, 5A-15(11), SC-12(1),
A1012,A1127,A1813,
15027701_6.5.3, 5C-12(1), HT_10.g,
A10.12, A.18.1.3, SA-9(6), SC-12(1),
5C-12(3), 5C-28(1), 51-7(6), HT_6.d,
A10.12, A.18.1.3, SA-9(6), SC-12(1),
5C-12(3), 5C-23(5), SC-28(1), SI-

requirements of information systems; A.18.1 Compliance with legal and contractual requirements;
A.10.1 Cryptographic controls; A.14.1 Security requirements of information systems; CM-3 Configuration MP-6; HT_06.04

Change Control; MP-6 Media Sanitization; 06.01 Compliance with Legal Requirements; 09.06 Network  HT_09.06;
A.10.1 Cryptographic controls; A.12.1 Operational procedures and responsibilities; A.14.1 Security A4 AR
HT_10.03; 3_P{

requirements of information systems; A.18.1 Compliance with legal and contractual requirements;

A.10.1 Cryptographic controls; A.13.2 Information transfer; A.14.2 Security in development and support  A14.2; AB1;

processes; A18.1 Compliance with legal and contractual requirements; 5A-15 Development Process,  15; 5C-12; HT_

A.8.3 Media handling; A.10.1 Cryptographic controls; A.11.2 Equipment; A.181 Compliance with legal ~ A1B.1;

and contractual requirements; 15027701_6.5 Asset management; 5C-12 Cryptographic Key 15027701_6.5;
5C-12; 5C-28; §

A.10.1 Cryptographic controls; A.18.1 Compliance with legal and contractual requirements; SA-9
External System Services; SC-12 Cryptographic Key Establishment and Management; SC-28 Protection of CCPA2018-T144
A.10.1 Cryptographic controls; A.18.1 Compliance with legal and contractual requirements; SA-9 5C-12; 5C-28; 5
External System Services; SC-12 Cryptographic Key Establishment and Management; 5C-28 Protection of CCPA2018-T14

HList ]
d ot Robin Basham (robin@enterprisegrc.com) is signed i
a |
=& r{pol
Editionor | 2 g f icy [ CSA Test language - pre adoption/ CSA edits Unified Testing Map:Test_ID
So-'celznjl_;‘ Client 1D @ Control Objective Control Objective ipi Ejﬁ apen Unified Testing Map lz‘ (to review the details of each item see the All Mapping Tab) Elﬁed i
WMWY, CEK-OLEncryptionand  Encryption and Key Management Policy and ESTADTIST, TOCHTETE, SPRTovE, CCM_CEK-1.1 A re cryptography, A10.11,A41012,A13.21, €.5.2 Policy; C.8.3 Information security risk treatment; A.10.1 Cryptographic controls; A.13.2 Information A13.2 A18.%;
El_ciud‘_ 5 8 Key Management Policy Procedures communicate, apply, evaluate and encryption and key management A.13.22, 41813, 41815, transfer; A.18.1 Compliance with legal and contractual requirements; 15027701_6.5 Asset 15027701_6.5;
LLNEY EI - CEK-02 CEK Roles and CEK Rl an . DErITE na IHpTement tryptogiEp ic; CCM_CEK-2.1 Are cryptography, AB21,A923 A1011,A1012, AB2Information classification; A9.2 User access management; A.10.1 Cryptographic controls; A.13.1  A13.1,A13.2;
fl_cﬁm S | B Responsibilities oles and Responst Encrﬁ?ﬁ'??_ajd key management roles || encryption and key management roles  A.13.13, A13.21 A1813, Network security management; A.13.2 Information transfer; A.18.1 Compliance with legal and A1B.1;CLD.6.3
Leman 'l 2 | cex.03 Data E " bata Encrvotion POV LYRTEEISBATC protection  aara CCM_CEK-3.1 Are data at-rest and in- A621 A83.1 A10.1.1 A1012 A6.2Mobile devices and teleworking; A.8.3 Media handling; A.10.1 Cryptographic controls; A.13.2 Al13.2;A14L
El_ciud‘_ Sy i ata Encryption e ?E_fﬁ_a_n_dl_:T_tl:_a_TS'E_u_s_'ii . transit cryptographically protected using A13.2.1, A141.2 A 1413, Information transfer; A.14.1 Security requirements of information systems; A.18.1 Compliance with A1B1; AC-19;
LLREL <' . CEK-04Encryption Encrotion Alzorith USE ENCYRTION alEoritnms mat are CCM_CEK-4.1 Are appropriate encryption  A8.2.1, A833,A10.1.1,A10.1.2, AS8.2Information classification; A.8.3 Media handling; A.10.1 Cryptographic controls; A14.1 Security | A141;A1B1;
Cloud I Algorithm nerption Algorthm approprlate for data pI'DtE'EtIDI"\_‘ e algorithms used for data protection, A1412 A1413 A1813, requirements of information systems; A.18.1 Compliance with legal and contractual requirements; SA- $C-12; 5C-28;
|, CEK-05 Encryption Change . CCM_CEK-5.1 Are standard change AB21,A1012 A1212 A1422, AB.2Information classification; A.10.1 Cryptographic controls; A.12.1 Operational procedures and Al42;A1B1;
Cloud g = Encryption Change Management R R - - R B 15027701 6.11
o S 8 Management TR s || management procedures established to A.18.1.3, 1S027701_6.7.1, responsibilities; A.14.2 Security in development and support processes; A.18.1 Compliance with legal _b.
Comig EI - CEK-06 Encryption Change £ sion Ch Cost Benefit Analvsi WIBABEE B 3G0PT CNANEES 1 CCM_CEK-6.1 Are changes to cryptography- A8.2.1, 41012, A12.1.2, 41422, (6.1 Actions to address risks & opportunities; A.6.1 Internal organization; A.10.1 Cryptographic A121;A13.2;
5 | 8 Cost Benefit Analysis nenprion thange Lost Benstit Analysis ET??%EE_TY:’ _E_rjft"lp?'?n_ _ajd key , encryption- and key management- A18.13, 15027701 6.7.1, controls; A.12.1 Operational procedures and responsibilities; A.13.2 Information transfer; A.14.2 A.14.2; HT_09.
5, CEK-O7EncryptionRisk . . EStablishanao maintain an encryprion CCM_CEK-7.1 Is a cryptographic, A6.15 A10.1.1, A10.12, A1813, A6.1Internal organization; A.10.1 Cryptographic controls; A.18.1 Compliance with legal and 1S027701_6.7;
El_ci%‘ld S | 8 Management neryption Risk Managemen and key mar_.lageni?rlt_ilik_ program that || encryption and key management risk 15027701_6.7.1, 15027701_6.11.1, contractual requirements; 1S027701_6.7 Cryptography; CM-3 Configuration Change Control; SA-9 3; 8A-9; 5C-8; §
Loy < . CEK-08 CSCKey SC key  Canabili (SP8 fUST provide T tapsoniy Tor CCM_CEK-B.1 Are C5C's provided the A10.1.2, A151.2, A1513, A.10.1 Cryptographic controls; A.15.1 Information security in supplier relationships; CLD.6.3 CLD.6.3; CLD.1.
EI_E:UH_ S 8 Management Capability svManagement Capability to_manag? their own data capability to manage their own data CLD.6.3.1, CLD.12.1.5, CA-6(2), CP-  Relationship between cloud service customer and cloud service provider; CLD.12.1 Operational CCPA2018-T12:
LR EI - CEK-09 Encryption and E ti A ¢ Audit _'?n anakey managemtem: CCM_CEK-8.1 Are encryption and key CCPA12.1.4 1798.140(d), 2.3.0 A.10.1 Cryptographic controls; A.12.7 Information systems audit considerations; A.18.2 Information A1B2;C82;
EI_EiUd_ 5 8 Key Management Audit neryption and key Management Audt f_v_sferis‘_pff'E_s‘_Tf_TET_E_S?iS‘wL'_m 2 || management systems, policies, and BMSN, 3.6.5 PCD, 3.6.6 PCD, security reviews; C.8.2 Internal audit; 15027701_6.7 Cryptography; N171_3.14 System and Information 15027701 6.7;
E:‘M \:\‘H EI = CEK-10 Key G ti Key Generation E:ednerate \.rvptog;apmc KEYs :_smg CCM_CEK-10.1 Are cryptographic keys A.10.1.1, A.10.1.2, A.18.15, HT_6.d, A.10.1 Cryptographic controls; A.18.1 Compliance with legal and contractual requirements; SA-10 10; 5C-12; 5C-2
N _ci%" Sy i €y Generation ¥ n _Lj?tTa_ic_Efi'E:_ErffEctgr_aE_ i being generated using industry 3.6.1PCD, 3.6.6 PCD, N171_3.13.11, Developer Configuration Management; SC-12 Cryptographic Key Establishment and Management; SC-  7; N171_3.14;
LowriEy EI < CEK-11 Key P Kew P WiENEEE CrpTOSrapHic Setrer sha CCM_CEK-11.1 Are cryptographic secret A924 AS531 41011, 41012, AS2Useraccess management; A.10.1 Cryptographic controls; 10.03 Cryptographic Controls; 3_PCD HT_10.03; 3_PY
El_ciud‘_ Sy i ey Furpose €Y Furpose pr_w_at? k_ey:s_iiria_t are provisioned for and private keys that are provisioned for A.14.1.3, HT_10.g, 3.5.2 PCD, 36,7  Protect Stored Data; 1A-5 Authenticator Management; 5C-12 Cryptographic Key Establishment and 5; 5C-12; CCB.1|
b = = CEK-12 Kev Rotati ke Rotati RORSLS CYRLOSTrapnic keys N sccoraance CCM_CEK-12.1 Are cryptographic keys A10.11, A10.1.2, A12.4.1, £.10.1 Cryptographic controls; A.12.4 Logging and monitoring; 1S027701_6.7 Cryptography; N171_3.5 1S027701_6.7;
Elfuik Sy i €y Rotation €y notation with thecaIEUIati'{irf?E??derﬂrT? rotated based on a cryptoperiod 1S027701_6.7.1, N172_3.5.2¢, Identification and Authentication; 6_MVMP Develop and Maintain Secure Systems and Applications.; N171_3.5;6_M
i ' o | cEKAA2 Kev R . ke . DeifiE, TMpiEment dna evaiiate CCM_CEK-13.1 Are cryptographic keys 11.300(b), £.10.1.1, A.10.1.2, Sec. 11.300 Controls for identification codes/passwords; A.10.1 Cryptographic controls; A.11.2 A10.1;AI1LY
El_ciud‘_ Sy i €y Revocation €y Revacation process:_effrzcedures and technical revoked and removed prior tothe end of A1127, A1212 A 1513, Equipment; A 121 Operational procedures and responsibilities; A 15.1 Information security in A121;A151;
LLITVELY s'| o | CEK14 Kev Destructi ke Destruct Deife, THE Mt S svaniate CCM_CEK-14.1 Are Processes, procedures  A.8.1.2, A.10.1.2, A11.2.7, A.18.1.3, AB.1Responsibility for assets; A.10.1 Cryptographic controls; A11.2 Equipment; A.18.1 Compliance  A.18.1;CLD.12
El_ciud‘_ S5lH i €y Destruction ey Lestruction process:_effrocedures and technical and technical measures to destroy keys  CLD.12.1.5, HT_10.g, 3.6.5 PCD, with legal and contractual requirements; CLD.12.1 Operational procedures and responsibilities; 10.03 HT_10.03; 3_P
LLITVELY 1o L o Deife; ThE et aha eilae CCM_CEK-15.1 Are Processes, procedures A10.1.2, A141.2 A 1815, A.10.1 Cryptographic controls; A.12.1 Operational procedures and responsibilities; A.14.1 Security Al4LALBL;
Cloud g = CEK-15 Key Activation Key Activation processes, procedures, and technical CLD.12.1- HT 1
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Correc

vy Formatted Mappings Accessi

ble/ Usabl

Row Labels Count of Detail N
= 0CM_ABA 174 |
= HITRUST CSF w9 - COM_CEK
#IS0/IEC 27001:2013 € @ California Consumer Privacy Act of 2018
®1S0/IEC 27002:2013 € 3 HIPAA - HITECH Title 45 C.F.R. § 164
®1SOfIEC 27701:2019 € = HITRUST CSF v
@ NIST 800-171 r2 =ISO/IEC 27002:2013 €
®NIST 800-53 15 9 CEK-01
% PCI DSS V3.2 Copyright ® 2016 VISA 22:&3;
= TSP 100—2017 Trust Services Criteria ‘= Data Encryption

= CCM_AIS

= HITRUST CSF v9

=ISO/IEC 27001:2013 €

®ISO/IEC 27002:2013 €

®ISO/IEC 27017:2015 € 27002 for cloud services

®ISO/IEC 27701:2019 €

®NIST B0O0-171 r2

@ NIST 800-172

NIST 800-53 15

POl DSS V3.2 Copyright ® 2016 VISA

= TSP 100— 2017 Trust Services Criteria
=CCM_BCR

= HITRUST CSF v9

=ISO/IEC 27001:2013 €

®ISO/IEC 27002:2013 €

@ ISOfIEC 27017:2015 € 27002 for cloud services
=ISO/IEC 27701:2019 €

®NIST B0O0-171 r2

= NIST 800-172

= NIST 800-53 15

®PCI DSS V3.2 Copyright ® 2016 VISA

@ TSP 100— 2017 Trust Services Criteria

A.10.1.1 Policy on the use of cryptographic controls
A10.1.2 Key management
A.13.2.1 Information transfer policies and procedures,
£.14.1.2 Securing application services on public networks
A.14.1.3 Protecting application services transactions
A18.1.1 Identification of applicable l=gislation and contractual requirements
A18.12 Imellectual property rights
A18.13 Protection of records
A.18.1.4 Privacy and protection of personally identifiable information
A.18.1.5 Regulation of cryptographic controls
A.6.2.1 Mobile device policy
A.83.1 Management of removable media

@CEK-04

@CEK-05

@ CEK-06

“CEK-07

=ICEK-08

EICEK-09

‘= Encryption and Key Management Audit

£.10.1.2 Key management
A12.7.1 Information systems audit controls
A18.21 Independent review of information security
A.18.2.2 Compliance with security policies and standards

@CEK-10

@CEK-11

= CCM_CCC @ CEK-12
= HITRUST CSF v =CEK-13
=1SOfIEC 27001:2013 € = Key Revocation
= ISOfIEC 27002:2013 € £.10.1.1 Policy on the use of cryptographic controls
ISO/IEC 27701:2019 € £.10.12 Key management )
S NIST B00-171 12 £.11.2.7 Secure disposal or re-use of equipment
£12.1.2 Change management
= NIST 800-172 £.15.1.3 Informaticn and communication technology supply chain
= NIST 800-53 r5

= POl DSS V3.2 Copyright @ 2016 VISA
® TSP 100—2017 Trust Services Criteria
= CCM_CEK

= California Censumer Privacy Act of 2018
@ HIPAA - HITECH Title 45 C.F.R. § 164

® HITRUST CSF v9

=ISOfIEC 27002:2013 €

®I1SOfIEC 27017:2015 € 27002 for cloud services
@ ISOfIEC 27701:2019 €

@ NIST 800-171r2

®NIST 800-172

= NIST 800-53 r5

1= POl DSS V3.2 Copyright @ 2016 VISA

@ Title 21 CFR Part 11

= TSP 100—2017 Trust Services Criteria

@CEK-14
@CEK-15
SICEK-16
= Key Suspension
A.10.1.1 Policy on the use of cryptographic controls
£.10.1.2 Key management
£.14.1.2 Securing application services on public networks
@CEK-17
“ICEK-18
ECEK-19
@CEK-20
@CEK-21
@ISOfIEC 27017:2015 € 27002 for cloud services
@ISOfIEC 27701:2019 €
@ NIST 800-171 r2
@ NIST 800-172
@ NIST 800-53 15
PCl DSS V3.2 Copyright @ 2016 VISA
@ Title 21 CFR Part 11
TSP 100—2017 Trust Services Criteria

= Data Encryption

= HIPAA - HITECH Title 45 CF.R. § 164
i Access Control: § 164.312(a)(2)(iv)

= HITRUST C5F v&
206.01 Compli with Legal Requi t
#09.08 Exchange of Information
#09.09 Electronic Commerce Services

=150/IEC 27002:2013 €
#A.10.1 Cryptographic controls
#A.13.2 Information transfer
@ A.14.1 Security requirements of information systems
@ A.18.1 Compliance with legal and contractual requirements
3 A.6.2 Mobile devices and teleworking
©A.8.3 Media handling

=150/IEC 27018:2019 €

@1S0/1EC 27018:2019(E) A.11.13 Access to data on pre-used data storage space

=150/IEC 27701:2019 €

= 15027701_6.5 Asset management

®15027701_6.7 Cryptography
= NIST 800-171r2

#N171_3.13 System and Communications Protection
= NIST 800-53 r5

@ AC-19 Access Control for Mobile Devices

#5C-12 Cryptographic Key Establish t and t

% 5C-28 Protection of Information at Rest

@ 51-4 System Monitoring

@5l-7 Software, Firmware, and Information Integrity
=TSP 100—2017 Trust Services Criteria

®CC6.7 The entity restricts the t issi

and

| of information to authorized internal an

= Encryption Algorithm

= California Consumer Privacy Act of 2018
#14.01 1798.150 (a) Content

= HITRUST CSF v@
#06.01 C i with Legal Requi t:
10.02 Correct Processing in Applications
@10.03 Cryptographic Controls

=150/IEC 27002:2013 £
#A.10.1 Cryptographic controls
@ A.14.1 Security requirements of information systems
#A.18.1 Compliance with legal and contractual requirements
= A.8.2 Information classification
= A.8.3 Media handling

=150/IEC 27701:2019 €
#15027701_6.5 Asset management
#15027701_6.7 Cryptography

= NIST 800-171r2
@ N171_3.14 System and Information Integrity

= NIST 800-53 r5

‘Grand Total

EnterpriseGRC

Solutions, Inc.

NIST800-171 r2 IE—

150/IEC 27701:2018 €

NET800-172 HE W

cCM_DCS

NETE00-53r5 I——

IPCI DSS V3.2 Copyright © 2016 visA IEE——

TSP 100—2017 Trust Services Criteria GG

HITRUST C5F v&

1S0/IEC 27001:2013 € HEEEE -

150/1EC
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Bottom Up?
= CIS Benchmark, OWASP, MITRE Rules run on Environments —> are tagged to controls —> are
interpreted by assessment models

Are Risks Top Down or ‘ EnterpriseGRC CS)

ATT&CK® controls mapped
according to the distinct
environments used to deliver a

service: should map to NIST 800- JBUNTU12 UBUNTUY I wsec
53r5 and ISO27002 which are then
associated to your Cloud
Environment.

= NIST 800-53r5 and 1SO27002 should Sl 502700 Ny S -
be tagged to each continuously —~
monitored configuration. S B p

= Control mapping involves how the oseas ! .
requirement is implemented in P

policy, practice, contract,
configuration or architecture. The
map may point to a policy, for

-~
‘ UK Cyber
1 Essentials

example, where this detail needs hete SR i N q‘ : Windows 10
explicit statement. This could map

to a CIS, OWASP benchmark that is Asz:;;g:nt

specific to an OS or PaaS/laas. L ant? interpret

risk score




Imagine Regulating Federal E-=Commerce Cloud Based Medical Service

ISO/IEC ISO/IEC
= ISO/IEC 27701:2019 € 27799:2016 € NIST 800-171
Red = Now & Always . . 27018:2019 € r2
Purple = Laws Governing this Sector (Plus Red) ISO/IEC NECCER
27017:2015 € .
Green = Frameworks Used for LSHC Sector
Blue = Frameworks presumed as part of ISO/IEC NIST 800-53
. 27002:2013 € 5
Cybersecurity that are also relevant
ISO/IEC
27001:2013 €
RHEL7

UBUNTU12
ISO/IEC )
30111:2019 UBUNTU14
ISO :
13485:2016 S

HITRUST 9.3 \
WIN2008 R1 &
R2

Industrial Ctrl
Sys. (ICS)

GAMP® 5

Eudralex V4
Annex 11

Supervisory Ctrl
Data Acquis.
o (SCADA)
HITECH CFR
45

Distributed Ctrl
21 CFR Part Syst. (DCS)
820

Assessment

Programmable
21 CFR Part Logic Cont. Score

11 (PLC)

EnterpriseGRC

Solutions, Inc.

CCPA 1798

2017
AWS EC2
PCIDSS
V3.2.1

Copyright ©
PANERVIST

NIST
Cybersecurity
Framework,

Cls
Benchmarks

Docker

Windows 7
CISCsCv8.1

e N
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If ANY of these practices are not achieved, they NEED TO FACTOR into the RMF

Assessment Testing 3 > Cryptography

() TestiD Mapped testi...
o
= 8(20): SC-12(3); 5C-
store for 28(1): SC-28(2); 5C-
sensitivedata | 000 o) 1202 sa-
EIrR 15(12); 5I-193)
(Amazon 8

A18.1.3; AC-16(5): AC-
T2046 Encrypt | 19(4): AU-13(3): SA-
data stored in | 4(5): SA-8(20): SA-9(6):
DynamoDBat | SC-12(3): 5C-28(1):
rest (Amazon | SC-28(2): SC-28(3) SI-

DEB) 12(2): SA-15(12); SI-
19(3)

T2048 Utilize

client-side

encryption for

DynamoDB 17(2): AU-9(3): SA-

{Amazon 4(2); SI-7(6): SI-7(15):
DEB) SH10(5)

A18.1.3; AC-16(5): AC-

19(4): AU-13(3): SA-

T2036 Encrypt | 15y a-g(20): Sa-9(6):

data stored at

o SC-12(3): SC-2801)

Mm““‘“’“" SC-28(2): SC-28(3): SI-
12(2): SA-15(12); SI-
19(3)

T2065 Config

ure TLS for A132.1; AC-4(4); AC-

secure 17(2): AC-18(1); IA-

connections to | 3(1): SC-5(1): SC-7(10):

App Service SC-7(17); SC-8(1): SC-

(Microsoft 23(5): S1-4(2)

Azure)

Mapped testing or practices:Test_ID Mapped testing or practices:P - Proble... V7~
T S SIS Ut S Vel S D ilac | Secure Metadata E h I n S
2"““;“ "':1‘“:52;',“: sgcuz.; mpe?;% 2522:\; MANAGEMENT TECHNO] K eL 40 ECS clusters, AWS offers solutions out of the box to handle the injection of sensitive data  Cryptography
fyptegraphic Fratecion < UTine storage: 3: CLASS 4; PRIVATE K32 ¢ AWS Systerms Manager Parameter Store, Thess features allow containers to retrieve the
Cryptographic Keys; SI-12.2 Minimize Perscnally Identfiable REST: OFF-LINE ST sintext secret valus ¢ the container is initially started
Information in Testing, Training, and Research; SA-15.12 Minimize : - '
Personally Identifiable Information; SI-19.3 Release PERSONALLY IDg
' Standards, ang
IDENTIFIAB
SECURIE
UNC
A.18.1.3 Protaction of records; AC-16.5 Attribute Displays on Objects  INF 5
to Be Output; AC-19.4 Restrictions for Classified Information: AU-133  CQJ ‘“’}nﬂg A
Unauthorized Replication of Information: SA-4.5 System, Component, P
and Service Configurations: SA-8.20 Secure Metadata Management; ex the encryption key up to the administrator. DynamoD8 supports
5A-9.6 Organization-controlled Cryptographic Keys; SC-12.3 i P Cryptography
Asymmetric Keys: SC-28.1 (gyptographic Protection; SC-26.2 Offline u Yo | be encrypted data on DynamoDB tables.
Storage; SC-28.3 Cryptoggflfhic Keys: SI-12.2 Minimize Personally
Identifiable Informatig <ting, Training, and Research; SA-15.12
Minimize Personaly
A10.1.1 Policy onN
management; A.13.1% ty of network services; A.14.1.2 Secu
application services on NGl networks; A.14.1.3 Protecti . . .
as::hcanon services transalons: A18.1.3 Protection of re“cgnrﬂs; A g he plaintext data is protected at origin as well as over the
17.2 PROTECTION OF CONFIDENTIALITY/INTEGRITY USING R Cryptography

ENCRYPTION; AU-9.3 CRYPTOGRAPHIC PROTECTION: SA-4.2 Desi - i ith your spplication that can handle encryption, the signing
sndl Implementstion Information for Controls: SI-7.6 Cryptagraph
Protection; 51-7.15 Code Authentication: 5I-10.5 Restrict Inputs to
Trusted Sources and Appraved Formsts

lance.

A.18.1.3 Protection of records; AC-16.5 Attribute Displays on Objects
to Be Qutput; AC-19.4 Restrictions for Classified Information: AU-133 e data that is sensitive in nature. Aurora encryption is easy to
Unauthorized Replication of Information: SA-4.5 System, Component, ored on the Aurars instance's undertying storage filesystem,

snd Service Configurations: S5A-8.20 Securs Metadsts Management: 4 AES-256 and s protected by the AWS Key Management System
54-9.8 Orgsnization-controlled Cryptographic Keys: SC-12.3 # Cryptography
Asymmetric Keys: SC-281 Cryptagraphic Protection SC-28.2 Offline
Starage: SC-28.3 Cryptographic Keys: 51-12.2 Minimize Personally : sntrol auer who can use the keys to access the sncrypted dats on KIS
Identifisble Information in Testing, Training, and Research: SA-15.12
Minimize Personslly Identifisble nformation: 51-19.3 Relssse PERS| '
Standar
IDENTIFIAR /
CHECKING EN
A.13.2.7 Information transfer policies and procedures; AC-44 Flaw ENCRYPTED INFC Assesement i i
> il HTTP requests redirected to the securs HTTPS port. It is recommended to enforce
Control of Encrypted Information: AC-17.2 PROTECTION OF BIDIRECTIONAL AUTH Mod U /.
CONFIDENTIALITY/INTEGRITY USING ENCRYPTION: AC-18.1 ode! 5 3 N ;
o : USERS; SYSTEM ACCESS; ¥ 4 s = & securs connection, which is both encrypted snd authenticated. So it is important o support
Authentication and Encryption; 1A-3.1 Cryptographic Bidirectional 2Cl— Gt
e on ENFORCE PROTOCOL FORMAT 4
Authentication; SC-5.1 Restrict Abilty to Attack Other Systems; SC- [ -oion 0o0 e m o \ \ Cryptography
710 Prevent Exdiltration; SC-7.17 Automated Enforcement of DISCLOSURE OF INFORMATICN; DET| HITRLUZH web app to =t TLS versions 1.0, 1.1 and 12 It i highly recommended o uss $he latest TLS 1.2 version,

\

E:::;‘::'Zmﬁfcf;‘igmgﬂ"‘;z:;p;:::a'::aii:lﬂ;':‘;d AUTHORITIES; CA; CERTIFICATES; SECURE SOCKE (A '_e dRar - / % level by industry standards, such as PCI DSS, for web app secure connections.

Fantome oy TLS; REAL-TIME ANALYSIS; AUTOMATED TOOLS ! - Ralvip / (Incoming client certificates)' to 'On':
TRANSPORT-BASED: STORAGE-BASED: SECURITY \N S uthenticstion techique in enterpriss environments ensures the authenticity of clients to the server. If incoming client
MANAGEMENT: ALERTS: NOTIFICATIONS: RESILIENCY: RES LIEwCE .re enabled, then only an suthenticated client who has valid certificates can sccess the app.

SecurityCompass

Mapped Proce...

A10.1: AB.2 ASA:
ALY AT24 AB2:
ERIENSER]

A82 AT0.1: AL
ERIANSER]

AD.1: AT0.1; A125:
EREANSERSER]

A10.1; AB.2 ADA:
ALY AT24 AB2:
A142

AT01: AT32 ANAT:
14,

EnterpriseGRC (j

Solutions, Inc.

Mapped Processes:

control: A11.1 Secure ai
monitoring: A6.2 Mabil
teleworking; A14.2 Se

support processes: A1)
and contractual requires

A8.2 Information classif
Cryptographic control
Security requirements
A18.1 Compliance with
requirements

A8.1 Business requirem|
A10.1 Cryptographic cd
operational saftware: A
management: A.14.1 Se
information systems: A.
legal and contractual re

A10.1 Cryptographic cd
Classification: A.9.4 Systs
controk: A11.1 Secure ai
monitoring: A6.2 Mabil
teleworking; A14.2 Se
support processes

A10.1 Cryptographic cd
transfer; A14.1 Security
information systems: A.
development and suppd

p\e:

2
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Mappers benefit by mapping technical controls to framewor
rameworks to client domains, configurations to policy

ment Testing

Test_ID

T1880_Encrypt
data at rest for

functions
(AWS)

¥ > Cryptography

Mapped testi... ~

A18.1.3; AC-16(5); AC-
19(4); AU-13(3); SA-
4(5); SA-8(20); SA-9(B);
SC-12(3); SC-28(1);
SC-28(2) SC-28(3); 3I-
12(2); SA-15(12); 51
19(3)
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a Progressive Web App).
__When offline access is nat a requirement_ follow these steps:
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* Use the salt to generste 3 symmetric encryption key
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g the existing salt.
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erypt locally stored data
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e client's browsing context is clt the key will be dismissed.
entation of the encryption/decryption logic must be centralized
n Angular application, these features are’ Iy im d using an application-wide service, Only this service handles the keys.
appropriate protections to ensure the data is ena t, if a Lambda function is responsible for staring sensitive data such as PIl
000 :
i Jfmp’ Directory
. g is possible to store &wjn the “/tmp’ directory da function. This is generally considered a poor location to store persistent
’) 4 2 o ; J T I o
SECURITY ATTRIEUTE QUTRU PUT DEVICES: PRIVACY ATTRIBUTE OUTPUT: TRUSTED :(S[i:;‘ue = al::er u,; ﬂm‘ FS;:::" sensitive P, A resource [limit of 512 on.com/ g/ .html) is also applied to the
DISTRIBUTION; MASTER COPY; SECURITY CONFIGURATIONS; U.S. GOVERNMENT and pm(essﬁs For P El:mrunmegt‘ Variable Encryption
CONFIGURATION BASELINE USCLE: FUNCTIONS, PORTS PROTOCOLS, SERVICES, SECURITY ) o Environment variables used in Lambda functions ere encrypted by default using AWS Key Management Service. When the function is invoked,
‘CHARACTERISTICS; DEVELOPER PROVIDED; DEVELOPER; Security and Privacy Engineering - : . N . -
" extemal storage could be  the values are decrypted and made available to the Lambda code. Unless specified, the environment varizble is encrypted using a default
Principles | Secure Metadata Management; ASYMMETRIC KEYS; NSA-APPROVED: KEY available to all the service key that AWS creates. If more control is needed over the encryption key it is possible to create a customer-managed key. Compliance
MANAGEMENT TECHNOLOGY AND PROCESSES: PUBLIC KEY INFRASTRUCTURE: PKI: CLASS = g Tyption key it is p 9 - Comp Cryptography

running apps. If any
sensitive data is stored in
clear text on these
devices, attackers could
potentially read the data,
if proper access control
mechanisms are not
implemented,

requirements such as PCI DSS or SOC2Z may require keys to be managed internally.

Itis best practice to enable helpers for encryption in transit for environment variables used by Lambda functions. This masks the value you
entersd and results in & call to AWS KMS to encrypt the value and return it as Ciphertext,

22 WS 53 Data Encryption

Data protection in AWS 53 can be accomplished by using sither Server-Side Encryption {where the object is encrypted before it is saved to
disk and decrypted when the object is downloaded), or Client-Side Encryption (where data is encrypted before it is uploaded to 53).

#£ RDS Data Encryption

If your Lambda function is responsible for storing data in a managed database such as RDS, encryption at rest can be enabled by simply
choosing *Enable Encryption® in the RDS console, Keys can sither be managed by AWS or by using customer-managed keys, The AZS-256
encryption algarithm is used to store the underlying storage for DB instances as well as automated backups and snapshots.
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ceMven Establish, document, approve, CCM_DCS-04.1 Are policies and procedures A.8.3.2, A.8.3.3,1SD27701_6.5.3, A.8.3.2 Disposal of mediz, A.8.3.3 Physical media transfer, [S027701_6.5.3 Media handling,  A.8.3,CLD.8.1,5C-  A.8.3 Media handling, CLD.8.1 Responsibility for 15027001/
Cloud DCS-04 Secure Media Secure Mediz communicate, apply, evaluate and for the secure transportation of physical CLD.8.1.5, MA-3(3), SC-30(3), CLD.8.1.5 Remaoval of cloud service customer assets Contral, MA-3.3 Prevent Unauthorized 30, HT_05.01, assets, SC-30 Concealment and Misdirection, 05.01 27002270 Needs 1Will ba fully 1Minorimpact-
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security b DCS-05 Assets Assets I'D;'['a“a;s;t;'[g‘:' ;'P‘p;‘[;;m‘"'s'."b;;d’m azsets based on the oreanizational AB12,AB21,A622A%511, protection, A13.2.1Information transfer policies and procedures, A 15.1.1 Information A151,A181, control, A.11.2 Equipment, A.13.2 Information 17/27701f a 0 a = o
Miwree® S 8 Classification Classification the Drsanizatim’;‘busmss e business risk? A11.21,A13.2.1,A15.11, security policy for supplier relztionships, 4 18.1.3 Protection of records, CLD.8.1.5 Removal  CLD.B.1, HT 01.07, transfer, A.15.1 Information security in supplier 27018/HIT
2091 5 A.18.13,CLD.8.15, ofcloud service customer assets Contrel, IS027701_5.6.2 Information security risk HT_02.01, relationships, A 18.1 Compliance with legal and RUST/NIST
AL L1 13027701 5.6.2,15027701 5.6.3,  assessment, 15027701 5.6.3 Information security risk treatment, 15027701 6.5.2 HT 06.01, contractual requirements, CLD.2.1 Responsibilityfor S3r5/NISTL 3 4
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Cloud Catalogand trackall relevant physical 2nd logical zssets located at sl ofthe A12.11,CLD.B.15, A.11.2.6 Security of equipment and sssets off-premises, A.12.1.1 Documanted operating A.12.1,CLD.B.1, CM- classification, A 11.2 Equipment, A.12.1 Operaticnal  27002/270 e
sacurity v DCS-06 Assets Cataloguing Assets Cataloguing and logical assets locatad st all of the CSP’s sites (within a secured system), 15027701_6.5.2,15027701_6.5.3, procedures, CLD.8.1.5 Removal of cloud service customer assets Control, IS027701_6.5.2 8, HT_02.04, procedures and responsibilities, CLD.8.1 17/27701/ \ataria Soe. N . . B w
Aliance @ S 2 and Tracking and Tracking CSP's sites within a secured system. catzlogued and tracked? CM-8(1), HT_2.h, HT_5.d, HT_7.a,  Information classification, IS027701_6.5.3 Media handling, CM-8.1 Updates During HT_05.01, Responsibility for assets, CM-8 System Component  27018/HIT e
] :
2021 = HT_7.b, HT_8.k HT_8.3,HT_8.q, Instsllation and Removal, 02 h Return of Assets, 05.d Authorizstion Process for Information  HT_07.01, Inventory, 02.04 Termination or Change of RUST/NIST =
2
o o [ N171 332 N171 36.1, Assets and Facilities, 07 a Inventory of Assets, 07.b Ownership of Assets, 08 k Security of HT 08.02, Employment, 05.01 Internal Orzanization, 07.01 53r5/NISTL 3 5
e D Implement physical security perimatars CCM_DCS-07.1 Are physical security A211,A11.11,A11.1.2, A.9.1.1 Access control policy, A.11.1.1 Physica| security perimeter, A11.1.2 Physicslentry  AS.1,A11.1, AT-3, A9.1Business requirements of access contrel, 4.11.1 15027001/
Cloud 0 safesuard personnel, data, snd perimeters implemented to safeguard A11.13,A11.15, controls, A.11.1.3 Securing offices, rooms and facilities, A.11.1.5 Working in secure areas, PE-6, HT_02.04, Secure areas, AT-3 ROLE-BASED SECURITY TRAINING, PE- 27002/270 1 Will be fully
Security " DCs-07 Controlled Access | Controlled Access  information systems. Establish physical persannel, data, and informatian 15027701 6.8.1, AC-20(4), AT-3(2], 13027701_6.8.1 Secure areas, AC-20.4 Network Accessible Storage Devices — Prohibited Use, HT_08.01, & Monitoring Physical Access, 02.04 Terminationor  17/27701/ mitigated N . . - 5
Aliance® | B, & Points Points security perimeters between the systems?; CCM_DCS-07.2 Are physical PE-2(1], PE-2(2), PE-2(3), PE-3(2), PE- AT-2.2 Physical Security Controls, PE-2.1 Access by Position or Role, PE-2.2 Twa Forms of HT_03 08, Change of Employment, 08.01 Secure Areas, 09.08  27018/HIT
2021 E‘ 3 administrative and business areas and security perimetars established between  3(3), PE-3(2), PE-3(5), PE-3(7), PE- Identification, PE-2.3 Restrict Unascorted Access, PE-3.2 Facility and Systams, PE-3.3 N171_3.8, Exchange of Information, N171_3 8 Media Protaction, RUST/NIST
=3 N1 the data storage and processingfacilities | | |the "administrative and business areas”  6/1), PE-6(3), PE-8[1), PE-8(3), C Guards, PE-3.4 Locksbls Casings, PE-3.5 Tamper Protaction, PE-3.7 Physical N171 3.10, N171 3.10Physical Protection, 1027701 6.8 53r5/NIST1
CCM wé- tur| at = =
Cloud ity |uri S 'E Contr CE
:IEI‘“”“' C5A Test language - pre adoption/ CSA edits Unified Testing Map:Test_ID Mapping |Cur| ty N olabil | Likeli [ Impa |Facto
jance
e open Unified Testing Map [to revis details of each d item see the All Mapping Tab) iverse Mappi i ing:Control Objecti Status _|ren|De |3 & ity |hood| ct | r
CCM_A&A01.1Are audit and sssurance  1S02701_C7.5.3,A5.1.1, A512, C.5.2 Policy; C.7.5 Documented informaticn; C.9.2 Internal zudit; A5.1 Managsment ©5.2;C7.5C32 C5.2Policy, C.7.5 Documentad information, 9.2 15027001/ N e the folder
coM vé | palicies, procedures and standards AE.1.1,A8.2.1,A12.3.1,A12.6.1, direction for information security; A.6.1 Internal organization; A.8.2 Infermation AELAELARD  Internal audit, A.5.1 Management direction for 27002/270 4 Largely e whereth
Cloud ished, d ortunity For uncontrollable ely ! <write the test
s oc Biasesas ST SR : === Y s " Y A i Material -See evidence is
SCurity rommunicated, appiied, evalusted and HT_6.i, HT_13.5, 11.6.0 RMTN, systems audit considerations; S8-4 Acquisition Process; 06.02 Compliance with Security AZT, 5A4; A 2 2 Information classification, A.12.3 Backup, 27018/HIT Improvement through project Costing Impact procedure, the FBC® commonly
’Z‘;‘:l““ maintained?, CCM_ARA01.2 Are auditand 15027701 5.2.3, 15027701 5.7.2,  Folicies and Standards, and Technical Compliance; 06.03 Information System Audit HT_06.02; £,12 6 Technical vulnerability management, A.12.7 _ RUST/NIST actio = ainteineds
assurance policies, procesures znd €C1.11,CC1.1.2,CC11.3,CC1.2., Considerstions; 13,07 Accountability & Auditing; 15027701 5.2 Context of the arzanization; N1 _05.05; Infarmation systems sudit considerations, sA-4 z
M ve |CCM_AZA-02.1 15 an independent A12.7.1,A182.1,A18.23,CA  C.5.2Policy; C.7.5 Documented information; C.9.2 Internal sudit; A.12.7 Information systems | ©5-2C075. 622 ¢ 5 policy, €.7.5 Documentad information, €9.2 15027001/
Cloug |3ssessment of its audit and assurance (1), CA-7[1], CA-2(2), CA-2(32) audit considarations; A.12.2 Information security reviews; CA-2 Azsessments; CA-7 Al2T7A18.2,CA  |nternal audit, A.12.7 Information systems audit 27002270 1 Minor impact -
Securiny| program conducted at leastannually and  HT_S.h, HT_6.i, 15027701_6.12.1, Continuous Monitoring 05.02 Bxternal Parties; 06.03 Information System Audit 2;CATIHT 05.0%;  cqncigerations, A.18.2 Information security reviews,  17/27701f . . g increased hour:
Allizncel sccording to relevant standards? 15027701_6.15.2, 11.3.1RMTN,  Considerstions; 15027701_6.12 Supplier relationships; 1S027701_6.15 Compliance; 11_RMTN HT_08.03; CA-2 Assessments, CA-7 Cantinuous Menitaring, 27018/HIT iy = and some delay in
2021 €C1.2.3,0C1.2.8, CC2.1.5,CC4.1.1, Regularly test security systems and processes.; CC1.2 COSO Principle 2: The board of 15027701 612, og 03 External Parties, 06.02 Information Systam RUST/NIST delivary
. €C4.1.8 directors demonstrates independence from manszement and exercises oversizht of the 18027701615, audit Considerations, 15027701 6.12 Supplier 53r5/NIST1
Clows | CCM_A8:4-03 1 re independant auditand A127.1,41614,41812, 5.2 Policy; C.7.5 Documented information; C.9 2 Internal sudit; A 12 7 Information systems | ©5-5€7.5,C58.2; ¢ 5 3 policy, £ 7.5 Documented information, C9.2 15027001/
Securiny| 355Urance assessments performed A.18.2.2, A18.2.3, AC-2[13), AC-  audit considerations; A.16.1 Management of information security incidents and Al2TAlEL; Internal audit, A.12.7 Information systems audit 27002/270 ) 14, be fully 1 Minor impact-
alliance| sccording to risk-based plans and policies? 3(10), AU-4[1), AU-5[1), AUG(2), AU- improvements; A 12.1 Compliznce with legal and contractual requirements; A.12.2 ALBLALBZL AL concigerations, A.16.1 Management ofinformation  17/27701/ . ! increased hours
2021 5(3}, AU-5(4), AU-5(5), AU-B(1], AU-  Information security raviews; AC-2 Account Managemant; AC-3 Access Enforcement; AU-4 2 AC-3;AU-4 A-SS cor ity incidents and improvements, A.18.1 27018/HIT arough project and some delay in
£(3), AU-6(4), AU-G(5), AUE(6), AU-  Audit Storsge Capacity; AU-5 Response ta Audit Pracessing Failures; AU-6 Audit Review, Compliance with legal and contractual requirements, RUST/NIST ! action: delivary
EICM:4 &(7), AU-5(8), AU-5[8), AU-7[1], AU-  Analysiz, and Reporting: AU-7 Audit Reduction and Report Generation; AU-S Protaction of AU-L0AU-IT AU g 49 3 information security reviews, AC-2 Account 53r5/NISTL
5““ ' |ccM_AB.A-04.1 1s compliance verified, with A.12.42,412.7.1, A18.1.3,AC-  A.12.4 Logzing and manitoring; A.12.7 Information systems audit considerations; A 18.1 Al2&Al2 C.5.2 Policy, C.7.5 Documented information, C.5.2 1027001/
ccuri CAC-2: CAS:
ianed 3l relevant standards, regulations, 2[4}, CA-G[1], CM-5[1), 84-11(1), -  Compliance with legal and contractusl requiremants; AC-2 Account Managemant; CAG Plan 4181 ACZCAS,  nee o) audit, 4.12.4 Logging and monitoring, A.12.7  27002/270 1 1 Minor impact -
2021 |legalicontractual, and statutary 10[1), HT_6.g HT_6.i, HT_6.j, of Action and Milestones; CM-5 Access Restrictions for Change; $4-11 Developer Security CM-5; $A-11;51-10;  nformation systems audit considerations, A.18.1 17/27701/ mitigated " increased hour:
requirements applicable to the sudit? HT_12.r, HT_13.5, N171_3.2.5, Testing and Evaluation; 5I-10 Information Input Validation; 06.02 Compliance with Security  H1_06.02; Compliance with legal and contractual requirements, 27018/HIT N £h proj 5 and some dalay in
CEM v4. N171_3.3.8,N171_3.12.2, Policies and Standards, and Technical C: &; 06.03 Information Systam Audit HT_06.03; AC-2 Account Management, CA-5 Plan of Action and  RUST/MIST ! o delivery
o) 15027701 5.2.1,15027701 5.2.2, Considerstions; 13.07 Accountability & Auditing; N171 3.3 Audit and Accountability; HT_13.07; Milestones, CM-5 Access Restrictions for Change, 34 53r5/NISTL
Securit| pon_ARA-06.1 |5 3 risk-based corrective A12.7.1,A.18.2.3 AU-3[1), AU~ £.9.2 Internal audit; A 12.7 Information systems audit considerstions; A 18.2 Information | ©-3-2;A12.7; £.8.2 Intarnal audit, A.12.7 Information systems 15027001/
Alliance| . L, " N " . . . . - - a1 - AlL3-Alld- . N . N
2021 3 5 Taios ! = f
industry - industry sts implementsd 3 x uppor, rotecting = reats, 08.5 Siting cauires, implements, oprates, approves,
o oa ndustry standards. ind\ ndards), imple nted and A125A126 S 08.d Pr i i nd iL Thr 08. i itir i impls
CCM_DCS-14.1 Are utilities services A11.14,A1121,A112.2, Al11.14P external and threats, A.11.2.1 Al111,A112, A.11.1 Secure areas, A.11.2 Equipment, A.17.1
oM e 15027001/
- S secured, manitered, maintained and A.17.1.3,1S027701_6.8.2, CM-3(2), and protection, A.11.2.2 Supporting utilities, A 17.1.3 Verify, review and evaluate A.17.1,CM-3, MA-4, Information security continuity, CM-3 Configuration  27002/270 s 3 Moderately 1Minor impact-
—y y : y tested at planned in tervals for continual | MA-3(2), MA-3(5), MA-2(6), MA-4{3), information security continuity, IS027701_6 2.2 Equipment, CM-3 2 Testing, Validation, and MA,HT_0802,  Change Contral, MA-4 Nonlocal Maintenance, MA6  17/27701/ . . incressed hours
Security g D514 Secure Utilities  [Secure Urilities  wtilities services for continual P B ey ey rS———-———_— B T S e ey | e e - rmaasT Strengthening A ¢ 1 1 2 1z

A Control area could have a minor finding — however the overall risk raised by that finding could be negligible
Other OFI could reveal a situation that is unmanaged, will occur again in multiple audits, and has potential for customer facing disruptions and loss of revenue.
Risk Management needs to Only Handle It Once — OHIO, but capture all the inputs, players, timing, and necessary resources for improvement
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Recap: Management Strategy First + Why r5 Now EnterpriseGRC (G5

= Using NIST SP 800-53 r5 as the underpinning backbone
assumes mapping to other major frameworks so the
business “Only Handles Policy Once”. OHIO

= GRC Mapping strategy:
Order-of-Operations

" Risk-> Goals-> Policies- = Use NIST 800-53 r5 as the mediating framework connecting
>Controls) architecture CMDB to CIS/DISA STIGs/OWASP/MITRE
ATT&CK

= Use ISO/IEC 27001 with Cloud, Privacy and Processing as
the Policy framework —commonly mapped to NIST SP 800-
53 r4/r5 as part of NIST Appendix

= Use a RMF on top of your preferred framework (Could be
SOC 2, CSTAR, 1S0O27, **HITRUST™, IMO use NIST CSF).

= Establish Categories for the Corporate Common Controls.
Push those categories into Policies, Controls, Programs.




Summarizing and Take-Aways EnterpriseGRC ()

Soluhons, Inc.

Mapping accounts for the Risks & associated RACI of a program —
so groupings should align with the common job assignments that
would implement them.

Client based mapping begins with understanding the business
programs and should account for domains (LOB) with isolated
scope, such as Consumer, Cloud, Fed, Health & Human Service,
Financial, Global, etc.

Language matching alone, rather than mapping to the

recommended implementation guidance, results in guidance that’s PO"'"Q
unusable. Question
Mapping accomplishes an aggregate Policy requirement that will #5 f

rom

and will always continue to be measured by product and by
assessment event and will move at the pace of your slowest audit. |SC2 SV
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