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“We’d like to use CCM as our Master Control List”

EnterpriseGRC (€ C)

Soluhons Inc.

Major Cloud Providers expect to use ©Cloud Security Alliance, CCM 4.0 as the
backbone supporting their Security Programs Policies, Programs, Audits

Leveraging existing © AICPA SOC 2, ©OHITRUST, PCIl, FedRamp, DFARS CMMC,
e ©ISO/IEC 27001 plus Privacy, Processing and Cloud requires detail understanding of
these frameworks —i.e., experience completing engagements to do this work.*

e Creating useable cyber framework mapping is an exercise that drives common
language across all Policies and Programs and is necessary to meaningful resilience
and compliance. Volunteers generally can’t do it. Is increasingly necessary (CMMC)

° The available mappings offered by AICPA, NIST, HITRUST, and CSA have proven un-
useful. We'd like to help restore consumer confidence in using CCM 4.0 as a

mapped framework. We also seek to support NIST expanded efforts for SP-800-53
r5, SP-800-53B, NIST SP-800-171r2, SP-800-172 Cybersecurity
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Management Strategy First + Why 4.0 Now csai Enterp s{.'j,?,,ﬁ RC C)

= GRC Mapping strategy:
Order-of-Operations

= Risk-> Goals-> Policies-
>Controls)

= Using CCM 4.0 as the underpinning backbone assumes
mapping to other major frameworks so the business
“Only Handles Policy Once”. OHIO

= Use NIST 800-53 r5 as the mediating framework

= Use ISO/IEC 27001 with Cloud, Privacy and Processing
as the Policy framework

= Use a RMF on top of your preferred framework (Could
be SOC 2, CSTAR, 1SO27, **HITRUST™, Should be NIST
CSF).

= Establish Categories for the Corporate Common
Controls. Push those categories into Policies, Controls,
Programes.
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CSA ==y Cloud Control Matrix Domains and Controls—What’s the rush?  EnterpriseGRC @
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Solutions, Inc.

Audit and Assurance - A&A Audit and Assurance Policy and Procedures; Independent Assessments; Risk Based Planning Assessment; Requirements Compliance; Audit Management Process; Remediation
. . . Application and Interface Security Policy and Procedures; Application Security Baseline Requirements; Application Security Metrics; Secure Application Design and Development; Automated Application Security Testing; Automated Secure Application
Appllcatlon and Interface Secu rlty - AIS Deployment; Application Vulnerability Remediation

Business Continuity Management and Business Continuity Management Policy and Procedures; Risk Assessment and Impact Analysis; Business Continuity Strategy; Business Continuity Planning; Documentation; Business Continuity Exercises; Communication; Backup; Disaster Response Plan;
Operational Resilience - BCR Response Plan Exercise; Equipment Redundancy

Change Control and Configu ration Change Management Policy and Procedures; Quality Testing; Change Management Technology; Unauthorized Change Protection; Change Agreements; Change Management Baseline; Detection of Baseline Deviation; Exception Management; Change
Restoration

Crvotozraphv. Encrvotion and Ke Encryption and Key Management Policy and Procedures; CEK Roles and Responsibilities; Data Encryption; Encryption Algorithm; Encryption Change Management; Encryption Change Cost Benefit
yptography, yp y Analysis; Encryption Risk Management; CSC Key Management Capability; Encryption and Key Management Audit; Key Generation; Key Purpose; Key Rotation; Key Revocation; Key Destruction; Key
Management - CEK Activation; Key Suspension; Key Deactivation; Key Archival; Key Compromise; Key Recovery; Key Inventory Management

. Off-Site Equipment Disposal Policy and Procedures; Off-Site Transfer Authorization Policy and Procedures; Secure Area Policy and Procedures; Secure Media Transportation Policy and Procedures; Assets Classification; Assets Cataloguing and Tracking;
Datacenter Secu”ty - DCS Controlled Access Points; Equipment Identification; Secure Area Authorization; Surveillance System; Unauthorized Access Response Training; Cabling Security; Environmental Systems; Secure Utilities; Equipment Location

Data Securitv and Privacy Lifecvcle Security and Privacy Policy and Procedures; Secure Disposal; Data Inventory; Data Classification; Data Flow Documentation; Data Ownership and Stewardship; Data Protection by Design and Default; Data
Y Y Y Privacy by Design and Default; Data Protection Impact Assessment; Sensitive Data Transfer; Personal Data Access, Reversal, Rectification and Deletion; Limitation of Purpose in Personal Data Processing;
Management - DSP Personal Data Sub-processing; Disclosure of Data Sub-processors; Limitation of Production Data Use; Data Retention and Deletion; Sensitive Data Protection; Disclosure Notification; Data Location

. . Governance Program Policy and Procedures; Risk Management Program; Organizational Policy Reviews; Policy Exception Process; Information Security Program; Governance Responsibility Model; Information System Regulatory Mapping; Special Interest
Governance, Risk and Compliance - GRC [P

Background Screening Policy and Procedures; Acceptable Use of Technology Policy and Procedures; Clean Desk Policy and Procedures; Remote and Home Working Policy and Procedures; Asset returns; Employment Termination; Employment Agreement
Human Resources - HRS Process; Employment Agreement Content; Personnel Roles and Responsibilities; Non-Disclosure Agreements; Security Awareness Training; Personal and Sensitive Data Awareness and Training; Compliance User Responsibility

. Identity and Access Management Policy and Procedures; Strong Password Policy and Procedures; Identity Inventory; Separation of Duties; Least Privilege; User Access Provisioning; User Access Changes and Revocation; User Access Review; Segregation of
Identlty and Access Management - 1AM Privileged Access Roles; Management of Privileged Access Roles; CSCs Approval for Agreed Privileged Access Roles; Safeguard Logs Integrity; Uniquely Identifiable Users; Strong Authentication; Passwords Management; Authorization Mechanisms

Interoperability and Por ity - IPY Interoperability and Portability Policy and Procedures; Application Interface Availability; Secure Interoperability and Portability Management; Data Portability Contractual Obligations

. . . . Infrastructure and Virtualization Security Policy and Procedures; Capacity and Resource Planning; Network Security; OS Hardening and Base Controls; Production and Non-Production Environments; Segmentation and Segregation; Migration to Cloud
Infrastructure and Virtualization Secu"ty - IVS Environments; Network Architecture Documentation; Network Defense

. . . Logging and Monitoring Policy and Procedures; Audit Logs Protection; Security Monitoring and Alerting; Audit Logs Access and Accountability; Audit Logs Monitoring and Response; Clock Synchronization; Logging Scope; Log Records; Log Protection; Encryption
LOggmg and Momtormg - LOG Monitoring and Reporting; Transaction/Activity Logging; Access Control Logs; Failures and Anomalies Reporting

Secu rity Incident Management, E-Discovery, Security Incident Management Policy and Procedures; Service Management Policy and Procedures; Incident Response Plans; Incident Response Testing; Incident Response Metrics; Event Triage Processes; Security Breach Notification; Points of Contact

and Cloud Forensics - SEF Maintenance
SUELVAS BTV ELEEC R UREE R E LIS SSRM Policy and Procedures; SSRM Supply Chain; SSRM Guidance; SSRM Control Ownership; SSRM Documentation Review; SSRM Control Implementation; Supply Chain Inventory; Supply Chain Risk Management; Primary Service and Contractual Agreement;
and Accountability - STA Supply Chain Agreement Review; Internal Compliance Testing; Supply Chain Service Agreement Compliance; Supply Chain Governance Review; Supply Chain Data Security Assessment

re Threat and Vulnerability Management Policy and Procedures; Malware Protection Policy and Procedures; Vulnerability Remediation Schedule; Detection Updates; External Library Vulnerabilities; Penetration Testing; Vulnerability Identification; Vulnerability
Threat and VUInerablllty Management -TVM Prioritization; Vulnerability Management Reporting; Vulnerability Management Metrics

. . Endpoint Devices Policy and Procedures; Application and Service Approval; Compatibility; Endpoint Inventory; Endpoint Management; Automatic Lock Screen; Operating Systems; Storage Encryption; Anti-Malware Detection and Prevention; Software Firewall;
Universal End pomt Management - UEM Data Loss Prevention; Remote Locate; Remote Wipe; Third-Party Endpoint Security Posture

© Copyright 2019-2021 Cloud Security Alliance - All rights reserved. Cloud Security Alliance “Cloud Controls Matrix (CCM) Version 4.0” at http://www.cloudsecurityalliance.org subject to the following: (a) the Cloud Controls Matrix v4.0 may be used solely for your pers,
informational, non-commercial use; (b) the Cloud Controls Matrix v4.0 may not be modified or altered in any way; (c) the Cloud Controls Matrix v4.0 may not be redistributed; and (d) the trademark, copyright or other notices may not be removed.



Why Now: Cryptographic, Data Center, and Data Security Privacy EnterpriseGRC

* California Consumer Privacy Act of 2018 — Privacy +
Cryptography lack implementation details, but customers hold
providers accountable to the results CCPA SB-1121 California
Consumer Privacy Act of 2018.

https://leginfo.legislature.ca.gov/faces/billTextClient.xhtmI?bill i

d=201720180SB1121

* For the ISO/IEC 27001 using ISO/IEC 27002:2013 € (Plus Privacy,
Processing, Cloud)

* ISO/IEC 27017:2015 € 27002 for cloud services

* ISO/IEC 27701:2019 € Privacy

* |SO/IEC 27018:2019 € Processing
* NIST 800-171 r2 (Controlled Unclassified Information/ DFARS)
* NIST 800-172 (Plus Cybersecurity Enhancements)

* NIST 800-53 r5 (NIST-800-53B) new controls replace Annex H + J.

* PCI DSS V3.2.1 Copyright © 2018 VISA (Cryptography, Privacy)

e TSP 100—2017 Trust Services Criteria — Likely to add
Cybersecurity, Healthcare, Supply Chain - Datacenter + Privacy +
Cryptography greatly improve demonstration of these controls.

* HITRUST CSF v9* — Privacy + Cryptography + Data Center (to
operate with HITRUST contact Hitrust.org)

*EnterpriseGRC Solutions verifies and purchases a copy of each framework each time we do a mapping exercise for our client. Clients are required to show their license to operate with CSA, CIS, HITRUST, GAMP, ISACA, AICPA etc. and the content of the mapping
remains with that client for their operational application only. We do not provide framework content to the public. We do not work with unlicensed content. We give mapping to NIST, CIS, CSA, AICPA in good faith to support their working groups and advance our

Professional Community.

pSolutions, Inc. @

ARRAY OF TESTS ASSIGNED TO CLOUD SECURITY ALLIANCE CLOUD CONTROLS MATRIX V4.0

M | Total, TSP 100—2017 Trust Services Criteria,
822

Total, HITRUST CSF v9, 720

__m I Total, 150/1EC 27001:2013 €, 40

W | Total, PCI DSS V3.2.1Copyright ® 2018 VISA,

526 Total, 1S0/IEC 27002:2013 €, 751

M | Total, ISO/IEC 27701:2019 €,356

B | Total, NIST 800-53r5, 1430 M | Total, NIST 800-171r2, 335

B |Total, NIST 800-172,129

ISO/IEC 27701:2019 € Security techniques — Extension to ISO/IEC 27001 and ISO/IEC 27002 for privacy information management — Requirements and guidelines
ISO/IEC 27018:2019 € Information technology — Security techniques — Code of practice for protection of personally identifiable information (PI1) in public clouds acting as PIl processors

ISO/IEC 27017:2015 € 27002 for cloud services
I I I ]
Q t ]



https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=201720180SB1121

CCM 3.0 to 4.0 Mapping and Transition Discussion

* Delay in adapting CCM 3.x to 4.0 will
contribute to failing new legal
requirements - Laws for Privacy/IOT, CCPA,

GDPR

* Compounding industry framework
updates often publish or retain old and
wrong mapping

Misuse of Tagging, incorrect data models;
Confusing overlays, enhancements,
guidance and criterion driven attributes
with new and distinct controls

Not using a distinct set of control identifiers
at the correct level of the framework —
Domain, Parent/Family,
Child/Test/Enhancement

ISO/IEC 27001/02/17/18

would be part of Policies C.5.2

o 27001: A18.2.1
g Gap e 27002: A.18.2.1

27001: A18.21

AAC-02 Gap 27018: 18.2.1 additional guidance

27001: A18.2.2
GRM-01 No 27002: 18.2.2
GRM-03 Gap 27001: A18.2.3
27002: 18.2.3

EnterpriseGRC

Solutions, Inc.

27001: 9.2 Nope, that's the audit program. The audit policy Partial Gap

speci
Partial Gap
Tes

HIA 27002: 18.2.1 No Gap

No Gap

©

* Framework Enhancements associate to expectations in the
market. The next audit will presume the new framework
has been in use for the preceding year.

* Customers expect the Cybersecurity, Privacy, Cloud, and
Processing certifications as associated to their most
common assessment events.

SOC2, ISO027001, FedRamp, DFARS CMMC, HITRUST, PCI, GDPR,
CCPA/CCPRA etc.
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What'’s so hard about mapping? The What->

©Copyright EnterpriseGRC Solutions, Inc. Robin Basham, M.Ed., M.IT, CISSP, CISA, ITSM, CGEIT, CRISC, Master ACC, CRP, VRP, HISP - robin@enterprisegrc.com




Misunderstood Content — due to lack of a control library and EnterpriseGRC

lack of subject matter experience by domain and assessment.

Test_ID

Edition or Source ~~

‘ 1502701_C6.1.1 General

“ ISO/IEC 27001:2013 €
0

‘ 1502701_C6.1.2 security risk

‘ ISO/IEC 27001:2013 €

‘ 1502701_C6.1.3 Information security risk treatment

‘ ISO/IEC 27001:2013 €

‘ 1502701_C7.5.1 General - Documented information

‘ ISO/IEC 27001:2013 €

‘ 1502701_C7.5.2 Creating and updating documented informa...

ISO/IEC 27001:2013 €

‘ 1502701_C7.5.3 Control of documented information

‘ ISO/IEC 27001:2013 €

‘ A.5.1.1 Policies for information security

‘ ISO/IEC 27002:2013 €

‘ A.5.1.2 Review of the policies for information security

‘ ISO/IEC 27002:2013 €

‘ A.6.1.1 Information security roles and responsibilities

‘ ISO/IEC 27002:2013 €

‘ A.6.12 Segregation of duties

‘ A.6.1.3 Contact with authorities

‘ A.6.1.4 Contact with special interest groups

‘ A.6.1.5 Information security in project management

‘ A.6.2.1 Mobile device policy

‘ A.6.2.2 Teleworking

‘ A.7.1.1 Screening

‘ ATI2 T d ¢ iti of

‘ ISO/IEC 27002:2013 €

‘ A.7.2.1 Management responsibilities

‘ ISO/IEC 27002:2013 €

‘ AT22 security

and traini.

‘ ISO/IEC 27002:2013 €

‘ A.7.2.3 Disciplinary process

‘ ISO/IEC 27002:2013 €

‘ A73.1 Termi or change of emp

‘ ISO/IEC 27002:2013 €

‘A.mn Inventory of assets

‘ ISO/IEC 27002:2013 €

‘ A.8.1.2 Ownership of assets

‘ ISO/IEC 27002:2013 €

Control ID:Co...

C.6.1 Actions to addre...

C.6.1 Actions to addre...

C.6.1 Actions to addre...

C.7.5 Documented inf..

C.7.5 Documented inf...

C.7.5 Documented inf...

A5.1 Management dir...

A5.1 Management dir...

A6.1 Internal arganiz...

AB.1 Internal arganiz...

A8.1 Internal organiz...

A6.1 Internal organiz...

A6.1 Internal arganiz...

A5.2 Mobile devices ...

AB.2 Mobile devices ...

A7.1 Prior to employ...

A7.1 Prior to employ...

A7.2 During employ...

A7.2 During employ...

A7.2 During employ..

AT.3 Termination and...

A8.1 Responsibility fo...

A8.1 Responsibility fo...

Policy Review Status

PIMS Applied 27701/27018

PIMS Applied 27701/27018

PIMS Applied 27701/27018

PIMS Applied 27701/27018

PIMS Applied 27701/27018

PIMS Applied 27701/27018

PIMS Applied 27701/27018

PIMS Applied 27701/27018

PIMS Applied 27701/27018

PIMS Applied 27701/27018

PIMS Applied 27701/27018

PIMS Applied 27701/27018

PIMS Applied 27701/27018

PIMS Applied 27701/27018

PIMS Applied 27701/27018

PIMS Applied 27701/27018

PIMS Applied 27701/27018

PIMS Applied 27701/27018

PIMS Applied 27701/27018

PIMS Applied 27701/27018

PIMS Applied 27701/27018

PIMS Applied 27701/27018

PIMS Applied 27701/27018

Detail Control Description (UCF)

6.1.1 General When planning for the information security management system, the organization shall consi...

6.1.2

security risk The

6.1.3 Information security risk treatment The organization shall define and apply information security and p...

7.5.1 General - Documented information The organization'’s information security and privacy managements...

7.5.2 Creating and updating - Documented information When creating and updating documented informa

7.5.3 Control of documented i

Documented i

shall define and apply an information security ri...

required by the information security an...

Policy: The Information Security and Privacy Policy outlines the high-level policies and principles that must ...

Policy: The CIO, (Chief Information Officer) and CSO (Chief Security Officer) are responsible for the mainten...

Policy: Allocation of information security and privacy responsibilities is done in accordance with the informa...

Policy: Assets used in the path of critical business

Policy: Cooperation between organizations The CS

Policy: Information Security Privacy and Risk Mana

Policy: Information Security must be addressed in

Policy: The company allows the use of mobile devid

Policy: Company management determines the loca

Policy: Emplaoyee and consultant new hire verificati

tioMg, such as those related to revenue, provisioning ...

‘must

jement

oject m

Es to ac

jon for

bn is cong

55 email and wireless networks. The Mobile De...

Policy: The contractual obligations for emp

should reflect the organization’s policies fo...

that I

Policy: M: ibilities should inc

Policy: An information security and privacy awareny

Policy: The disciplinary process should not be coms

s progy

jenced v

Policy: The communication of termination responsf

Policy: Each department shall identify assets relevant to the lifecycle of information and document their imp...

intain appropriate contacts with such agencies ...

ersonnel are required to maintain appropriate c...

inagement, regardless of the type of project. Inf...

lork as a part of job description. Once a location...

pleted by HR. In conjunction with the inputs fro...

and contractors: are property b...

m is in place to make employees and, where re...

ithout prior verification that an information sec...

tudes on-going security req

Policy: Individuals as well as other entities having app

ponsibility for the asset lifecycl...

Mapped testing or practices

A12.6.1; A18.2.1; A

A12.6.1; A18.2.1: A

A12.6.1; A18.2.1; A,

A.12.1.1; 15013485 _7.5.1; CM-3(1); CM-3(2); SA-8(2...

A12.1.1; A12.7.1; 1013485 _7.5.1; CM-3(1); CM-3(...

A12.1.1; A12.7.1; 1S013485_7.5.1; CM-3(1); CM-3(...

HT_2.a; HT_2.d; HT 2.e; HT 5.c; GMP5_ADX_M1-5....

A.13.1.2; A.13.1.3; SC-7(20); HT_9.ab; HT_9.c; HT_9....

HT_5.a; HT_5.b; HT_S.c; HT_5.d; HT_S.; HT_5.; HT_...

HT_5.a; HT_5.b; HT_5.c; HT_5.d; HT 5.e; HT 5.f; HT ...

SA-3(3); SA-9(1); SA-9(2); SA-9(3); SA-9(4); SA-9(5)...

AC-4(25); AC-7(2); SI-4(3); 11.10(h); AC-19(4); AC-1...

A11.2.6; HT_1y; N171_3.10.6; AC-17(1); SC-T(T); 1.

12.7.0 MISP; A.15.1.2; PS-3(1); PS-3(2); PS-3(3); PS-...

‘GMP5_ADX _55-2.2.5; HT_2.c; HT 5.e; PL-4(1); P5-3(...

AT7.2.1;A.7.2.2; HT 2. HT 2.d; HT 2.e; GMP5 4.3....

AT.2.1;A.7.2.2; HT_2.3; HT_2.d; HT_2.c; GMP5_4.3....

11.100); A7.2.1; A.7.2.2; A16.1.6; AT-2(1); AT-2(2);...

A7.2.3; A7.3.1; CLD.8.1.5; AC-2(12); AC-3(14); PS-4...

A.8.2.3; A.11.2.5; A.11.2.6; CLD.8.1.5; CM-8(7); CP-2...

A.8.2.3; A.11.2.5; A.11.2.6; CLD.8.1.5; CM-8(7); CP-2...

©Copyright EnterpriseGRC Solutions, Inc. Robin Basham, M.Ed., M.IT, CISSP, CISA, ITSM, CGEIT, CRISC, Master ACC, CRP, VRP, HISP - robin@enterprisegrc.com

7.1; A.16.1.4; CA-2(2); CA-9...

7.1; A.16.1.4; CA-2(2); CA-9...

7.1; A.16.1.4; CA-2(2); CA-9...

HT_4.b; HT_6.b; HT_6.d; HT_6.e; HT...

HT_6.d; HT_6.e; HT_6.f; GMP5_ADX 011-4....

Mapping Status
1S027001/27002/27017/217....
15027001/27002/27017/27...
15027001/27002/27017/21...
15027001/27002/27017/21...
1S027001/27002/27017/217....
15027001/27002/27017/27...
15027001/27002/27017/27...
15027001/27002/27017/21...
1S027001/27002/27017/217....
15027001/27002/27017/27...

15027 E‘

ISO/N

27001: 9.2 Nope, that's the audit program. The audit policy

Solutions, Inc.

PIMS Specification ISO/IEC 277... ~

ISO/IEC 27701:2019(E) 5. to ...

ISO/IEC 27701:2019(E) 5.41 Actiof to ...

ISO/IEC 27701:2019(E) 5.41.3 Infofmat...

ISO/IEC 27701:2019(E) 5.945.1 Genfral ...

ISO/IEC 27701:2019(E) 5.995.2 Crealing ...

ISO/IEC 27701:2019(E) 5.95.3 Confol ...

I1SO/IEC 27018:2019(E) 5. 91 Policid for...

ISO/IEC 27018:2019(E) 5.2 Reviey

ISO/IEC 27018:2019(E) 6.1 Inforr|

ISO/IEC 27018:2019(E) (E)

EC 27001/02117/1

Controls Mapping

would be part of Policies C.5.2

ISO/N

ISO/N

ISO/N

ISO/N

ISO/N

ISO/N

1502700

ISO/NIST/LSHC up to date

ISO/NIST/LSHC up to date

ISO/NIST/LSHC up to date

ISO/NIST/LSHC up to date

2700;
27018: 18.2.1 addi

27001: A.18.21
27002: A.18.21

27001: A18.2.1
8.2.1
nal guidance

27001: A.18.2.2
27002: 18.2.2

27001: A.18.2.3

ISO/IEC 27018:2019(Q) 7.2.3 Rsciplinar...

ISO/IEC 27018:2019(Q) 7.3

ISO/IEC 27018:20

ISO/IEC 27018:2019(E) 8 Asset manag...

©

Policies Standards

Code »f Condr ct Polic

CAPA Log For

; CAPA

Docufnent Mallageme

Doculrent Ma ageme

Doculrent Ma ageme

Acceg fable Us | Palicy;

Inforthation Sfcurity a

Code »f Condu ct Polic

life Cyd

Mana¢

Gap Level Addenda

Missing
specification(s) in
150s:
Requirement of ‘at
least annually’ in las
sentence
Missing

Partial Gap

specification(s) in
Partial Gap  150s:

Terms ‘audtt and

assnrancs’ and ‘at

No Gap NIA

Code of Conduct Polic

Access and Administrz

Asset Management SC

Asset Management St




Data Architectures are distinct: Controls Overlay — Example: DSP-13 Sub-Processing

EnterpriseGRC

Editi + |(‘A)ntrﬂ| Il + | Detail Num - Test_ID -

ISOfIEC|C6.1

27001:2
3

Detail Control Description (UCF) =
1502701_C6.1.1/1502701_C6.1.1 6.1.1 General

General When planning for the information security management system, the organization shall consider the issues referred ta in 4.1 and the
requirements referred to in 4.2 and determine the risks and opportunities that need to be addressed to:

I1SOfIEC C6.1

27001:2
013 €

I1SO/IEC|C.6.1

270012
013 €

I1SOfIEC|C7.5

270012
[UEE

ata Security & Privacy Lifecycle
Management

27002:2
013 ¢

a) ensure the information security and privacy management system can achieve its intended outcome(s
b) prevent, or reduce, undesired effects in the processing of Pl; and
) achieve continual improvement.
The organization shall plan:
d) actions to address these risks and opportunities; and how to integrate and implement the actions into its information security and privacy
management system processes; and evaluate the effectiveness of these actions
&) apply the information security and privacy risk assessment process to identify risks associated with the loss of confidentiality, integrity,
and availability, within the scope of the PIMS
f1 apolv a privacy risk assessment orocess to identifv risks related 1o the orocessing of PII. within the scooe of the PIMS
01_C6.1.2 6.1.2 Information security risk assessment
ion The hall define and apply an information security risk assessment process that:
risk @) establishes and maintains information security risk criteria that include:

1) the risk acceptance criteria; and
2) criteria for performing information security risk assessments;

b} ensures that repeated information security risk assessments produce consistent, valid, and comparable results;

<) identifies the information security risks:
1 The ization shail apply the I security risk. process to identify risks with the loss
intearitv. and availabilitv. within the scope of the PIMS.
1502701_C6.1.3 1S02701_C5.1.3  6.L3 Information security risk treatment
Informatifn The organization shall define and apply information security and privacy risktreatment process to:
security rigk a) select appropriate information security risk treatment options, taking account of the risk assessment results;
treatmen b) determine all controls that are necessary to implement the information security risk treatment option(s) chosen;
NOTE Organizations can design controls as required, or identify them from any source.

bj shail be compared with the controis in Annex A and/or Annex B and 1SO/IEC 27001:2015, Annex A to verify that no necessary co\rols have been
omitted.

When assessing the appiicability of control objectives and controis from 1SO/IEC 27001:2013 Annex A for the treatment of risks, the sontrol
objectives, and controls shall be considered in the context of both risks to information security as weil os risks reioted to the processiyg of Pil,
including risks to PIl principals.

) compare the controls determined in 6.1.3 b} above with those in Annex A and verify that no necessary controls have been omitted;

NOTE 1 Annex A contains a comorehensive list of control obiectives and controls. Users of this International Standard are directed to AnnelA to
1502701_C7.5.1 150201 C7.5.1  7.5.1 General - Documented information

The ion's infor ecurity and privacy system shall include:
umented a) documented infarmation reguired by this International Standard; and
ormation b) documented information determined by the organization as being necessary for the effectiveness of theprivacy information management
system (PIMS).

NOTE The extent of documented information for aprivacy information management system (PIMS) can differ from one organization to ancther
due ta:

1) the size of the organization and its type of activif
2) the complexity of processes and their interactior

2 tha ramnatanra of nareane

ies, processes, products, and services;
; and

Define, implement and
evaluate processes,
procedures and technical
measures for the transfer and
DSP-13  sub-processing of personal
data within the service supply
chain, according to any
applicable laws and
regulations.

Personal Data Sub-
processing

No Mapping

securityroles  through the rion Asset Owner a5 detailed in the Computer Operations Narrative and in all distribution and collection of e
user computing assets related to standard operating procedures (SOP) within IT Support. End-user computing is further gover
Acceptable Use Poliy that is istributed a5 2 part of the annual Security AND PRIVACY Awiareness Training (SAT). All Assers 3

Sensitivity, andasslgned orm e et Cvinen (0] Tor Progiy Mmmusmuon De\egallﬂn Development, and:;uppm Respy
annual refresh and communication of 1AQ is determined by Enterprise Compliance (EC) as a function of the integrated audit.
Business Units or supervisory organization, are rﬁpﬂmm\e for communication and managememofassﬂs They are requwed 25 g

information <ecuriy risk management acivities and for acceptance of residual risks are part of the Emerpnse Risk Managem
Security AND PRIVACY Risk Process. These may be with more detailed guidance fof specific sites and
information orocessing facilities. End-user responsibilities for the orotection of assets and for carmving olt Sbecific securitv brocesses are

PIMS Specification 1S0/IEC 27701:2019 - ISO/IEC 27018:2019
1SO/IEC 27701:2019(E) 5.4.1 Actions to address risks and opportunities

5.4.1.1 General

The requirements stated in IS0/IEC 27001:2013, 6.1.1 along with the interpretation

formation Security risk assessment
The requirements stated in ISO/IEC 27001

refinements:
ISO/IEC 27001:201: ]
1) is refined lows:

The orge ion shall apply the information security risk assessment process to
ider risks associated with the loss of confidentiality, integrity, and availability,

in the scope of the PIMS

he oreanization shall 2oolv a orivacy risk assessment orocess to identify risks related
ISO/IEC 27701:2019(E) 5.4.1 Actions to address risks and opportunities

5.4.1.1 General

<blank>

The requirements stated in ISO/IEC 27001:2013, 6.1.1 along with the interpretation

specified in 5.1, apply.

5.4.1.2 Information security risk assessment
The requirements stated in ISO/IEC 27001:2013, 6.1.2 apply with the following

refinements:
1SO/IEC 27001:2013, 6.1.2 ¢)
1) is refined as follows:

The organization shall apply the information security risk assessment process to
identify risks associated with the loss of confidentiality, integrity, and availability,

within the scope of the PIMS

The creanization shall apolv a orivacy risk assessment orocess to identify risks related
1SO/IEC 27701:2019(E) 5.4.1.3 Information security risk treatment
The requirements stated in ISO/IEC 27001:2013, 6.1.3 apply with the following

additions:

ISO/IEC 27001:2013, 6.1.3 c) is refined as follows:

The controls determined in ISO/IEC 27001:2013 6.1.3 b) shall be compared with the

controls in Annex A and/or Annex B and ISO/IEC 270012013, Annex A to verify that no
necessary controls have been omitted

When assessing the applicability of control objectives and controls from 1S0/IEC
27001:2013 Annex A for the treatment of risks, the control objectives and controls shall
be considered in the context of both risks to information security as well as risks
related to the processing of PII, including risks to Pl principals

1S0/IEC 27001:2013, 6.1.3 d is refined as follows:

Produce a Statement of Aoolicabilitv that contains:

1SO/IEC 27701:2019(E) 5.5.5.1 General

The requirements stated in ISO/IEC 27001:2013, 7.5.1 along with the interpretation

pecified in 5.1, apply.

15 27018:2019(E) 12.1 Operational procedures and responsibilities
specified in ISO/IEC27002:2013, 12.1 applies,

The oby

Pay special note i
namely:

1SO/IEC 27018:2018(E) 12.3.1 Information backup

The full V4 control specification
Full is missing from CCMv3.0.1 and
Gap has to be used to close the

gap.

Control 6.1.1 and the associated implementation guidance and other informat >
specified in 150/ IEC27002 apply. The following sector-specific guidance also aplies.
Pubiic cioud PIl protection implementation guidance

The pubiic cioud Pli processor should designate a point of contact for use by the
service customer regarding the processing of Pil under the contract.

uired adjustments necessary to key operational

res,

<blank>

<blank>

<blank>

1SO/IEC 27017:2015 (E) Supplemental Guidance

- |Guidance forclo - |Mapped

O/IEC 27017:2015 (E) informa
Eus/\ when responsibilities are determi

Full Gap

Jstomer is accountable for the decision to us

‘according to the roles and responsibilities detes
organization. The cloud service provider is accountoN
of the cloud service agreement. The information secu

ision should be'

<blank> A1261, 41821,
A1271,
CA-2(2),
6(1)
(1),
(1), PM-5(1), IR-
6(2), RA-3(3], RA-
5(4), RA-5{10), SA-
4{2), SA-4{5), SA-
4(9), SA-9(1), SA-
10(1), 5A-11(2), 54
11(7), SA-15(7),
GMPS 625.1.
<blank> A1261,A1B2
A1271,A1614,
CA-2(2), CA-9(1), CM
6(1), CM-7(1, CM-
8{1), CM-8{4), CM-
9(1), PM-5(1), IR-
6(2), RA-5(3], RA-
5(4), RA-5{10), SA-
4{2), SA-4{5), SA-
4{9), SA-{1), SA-
10(1), SA-11(2), SA-
11(7), SA-15(7),
GMP5 625.1.
<blank> A1261,A1821,
A1271,A1614,
CA-2(2), CA-9(1), CM
6(1), CM-7(1, CM-
B(1), CM-8{2), CM-
(1), PM-5{1), IR-
6(2), RA-5(3], RA-
5{4), RA-5{10), SA-
4(2), SA-4(5), SA-
4{9), SA-B{1}, SA-
10(1), SA-11(2), SA-
11(7), SA-15(7),
GMP5 625.1.
<blank> A1213,
15013485_7.5.1, CM-
3(1), CM-3(2), SA-
8{29), 5A-B(32), SA-
15(11), 11.10(K),
EUL1 4.1 VAL,
EU11 4.2 VAL,
EUL1_4.5_VAL,
HT 4.3,
GMP5_4255,
GMP5_4.4.3,
GMP5_ADX_D5-
421 POO3 &

The full V4 control
specification is

missing from the 1SOs
and has to be used to
close the gap.

senvice
ties, the O provider should agree
and document an

Cloud service custom' appropriate
information security stated as part  allocation of
plementation and provisioning should

be made according to the roles and responsibilities determined within the cloud senvice provider's roles and

organization,
Ambiguity in roles and in the definition and allocation of responsibilities related to issues such as
adsa awnership, access control, and infrastructure maintenance, can give rise to business or legal
dispiugs, especially when dealing with third parties
Data ant
of the cloud

responsibilities with
its cloud service
customers, its cloud
service providers, and
es on the cloud service provider's systems that are created or modified during the use  its suppliers.
ice can be critical o the secure Gperation. recoverv and continuity of the service

e ———

information security

HT_6.b, HT_6.d,
HT_6.e, HT_61,
GMP5_ADX_O11-
431,
GMP5_ADX_O11-
432,
GMP5_ADX_O11-
433,
GMP5_ADX_O11-
4.14 11.30(3),

7701 621

HT_2.3,Nq 2.d,
HT_2e, HT
GMP5_ADX_
5.3.3, GMPS_ADA
M10-3.22,

GMP5_ADX_02-
443, GMP5_6.12,
GMP5_6.1.4,
15027701 6.3.1
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At issue in

mapping:
Source

Documents
Control ID v.
Enhancement —

Detail IDs
without

meaningful

identifiers
Attributes

added under
certification
conditions, v.
core control

statement
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SP 800-53 Rev. 5

f v

Date Published: September 2020 (includes updates as of Dec. 10, 2020)
Supersedes: SP 800-53 Rev. 5 (09/23/2020,

Planning Note (1/22/2021):

See the Errata (beginning on p. xvii) for a list of updates to the original publication.

New supplemental materials are also available:

The entire security and privacy cont
the SP 800-53B details.

| catalog in spreadsheet format. Note: For a spreadsheet of control baselines, see

Analysis of updates between 800-53 Rev. 5 and Rev. 4 (Updated 1/22/21)

Describes the changes to each control and control enhancement, provides a brief summary of the changes, and
includes an assessment of the significance of the changes. Note that this comparison was authored by
corporation for the Director of Natfonal intelligence (DNI) and s being shared with permission by DNI.

Supports organizations using the privacy controls in Appemdlx J of SP 800-53 Rev. 4 that are transitioning to the
integrated control catalog in Rev. 5.
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Mappings between 800-53 Rev. 5 and other fi
Privacy Framework; ISO/IEC 27001 [updated 1/22/21])

The mappings provide organizations a general indication of SP 800-53 control coverage with respect to other
frameworks and standards. When leveraging the mappings, it is important to consider the intended scope of each
publication and how each publication is used; organizations should not assume equivalency based solely on the
mapping tables because mappings are not always one-to-one and there is a degree of subjectivity inthe mapping
analysis.

dards (NIST Cybersecurity Framework and NIST

Also available:

Security and Privacy Control Collaboration Index Template (Excel & Word)
The collaboration index template supports informatien security and privacy program collaboration to help ensure that
the objectives of both disciplines are met and that risks are appropriately managed. It is an optional tool for information

Security and Privacy Controls for Information Systems and Organizations

DOCUMENTATION

Publication:
(2" sP 800-53 Rev. 5 (DOI)

) EnterpriseGRC

Solutions, Inc.
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Local Download

Supplemental Material:

3 Control Catalog (spreadsheet) (xls)

# Analysis of updates between 800-53 Rev. 5 and
by MITRE Corp for ODNI (xlsJ

_(&5).

Pl Mappings: Cybersecurity Framework and Privacy

Framework fo Rev. 5 (xls)

{W] Mapping: Rev. 5 to 1ISO/IEC 27001 (word)

ﬁ QSCAL Version of Rev. 5 controls (web)

%] Control Collaboration Index Template (xls)
[ Control Collaboration Index Template (word)

i Blog post (web)
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AU-2 AU-3: AU-5; AU-6 AU-T; AU-5 AU-Z: AT24 ATET ATET ATZT
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SAB; SC.2; SC-4; SC.7; SC-5; SC-10; SC-12; SC-13; 5C15; SC-18; 5C-23; 5C-25
support prl

512 51.3; 514, S1-5; A6, AT22 A126 AT42Z; A161

TABLE C-1: ACCESS CONTROL REQUIREMENT MAPPINGS
—

Defense-in-Depth
Protection Strategy

Relevant Security Controls

NIST SP 800-53

Access Enforcement
Duai izati

AU-3(5)

Protection of Audit

¢ PreEEting

Destruction

Duai Autharization for Deletion er

Media Sanitization
Duai izati

A.18.1 Compliance with legal and contractual

A8.2 User access management, AC-3 Access En
Remote Access, AC-18 Wireless Access, AC-20
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NIST SP800 171r2 and 172 add Protection Strategy and Mapped Meta Data
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NIST 800-171 12

NIST 800-171 12

v

Mapping...

NIST800-53...

Risk Drivers ~

Add A.6.1:CA-6 A6.1.1:...

Add A92.1

FIXTHIS - “users” is cri...

Add AC-4(10)

Add A.13.2.1

Add SA-17(7)

Add AS.1.ZAS23AS.

Add A9.23
M-7(2)

Addfc-9; ASfzACTER..

Add JT-4(1PRA(2)PT 4.

NISTRSP) 800-

Addf1241

addfgi2

Add13.2; CAls; 5C-7 A

Addfazar;

addPc1sipdc-154)

Addfa3a

FIX THIS - incifdes the .

This [fn't addrgsed in IS...

Add PL-4{1); PM-20(1)

Add AT2.2: A12.2.0; AT-.

PROTECTION STRATEGY Detail Control Description (UCF)
Basic Security Requirements Limit system access to authorized ..
Cyber Resiiency Survivability (CRS) Employ dual authorization to execute critical or sensitive syste..

Penetration Resistant Architecture (PRA)

Limit system access to the types of transactions and functions .

Derived Security Requirements Control the flow of CUI in accor...

Penetration Resistant Architecture (PRA)

Separate the duties of individuals to reduce the risk of malevol...

Employ [Assignment: organization-defined secure information ..

Restrict access to systems and system components to only thos...

Employ the principle of least privilege, including for specific sec...

Use non-privileged accounts or roles when accessing nonsecuri...

Prevent non-privileged users from executing privileged functio...

Limit unsuccessful logon attempts. DISCUSSION This requirem...

Provide privacy and security notices consistent with applicable ..

Use session lock with pattern-hiding displays to prevent access...

Terminate (automatically) a user session after a defined cond:

Menitor and control remete access sessions. DISCUSSION Rem...

Employ cryptographic mechanisms to protect the confidentialit...

Route remote access via managed access control points. DISCU...

Autherize remote execution of privileged commands and remo.

Autherize wireless access prior to allowing such connections. D...

Protect wireless access using authentication and encryption. Dl...

Control connection of mobile devices. DISCUSSION A mobile d...

Encrypt CUI on mobile devices and mobile computing platform...

Verify and control/limit connections to and use of external syst...

Limit use of portable storage devices on external systems. DISC..

Control CUI posted or processed on publicly accessible system...

AWARENESS AND TRAINING Basic Security Requirements Ensu...

Mapped testing or practices
AB21AB2ZAS12Z AS2TASLE A
AB.1.1; AC-3(2); AU-S(5); CA-6(2); CM-5¢...
AC-2003); AS.21
ASA4.1; A141.2; AC-3(3); AC-3(4); AC-3(T...

A131.3A1327; A141.2 AT413; AC4..

AC-A01); AC-4[G) AC-4(E) AC-4[13) AC4..

AE1.2SATT)

AD1Z AG23; ADA4 ADAS; AC-E(T)

ACE(2): AS23

AC-E(9); AC-B10); CM-TIZ)

A9.42; AC-T(2); AC-7(3]; AC-T(4); AC-H1...

A94.2; PT-4(1); PT-4(2); PT-4(3); PT-3(1); ...

AC-TI(1; ATI2E A1.29

AC-12(3); MA-4(7); A942

AC-7(1); AT241

AC-17(2); AS.1.2

AC-17(3); A13.2.1; CA-3(6); 5C-T(4)

AC-17(43; A13.2.1

AB21ATS AT,

AC-18(1}; AC-18(5); A13.1.2

AB.21; AC-T(2); AC-19(4); AC-19(5); CM-...

AC-19(5)

AT12E A1317; A13.2.0; AC-20(1)

A12.3.1; AC-20(2); AC-20(5)

PL-4{1); PM-20(T)

AT22 A122.1; AT-2(1); AT-2(2); AT-2(3)...

AC-18(1); AC-1...

Mapped testi...

A6.2.1 Mobile device...

A6.1.1 Information s...

AC-20.3 Non-organiz..

A84.1 Information a...

A13.1.3 Segregation ..

AC-4.1 Object Securit...

AE.1.2 Segregation o...

A.81.2 Access to net...

AC-62 Non-privilege...

AC-6.9 Log Use of Pri...

£.9.42 Secure log-on...

£.9.42 Secure log-on...

AC-11.1 PATTERN-HL...

AC-12.3 Timeout War...

AC-17.1 AUTOMATED...

AC-17.2 PROTECTIO...

AC-17.5 MANAGED A

AC-17.4 PRIVILEGED ...

A6.2.1 Mobile device...

AC-15.1 Authenticati..

A.6.2.1 Mabile device...

AC-19.5 Full Device 0...

A11.2.6 Security of e...

A12.3.1 Information ...

PL-4.1 Social Media a...

A.7.2.2 Information s...

Mapped Processes

AB.2 A1 ASZ ASA AL

AB.1; CA-6; CM-5; CP-9 M

AC-20; AS2

A9.4; A1A1; AC-3; AC1T

AC-4 A130;A13.2 A4

AC-4A132

AC-5 AETIEATT

AC-6 AL AD2 A4

AC-6 A2

AC-6; A.9.2; CM-T

AC-T; AS4; AC-9

AC-8 A94; PT-4; PT-5

AC-1T A2

AC-12; MA-4 AS4

ACAT ANZ4

ACAT; ASA

AC-17; A13.2;CA3; SC7

ACIT AN32

AC-18; AG1 A32

AC-18; A131

AB.Z AC-T; SC-18; 5C-25; ..

AC-19

AC-20; AT12; AT AR

AC-20

AC-22; PL4; PM-20

AT-2ATZ AT22
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AUTOMATIC NOTEICATION; MONITOR ACCOUNT USAGE; TELEPHONE NOTIFICATION; EMAIL ALERT

Mapped Processes:Cantrol Objective Mapped testing or practices:Problem Metadata

A.6.2 Mobile devices and teleworking; A.9.1 Busin...

A6.1 Internal organization; CA-6 Authorization; C...  DUAL AL VILEGED COMMANDS; TWO-PERSON CONTROL; RESILIENCY; RESILIENCI

AC-20 Use of External Systems; A.9.2 User access ...  BYOD: EXTE NED; RESTRICTIONS; FORENSIC ANALYSIS; BRING YOUR OWN DEVICE

AS.4 System and application access control; A14..  MANDATOR] INTROL; MAC; MANDATORY ACCESS CONTROL POLICY; LEAST PRIVILEGE; T

AC-4 Information Flow Enforcement; A13.1 Netw...  DISABLE SE CY FILTERS; ENABLE SECURITY POLICY FILTERS

AC-4 Information Flow Enforcement; A13.2 Infor..  SECURITY Al INFORMATION FLOW ENFORCEMENT; METADATA; SECURITY POLICY FILTERS]

AC-5 Separation of Duties; A6.1 Internal organiz..  LEAST PRIV ENCY: RESILIENCE

AC-6 Least Privilege; A.9.1 Business requirements..  EXPLICIT Al N; PERMISSIONS; PRIVILEGES; INTRUSION DETECTION PARAMETERS; RESILI

AC-6 Least Privilege; A.9.2 User access managem...  ROLE-BASEI INTROL; RBAC; PRIVILEGED ACCOUNTS; NON-PRIVILEGED ACCOUNTS; RESI

AC-6 Least Privilege; A.9.2 User access managem...  AUDITING P UNCTIONS; NON-PRIVILEGED USERS; PRIVILEGED FUNCTIONS; SECURITY S,

AC-7 Unsuccessful Logon Attempis; A9.4 System... MOBILE DE ; PURGING; UNSUCCESSFUL LOGON; BIOMETRIC; LOGON ATTEMPT LIMIT;

AC-8 System Use Notification; A.9.4 System and a...  Tailored Col -time Consent; Revocation Revoke Consent; Just-in-time Notice; Privacy Act

AC-11 Device Lock; A.11.2 Equipment SCREEN CONCEALMENT; SESSION LOCK
AC-12 Session Termination; MA-4 Nonlocal Main...  SESSION TERMINATION;; REMOTE DISCONNECT VERIFICATION; REMOTE CONNECTION TERMINATI
AC-17 Remote Access; A12.4 Logging and monit..  AUTOMATED MONITORING; AUTOMATED CONTROL
AC-17 Remote Access; A8.1 Business requiremen...  ENCRYPTION; SESSION CONFIDENTIALITY: SESSION INTEGRITY; SECURITY CATEGORIZATION
AC-17 Remote Access; A13.2 Information transfe..  ACCESS CONTROL POINTS; TRUSTED INTERNET CONNECTIONS; HIGH-VALUE ASSETS; SECONDARY
AC-17 Remote Access; A13.2 Information transfer PRIVILEGED COMMANDS
AC-18 Wireless Access; A6.1 Internal organizatio..  WIRELESS AUTHENTICATION; ENCRYPTION; AUTHORIZED USER; CONFIGURING WIRELESS NETWORH
AC-15 Wireless Access; A13.1 Network security .. WIRELESS AUTHENTICATION; ENCRYPTIOM; WIRELESS TRANSMISSIONS; REDUCE TRANSMISSION P

MOBILE DEVICE; WIPING; PURGING; UNSUCCESSFUL LOGON; UNCLASSIFIED MOBILE DEVICES; CLAS)

ICRYPTION; -2 D ENCRYPTION
AG@: = GIREHQWASSESSMENT;WERNAL

PORTABLE STORAGE DEVICES, RESTRICT; PROHIBIT; Portable

A6.2 Mobile devices and teleworking; AC-7 Unsu...

AC-19 Access Control for Mobile Devices FULL
AC-20 Use of External Systems; A11.2 Equipment...  CON|

AC-20 Use of External Systems evices — Prohibited Use

MEDIA; NETWORK RESTRICTIONS; PUE WIlEITE; Dissemination of Privacy Program Infor

GuuesE SEI\@EM\ NDICATORS; INAPI

AC-22 Publicly Accessible Content; PL-4 Rules of

AT-2 SECURITY AWARENESS TRAINING; A.7.2 Dt




DSP-13 COM A .

DSP-14 No Mapping

[Soctomar of Dafa i Data Security & Privacy Lifecycle

Management

Define, implement and evaluate
processes, procedures and technical
measures for the transfer and sub-
processing of personal data within
the service supply chain, according
to any applicable laws and
regulations.

‘Obtsin authorizstion from data
‘owners, and manage assodated risk
before replicating or using
production data in non-production
environments.

Personal Data Su

CCOM_DSP-13.1 Are
processes, procedures and
tachnical measures
defined, implemented and
evaluated, for the transfer
and sub-processing of
personal data within the
service supply chain, and
according to any
applicable lzws and
regulations?

DSP-13

CCM_D5P-151 Is
authorization obtained
from data owners, and the
associated risk managed ,
before replicating or using
production dsta in non-
production environments?
<br>|s the production
data cleansed or reduced
where possible to limit
risk?

Identify “Why” something maps and expose sufficient scoping attributes to
determine if that control is relevant to a business domain or product.

A151.2; A181.4 CPA(2)
IR-4{10]; IR-6(3); PT-3(1); PT-
(2]; SA-2(1); SA-2(2): 5
2(1) SR-41) HT Sk

HT 95 HT 133 HT 13k
HT_12.n; 15027701_6.12.1;
1502770 _7.2.2:

I1SC2T701_8.5.6; CCT4.11;
OC7A413 0GR 115 PLLLT:
P11

ANZ24AISIL ATELE
CP-4(2): IR-6(3): PT-6(2): SA-

A.15.1.2 Addressing security within supplier agreements; A 18.1.4 Privacy and protection of personally identifisble
information; CP-4.2 Alternate Processing Site; IR-4.10 Supply Thain Coordination IR-6.3 Supply Chain Coondination; PT-
3.1 Data Tagging: PT-6.2 Exemption Rules; 54-9.1 Risk Assessments and Organizational Approvals; SA-0.3 Establish and

Maintain Trust Relationship with Providers; 5I-12.1 Limit Personally Identifiable Information Elements; SR-4.1 Identity; 05k

Addreszing Security in Third Party Agreements; 09.s Information Exchange Policies and Procedures; 13.a Privacy Notice;
13.b Openness and Transparency: 13.n Participation and Redress: 1SO27701_6.12.1 Information security in supplier
relationships; IS027701_7.2.2 Determining information for Pll principals; IS027701_7.3.7 Pll controllers’ obligations to
inform third parties; IS027701_7.3.8 Providing copy of Pll processed; 1I5027701_7.4.2 Limit processing; 1S027701_7.4.4 PII
minimization objectives; IS027701_8.2.1 Customer agreement; 15027701_8.5.3 Records of Pl disclosure to third parties;
I1SOZTT01_2.5.5 Legally binding Pil disclosures; |S027701_8.5.6 Disclosure of subcontractors used to process Pl;

007411 Periodically Evaluates Incidents; CC7.4.13_Application of Sanctions; CC8.1.15_Protects Personal Information:
P1.1.1_Communicates to Data Subjects; P2.1.1_Communicates to Data Subjects

A13.24 Confidentiality or non-disclosure agreements; A.15.1.1 Information security policy for supplier relationships;

""" "Define, implement and
evaluate processes,

procedures and technical

sub-processing of personal

EnterpriseGRC
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A15.1; A1B1; CP-4; IR-4; IR-6; PT-3; PT-& SA-

9; 51-12; SR~4; HT_05.02; HT_09.08; HT_13.01;
HT_13.05; 1S027701_6.12; 1S027701_7.3;
15027701 _7.4; 15027701_8.2; 1SO27701_8.5;
COO74 Q031 P1LY P2

s
The full V4 control specification J

measures for the transfer and No Mabbi Full is missing from CCMy3.0.1 and »
© pping Gap has to be used to close the i

data within the senice supply
chain, according to any

gap.

applicable laws and

AB11AD2Z: A2
AN426:A0430; AT214
PT-4{1); PT-4{2); PT-5(1); PT-
6(1]; SA-3(Z); HT_10.
HT_13.a HT_ 135 HT_13.c
HT_13.go HT_13.h HT_13.0;
HT_13kc HT_13.9:
1SC2T701_6.11.2

1502770 2857 00735
CCTAIE AT PR
P2.2.2: P6.1.2 PETA

regulations.

A1 Information security roles and responsibilities; AD.2.2 User access provisioning: A12.1.4 Separation of
development, testing and operationsl environments; A.14.2.6 Secure development ervironment; A.14.2.1 Protection of
test datz; A18.1.4 Privacy and protection of personally identifiable information; PT-4.1 Tailored Consent; PT-4.2 Just-in-
time Consent; PT-5.1 Just-in-time Notice; PT-6.1 Routine Uses; 5A-3.2 Use of Live or Operational Data; 10.c Control of
Intermal Processing: 13.a Privacy Noticer 13.b Openness and Transparency; 13.c Accounting of Disclosures; 13.g Purpose
Legitimacy: 13.h Purpose Spedfication: 13.i Collection Limitation: 13k Use and Disclosure: 13.q Privacy and Impact

Agsessment: 1S027701_6.11.2 Security in development and support processes; 1S027701_6.11.3 Test dats; 15027701738

Providing copy of Pil processed: 15027701_7.4.1 Limit collection; 1S027701_7.4.2 Limit processing: IS027701_8.2.1
Customer agreement. ISO27701_8.5.7 Engagement of a subcontractor to process Pli; CC7.3.5_Determines Personal
Information Used or Disclosed; OC7.4.13_Application of Sanctions; P1.1.1_Communicates to Data Subjects;
P2.1.1_Communicates to Data Subjects; P3.2.2_Documents Explicit Consent to Retain Information-Docurnentation of
explicit consent for the collection, use, or disclosure of sensitive personal information is retained in accordance with
objectives related to privacy: P6.1.2_Discloses Personal Information Only When Approprister P6.7.1_Identifies Types of
Personal Information and Handling Process

ABT AL AT2T A4 AT43; ATRT; PT-
4: PT-5; PT-G SA-3; HT_10.0Z HT_13.01:
HT_12.03; HT_13.04; HT_13.05: HT_13.07:
1S027701_6.11; 1S027701_7.3; 15027701 _T4;
15027701_82; 15027701 _8.5; 15027018 A 3.1
0073 OC7.4 P11 P21 P32 PEL; PET

©

A.15.1 Information security in supp
Contingency Plan Testing; IR-4 Inci
Proceszing Purposes: PT-6 Systam
Retention; SR-4 Provenance; 05.02
Limitation; ISO27701_6.12 Suppliar
design and privacy by default; 150
and disclosurs; CC7.4 The entity re!
program to understand, contain, re
authorizes, designs, develops or ac
infrastructure. dsta. software. and |
about its privacy; P21 The entity cz
disposal of personal information tc
collection, use, retention

ISOAEC 27018:2019(E) A6.2 Recorc
in supplier relationships; A18.1 Coi
Incident Reporting: PT-6 System of
Retention; SR-4 Provenance; 05.02
Individual Participation; 13.05 Use |
principals: S027701_7 4 Privacy by
|1SO27701_8.5 Pl sharing, transfar, .
documents, tests, approves, and in
objectives. P1.1 The entity provide
available regarding the collection, |
and the consegquences, if any, of ez
personal information to third partis
disclosure to mest the entity’s obje
timaly record of authorized disclos
The entity creates and retains & cor
{including breaches) of personal in
implements 3 process for receiving
and disputes from dats subjects ar

A6.1 Internal organization; A9.2 U
Security in development and supp
requirements; PT-4 Consent; PT-5 |
10.02 Correct Processing in Applic:
Us= Limitation: 13.07 Accountabilit
1S027701_7 3 Obligstions to PIl pri
‘Conditions for collection and proce
Public doud Pll processor's purpos
resulted in a failure of the entity o
such failures.; OC7.4 The entity resg
program to understand, contain, re
provides notice to data subjects ak
«collection, use, retention, disclosun
any, of each chaice. Bxplicit consen
entity communicates the need for :
explicit consent of data subjects, s
to privacy.; PE.7 The entity provide:
the data subjects’ personal informa
privacy.




Example: DSP-13 Output should include supporting content
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CCM_DSP  CCM w2.0 DSP-13 DSP-13.1 Personal Data  Define, implement and evaluate PT-3(1), PT-6(2), SA-  ISO/IEC 27701:2019 £ I1SO/1EC 27701:2019(E) 7.4.4 PIl minimization objectives Full CCWw4 IS0 15027701_7.4.4
Cloud Sub-processing processes, procedures and (1), S4-9(3), 5I- Gap
Security technical measures for the transfer 12(1), SR-4{1), Control
Alliance @ and sub-processing of personal HT_5.k, HT 9.5, The arganization should define and document data minimization cbjectives and what mechanisms (such as de-identification) are used
2021 data within the service supply HT_13.a, HT_13.b, to meet those objectives.
chain. according to anv aoplicable  HT 13.n. Imolementation guidance
CCM_DSP  CCM w40 DSP-13 D5P-13.1 Personal Data Define, implement and evaluate PT-3(1), PT-6(2), SA- TSP 100—2017 Trust Communicates to Data Subjects: Data subjects are informed (a) about the choices available to them with respect to the collection, use,  Full CChwE IS0 P2.1.1
Cloud Sub-processing processes, procedures and 9{1), SA-9(3), SI- Services Criteria and disclosure of personal information and (b) that implicit or explicit consent is required to collect, use, and disclose personal Gap
Security technical measures for the transfer 12(1), SR-4{1), information, unless a law or regulation specifically requires or allows otherwise.
Alliance @ and sub-processing of personal HT_5.k, HT 9.5,
2021 data within the senvice supply HT_13.a, HT_13.b,
chain. according to anv apolicable  HT 13.n.
CCM_DSP  CCM w40 DSP-13 D5P-13.1 Personal Data Define, implement and evaluate PT-3(1), PT-6(2), SA- TSP 100—2017 Trust  Protects Personal Information: The entity protects personal information during system design, development, testing, implementation, Full CCMw4 IS0 CCB.1.15
Cloud Sub-processing processes, procedures and 9(1), SA-9(3), 51- Services Criteria and change processes to meet the entity's objectives related to privacy. Gap
Security technical measures for the transfer 12(1), SR-4{1),
Alliance @ and sub-processing of personal HT_S5.k, HT_9.s,
2021 data within the service supply HT_13.a, HT_13.b,
chain. according to anv apolicable  HT 13.n.
CCM_DSP  CCM w10 DSP-13 D5P-13.1 Personal Data Define, implement and evaluate PT-3(1), PT-6(2), S&- ISO/IEC 27701:201% € ISO/IEC 27701:2018(E) 7.3.7 Pll controllers’ obligations to inform third parties Full CChwE 150 15027701_7.3.7
Cloud Sub-processing processes, procedures and 9(1), 34-9(3), 51- Control Gap
Security technical measures for the transfer 12(1), SR-4{1), The organization should inform third parties with whom Pll has been shared of any modification, withdrawal or objections pertaining to
Define, implement and
evaluate processes,
proceduresfoan: technl(;eal d The full V4 control specification Loz ﬁ'#l Vx.l cc_rrltrol
Data Security & Privacy Lifecycle Personal Data Sub- DSP-13 meba_sures rt eftrans raln No M . Full is missing from CCMv3.0.1 and NoM . Full G spect caftrmn '1 IS0
Management processing ) sub-processing ol persona o iapping Gap has to be used to close the o Napping IEETY Iy R )
data within the semvice supply a and has to be used to
chain, according to any gap- close the gap.
applicable laws and
regulations.
- Seany  technitalmeazures forthe transter 12110, SR-Z1), ™Requir %] e
Alliance @ and sub-processing of personal HT_5.k, HT_S.5, The arganization ensures that communications protection requirements, including the security of exchanges of information, is the
2021 data within the service supply HT_13.a, HT_13.b, subject of policy development (see also 04.a and 04.b) and compliance audits (see 06.g) consistent with relevant legislation.
chain. according to anv aoplicable  HT 13.n. When using electronic communication aoolications or svstems for information exchanege. the followineg items are addressed:
CCM_DSP  CCM w40 DSP-13 D5P-13.1 Personal Data Define, implement and evaluate PT-3(1), PT-6(2), SA- TSP 100—2017 Trust Communicates to Data Subjects: Notice is provided to data subjects regarding the following: Full CCMWw4 150 P1.1.1
Cloud Sub-processing processes, procedures and {1}, SA-9(3), SI- Services Criteria — Purpose for collecting personal information Gap
Security technical measures for the transfer 12(1), SR-4{1), — Choice and consent
Alliance @ and sub-processing of personal HT_5.k, HT 9.5, — Types of personal information collected
2021 data within the service supply HT_13.a, HT_13.b, — Methods of collection (for example, use of cookies or other tracking techniques)
chain. according to anv apolicable  HT 13.n. — Use. retention. and disposal

©Copyright EnterpriseGRC Solutions, Inc. Robin Basham, M.Ed., M.IT, CISSP, CISA, ITSM, CGEIT, CRISC, Master ACC, CRP, VRP, HISP - robin@enterprisegrc.com




How to map

* Have a workplan

* |dentify what domains should map
* [terate

* Finalize

* Negative Map (what should have
but didn’t)

* Map the Missing
° QA

e Communicate

EnterpriseGRC (€

Soluhons Inc.

Things

Configuration

Rules

Controls

1 Rl - sox
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Mapping Plan —> Records need sufficient legal rights to put

into a searchable system.

imunicates

P&.1.1_Communicates Privacy P'Text Emm" o
Parties
PE.1.2_Discloses Personal Inforr [Search

ru Paliries tn

Annronriate 1 (Select All}
PE.1.3_Discloses Personal Inforr CCM w40 Cloud Security Alliance & 2021
Annronriate Third Parties HITRUST CSF v@

P&.1.4_Dizcloses Information to
Purnn=ze=z and llzes a
P&.2.1_Creates and Retains Rect
Nisrln=ires a
P&.3.1_Creates and Retains Rect
Rennrted Linautharized Disclnso
P&.4.1_Dizcloses Personal Inforr
Annranriate Third Parties 4
P&.4.2_Remediates Misuse of Pe
b A Third Party =
P&.5.1_Remediates Misuse of Pel
b A Third Party

ISO/IEC 27001:2013 €
ISO/IEC 27002:2013 €
ISO/IEC 27017:2015 € 27002 for cloud servi
ISO/IEC 27701:2019 €

NIST 200-171 12

NIST 200-172

NIST 200-53 15

PCIDSS V32,1 Copyright © 2012 VISA
TSP 100—2017 Trust Services Criteria

Reports Actual or

Control
Tests
Name

Communicates Privacy Policies to Third
Parties: Privarv nnliries nr nther snerific
Dizcloses Personal Information Only When
Anporonriate: Perznnal infarmatinn is
pzes Personal Information Only to

iste Third Parties: Persnnal
ormation to Third Parties for New
andllses- Persnnal infnrmatinn is
€z and Retains Record of Authorized
nNifrinsures: The entity rreates and i

Creates and Retains Record of Detected or
Rennrted Linautharized Nisrlnsures: The
Dizcloses Personal Information Only to
Annronriate Third Parties: Persnnal
Remediates Mizuse of Personal Information by
A Third Party - Th ial artinn

Remediates Mizuse of Personal Information by
A Third Partw The entitu takes remedial artinn

PE.5.2_Reports Actual or Suspected Unauthorized TSP P65 PE.5.2 Reports Actuzl or Suspected Unauthorized
Nisrln=ires 100—20 Susnerted Nisrlnsires: A nroc; i fnr ini
P&.6.1_Remediates Misuse of Personal Information TSP PE.& PE.6.1 Remediates Remediates Mizuse of Personal Information by
b A Third Party 100—20 Misuze nf A Third Partw The entitu takes remedial artinn
P6.6.2_Provides Notice of Breaches and Incidents TSP P&.6 P6.6.2 Provides Notice of Provides Notice of Breaches and Incidents:
100—20 Rrearhez and The entity haz 3 nrnress far nntire nf
P&.7.1_ldentifies Types of Personal Information and TSP PE.7 PE.7.1 Identifies Types of Identifies Types of Personal Information and
Handlinz Procass 100—20 Parznnal Handlins Process: The tunes of nersanal
P&.7.2_Captures, ldentifies, and Communicates TP PE.7 P&.7.2 Captures, Captures, ldentifies, and Communicates
Renuests for Infarmatinn 100—20 Identifies and far Infnrmatinn: foran
P7.1.1_Ensures Accuracy and Completeness of TSP P71 P7.1.1 Ensures Accuracy Ensures Accuracy and Completeness of
Perznnal Infarmatinn 100—20 and Perznnal Infarmatinn- Persnnal infarmatinn is
P7.1.2_Ensures Relevance of Personal Information TP F7.1 P7.1.2 Ensures Enzures Relevance of Personal Information:
100—20 Relevance of i inn iz the
P8.1.1_Communicates to Data Subjects TP P21 P8.1.1 Communicatesto Communicates to Data Subjects: Data
100—20 Mata Suhisrts: =uhierts are infarmed ahout how to rontarct
P8.1.2_/ Inquiries, Ci and TSP PE.1 P8.1.2  Addresses Inquiries, C ints, and
Misnutes 100—20 i i s inimal Rt \
P8.1.3_Documents and Communicates Dispute TP P21 P8.1.3 D§cumentsand Documents and Communicates Dispute b
Resnlurinn and Rernurse 100—20 Iy’ irates i Recnurse: Farchr intis
PS.1.4_Documents and Reports Compliance Review TSP P81 P3.14 |D i Baui /
Results 100—20 Rennrts Results: Comnlianre with nhiertives related
P2.1.5_Documents and Reports Instances of TSP F3.1 P2.1.5 Documentsand Documents and Reports Instances of
Nanramnliance 100—20 Rennrts Instanres Nanramnliance: Instances nf noncomnliance.
P8.1.6_Performs Ongoing Monitoring TP P21 P8.1.6 Performs Ongoing Performs Ongoing Monitoring: Ongoing
100—20 Manitarine: nraredures are nerfarmed far monitorins the
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Control ID ControlID Control ID Control D Control ID Control ID Control ID Control ID Control ID Control ID Control ID Control ID ControlID Control ID Control D Control ID
1 2 3 4 5 ] 7 ] 9 10 11 12 13 14 15 16

= Green Go — each test should be scoped by relevancy
and then applied to all target framework items. If you
assign it, you need a scoping flag to UNASSIGN it.

= Blue Plan— At first iteration, make sure you’ve got at
least some coverage for each related framework.
Second, third and fourth iterations consider what we
missed

= Red Flag — you don’t have the right to extract the data.
Your organization has to own a license. You can’t share
or publish derivative work. The framework is another
organization’s property. (HITRUST, 1SO)

a soc| o 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
a ITRUS 0 [ 0 [ 0 [ 0 [ [ [ [ [ 0 [ [ 0
a o200 o [WANN o [ o WA o o o o o [N o o0

a 7117 0 [ [ [ 0 [ 0 [ [ [ [ [ [ [ [ [
a pCI| 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
a 53rs| o 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
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?? Robin Basham (robin@enterprisegrc.com) is signed i
E E r|pol
Editionor | 3| £ | icy | CSA Test language - pre adoption/ CSA edits Unified Testing Map:Test_ID
So-celZ”i”j Client ID Control Objecti Control Objective Description B]ﬁ open Unified Testing Map ™ | (to review the details of each mapped item see the All Mapping Tab) '~ lified Universe
LIV EI , 'CEK-01 Encryption and Encryption and Key Management Policy and A '_" OOCIMENT, SPRTovE, CCM_CEK-1.1 A re cryptography, A10.11,A1012 41321, C.5.2 Policy; C.8.3 Information security risk treatment; A.10.1 Cryptographic controls; A.13.2 Information A.13.2; A18.1;
S é Key Management Policy  Procedures E?TTL_J?_'EHE’ af}_pl_v: ?v_a_l_u_a_tf .a_ T‘__ encryption and key management Al13.22 A1813 A1815, transfer; A.18.1 Compliance with legal and contractual requirements; 15027701_6.5 Asset 15027701_6.5;
< . CEK-02 CEK Roles and CEK Roles and Responsibilities :::::;::iaonn an;::r:::;;‘;ﬁ;iigﬁs CCM_CEK-2.1 Are cryptography, A8.21,A823 41011 A1012, AB2Information classification; A.8.2 User access management; A.10.1 Cryptographic controls; A.13.1  A13.1 A13.2;
8 Responsibilities - | |encryption and key management roles  A13.1.3,A13.21 A18.13, Network security management; A.13.2 Information transfer; A.18.1 Compliance with legal and A18.1; CLD.6.3
| . _ |C protection To aatar CCM_CEK-3.1 Are data at-rest and in- £621 A831 A1011, A1012, A62Mobile devices and teleworking; A.8.3 Media handling: A.10.1 Cryptographic controls; A.13.2 Al13.2;A181;
g g CEK-03 DataEncryption Data Encryption using transit cryptographically protected using A13.2.1,A14.1.2, A.14.1.3, Information transfer; A.14.1 Security requirements of information systems; A.18.1 Compliance with Al81; AC-19;
[ ) e o o et e "’ " . . &
o < CEK-04 Encryption Encryption Algorithm Slgomnms t”a; are || |ccm_cek-2.1 are appropriate encryption  A.8.2.1, A83.3,A10.11, A10.12, AS.2 Information classification; A.8.3 Media handling; A.10.1 Cryptographic controls; A14.1 Security  Al4.1; A181;
3|y Algorithm ! 1| algorithms used for data protection, Al1412 A1413 A1B13, requirements of information systems; A.18.1 Compliance with legal and contractual requirements; SA- 3C-12; 5C-28;
S . CEK-05 Encryption Change Encryption Change Management management procedure, to CCM_CEK-5.1 Are standard change ABZ21,A1012 A1212 414232, AER2Information classification; A.10.1 Cryptographic controls; A.12.1 Operational procedures and Al4.2; A1R.D;
N 8 & Management e . || |management procedures established to A18.13, 1SO27701 6.7.1, responsibilities; A.14.2 Security in development and support processes; A.18.1 Compliance with legal 13027701_6.1]
LLnvEY <! CEK-06 Encryption Change . . i WISNSgS SN adbptL tanses o CCM_CEK-6.1 Are changes to cryptography- A.8.2.1, A.10.1.2, A12.12, A1422, C.6.1 Actions to address risks & opportunities; A.6.1 Internal organization; A.10.1 Cryptographic Al21AL3Z;
Cloud S ¥ cost Benefit Analysis Encryption Change Cost Benefit Analysis ption- a_[1_d key , encryption- and key management- A18.13, 1S027701_6.7.1, controls; 4.12.1 Operational procedures and responsibilities; 4.13.2 Information transfer; A.14.2 A14.2; HT_09.
crous EI - CEK-07 Encryption Risk Encryption Risk Management and key management risk pT;;:::l:I:hnat _CCM_CEK—?.l Is a cryptographic, AB.15, A1011, A10.12, 41813, AG.1Internal organization; A.10.1 Cryptographic controls; A.18.1 Compliance with legal and 15027701_6.7;
o 8 8 Management S e encryption and key management risk 15027701_6.7.1, 15027701_6.11.1, contractual requirements; IS027701_6.7 Cryptography; CM-3 Configuration Change Control; SA-9 3; SA-9; SC-B; 3
LRV &' . CEK-08 CSCKey - =S MUst proviae tl?e Capaniimy Tor T CCM_CEK-B.1 Are CSC's provided the A1012,41512 41513, A.10.1 Cryptographic controls; A.15.1 Information security in supplier relationships; CLD.6.3 CLD.6.3; CLD.1.
Cloud =] E Management Capability C5CKey Management Capability Glste managf theirown data | |capabilityto manage their own data ClD.6.3.1, CLD.12.15, CA-B{2), CP-  Relationship between cloud service customer and cloud service provider; CLD.12.1 Operational CCPA2018-T12:
o 5 . CEK-09 Encryption and Encryption and key Management Audit <ystems pohc?;::::zt:c:;::::i:ta CCM_CEK-9.1 Are encryption and key CCPA12.1.4 1798.140(d), 2.3.0 A.10.1 Cryptographic controls; A.12.7 Information systems audit considerations; A.18.2 Information Al8.2;C9.2;
N 8 8 Key Management Audit CYRTETIR, POTEIES, anE proteRsEs M management systems, policies, and BMSN, 3.6.5 PCD, 3.6.6 PCD, security reviews; C.9.2 Internal audit; 15027701_6.7 Cryptography; N171_3.14 System and Information 13027701 _6.7;
LLnvEY [ ) . E:EHEI'EEE LIYPTOBTapRIc KEYs USing | CCM_CEK-10.1 Are cryptographic keys A10.11,A10.1.2 A18.1.5 HT_6.d, A.10.1 Cryptographic controls; A.18.1 Compliance with legal and contractual requirements; SA-10 10; 5C-12; 5C-2
EI_DUG g é CEK-10 Key Generation Key Generation indu being generated using industry 3.6.1PCD, 3.6.6 PCD, N171_3.13.11, Developer Configuration Management; 5C-12 Cryptographic Key Establishment and Management; SC-  7; N171_3.14;
L = g i - T CCM_CEK-11.1 Are cryptographic secret A9.24 A931 41011, A1012, A92 Useraccess management; A 10.1 Cryptographic controls; 10.03 Cryptographic Controls; 3_PCD HT_10.03; 3_P{
El_ciuc_’_ = E CEK-11 Key Purpose Key Purpose pr_w_atn? k_Ev‘r:t_ria_t are provisioned for and private keys that are provisioned for A.14.1.3, HT_10.g, 35.2 PCD, 3.6.7  Protect Stored Data; 1A-5 Authenticator Management; SC-12 Cryptographic Key Establishment and 5; 5C-12; CC6.1
LLNTVEL | . i ROTELE CTYPTOSTApNIC Keys N accoraance | eoyy cek12.1 Are cryptographic keys A10.11,A.10.1.2, A12.4.1, £.10.1 Cryptographic controls; A.12.4 Logging and monitering; 15027701_6.7 Cryptography; N171_3.5 15027701_6.7;
EIDUd_‘_ g é CEK-12 Key Rotation Key Rotation \_mtlh tJhE calcu_lated irvptope_r:odj thh rotated based on a cryptoperiod 15027701_6.7.1, N172_3.5.2e, Identification and Authentication; 5_MVMP Develop and Maintain Secure Systems and Applications.; MN171_3.5;6_N
LLmuRL | . _ UETINE, IMETEmeEnt aha svailate T |ccm_cek-13.1 Are cryptographic keys 11.300(b}, A.10.1.1, A.10.1.2, Sec. 11.300 Controls for identification codes/passwords; A.10.1 Cryptographic controls; A.11.2 A10.1; A112;
El_ciu':_j‘_ g é CEK-13 Key Revocation Key Revocation processes, procedures and technical revoked and removed priorto the end of A1127,A1212 A1513, Equipment; A.12.1 Operational procedures and responsibilities; A.15.1 Information security in Al121;A151;
LRRTVEY . . _ _ || |ccm_cex-12.1 Are Processes, procedures A212, A10.13, A1127,A 1813, A1 Responsibility for assets; A 10.1 Cryptographic controls; A11.2 Equipment; A-18.1 Compliance A1B.1; CLD.12
El_ciuc_’_ § é CEK-14 Key Destruction Key Destruction ?_r?f?_‘r‘_'r_'?ir'_]r?‘f‘fﬂfﬁ_s’_init_frln":al and technical measures to destroy keys  CLD.12.1.5, HT_10.g, 3.6.5 PCD, with legal and contractual requirements; CLD.12.1 Operational procedures and responsibilities; 1003 HT_10.03; 3_P¥
LLITVELD 1, L o LETINE, IMPIEMENT SR evaltiat T CCM_CEK-15.1 Are Processes, procedures  A10.1.2, A14132 41815, A.10.1 Cryptographic controls; A.12.1 Operational procedures and responsibilities; A.14.1 Security Al4l; ARG
El_ciu[_!‘_ g é CEK-15 Key Activation Key Activation processes, procedures, and technical and technical measures to create keys  CLD.12.15, AC-3(8), 1A-5(2), SA- requirements of information systems; A.18.1 Compliance with legal and contractual requirements;  CLD.12.1; HT_1
LLnMvay S g ) . . | CCM_CEK-16.1 Are Processes, procedures  A10.1.1, A10.1.2, A.14.1.2, CM- A.10.1 Cryptographic controls; A.14.1 Security requirements of information systems; CM-3 Configuration MP-6; HT_06.0)
E:I_ciu':_"_ g é CEK-16 Key Suspension Key Suspension ?_rf?%?f‘frfc_e_dffsi_TE _FE_{_'FTIEEI and technical measures to monitor, 3(6), MP-6{1), HT_6.d, HT_6.g, Change Control; MP-6 Media Sanitization; 06.01 Compliance with Legal Requirements; 09.06 Network  HT_09.06;
LLITVELD o L. o HETInE, Impiemsnt sha EVEIUEIE- T CCM_CEK-17.1 Are Processes, procedures A101.1, A101.2, 41211, A.10.1 Cryptographic controls; A.12.1 Operational procedures and responsibilities; A.14.1 Security Al41; ALRD;
El_ciuc_’_ § E CEK-17 Key Deactivation  Key Deactivation ?rf?ss?sfrf?iur?_an?t_EfT:_'iaJ_ _ and technical measures to deactivate  A14.1.2, A18.1.5, AC-3(8), 1A-5(2), requirements of information systems; A.18.1 Compliance with legal and contractual requirements;  HT_10.03; 3_P
LLITVELD 1, . ) LETINE, IMPIEMENt ang Syailiate T CCM_CEK-18.1 Are Processes, procedures  A10.1.2, 413232 41477, A.10.1 Cryptographic controls; A.13.2 Information transfer; 4.14.2 Security in development and support  A14.2; A18.1;
El_ciu[_!‘_ g é CEK-18 Key Archival Key Archival ?_r?f?ﬁ'r_'?s’frie_d_uf?s_’_Tf_ E?clr_.'ii_cal and technical measures to manage A1B.1.3, SA-15(11), SC-12(1), processes; A.18.1 Compliance with legal and contractual requirements; 54-15 Development Process,  15; 5C-12; HT_
LLMEEY | . i DENINE, IMpIEMENT and evaltiate |1 |cem_cek-19.1 Are Processes, procedures  A.10.1.2, A.11.2.7, A.18.1.3, A.8.3 Media handling; A.10.1 Cryptographic controls; A.11.2 Equipment; A.18.1 Compliance with legal  A.18.1;
El_ciu':_"_ g E CEK-19 Key Compromise ey Compromise ?_r?f??:ff’fr_?f?d_tiff’_ T_d_t_efr:”l'c_a!_ and technical measures to encrypt 15027701_6.5.3, 5C-12(1), HT_10.g, and contractual requirements; 15027701_6.5 Asset management; SC-12 Cryptographic Key 15027701_6.5;
LLITVELD o LETINE, IMPIEMENt and evaitiate T CCM_CEK-20.1 Are Processes, procedures  A10.1.2, A18.1.3, SA-9(6), SC-12(1), 4.10.1 Cryptographic controls; A.18.1 Compliance with legal and contractual requirements; SA-9 5C-12; 5C-28; §
EIDUd__ g é CEK-20 Key Recovery Key Recovery processes,‘procedurf an_d Itnfchnical and technical measures to assess the  SC-12(3), SC-28{1), 5I-7(6), HT_6.d, External System Services; SC-12 Cryptographic Key Establishment and Management; 5C-28 Protection of CCPA2018-T14,
LUREY < o CEK-21Key Inventory LETINE, ImpiEment sna EVEIUEIE- T CCM_CEK-21.1 Are Processes, procedures  A10.1.2, A18.13, SA-9(6), 5C-12(1), 4.10.1 Cryptographic controls; A.18.1 Compliance with legal and contractual requirements; SA-S SC-12;5C-28; 3
El_ciu[_!‘_ S é Management Key Inventory Management ?_rf?ﬁsff,:?r?i:deii_u‘r_e_sﬁﬁrjdhlfchnlcal and technical measures being defined,  5C-12{3), 5C-23(5), 5C-28(1), 51- External System Services; SC-12 Cryptographic Key Establishment and Management; 5C-28 Protection of CCPA2018-T14,
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Fa L i -~
Row Labels = CCM_CEK 326 L -
= CCM_ABA 7 4 California Consumer Privacy Act of 2018 5
= HITRUST CSF w9 = HIPAA - HITECH Title 45 C.F.R. § 164 = Data Encryption | to the mapped Test
@1SO/IEC 27001:2013 € =HITRUST CSF v3 = HIPAA - HITECH Title 45 C.F.R. § 164
®ISO/IEC 27002:2013 € 2I1SO/IEC 27002:2013 € = Access Control: § 164.312(a)(2)(iv)
®CEK-01
®1SOfIEC 27701:2019 € b = HITRUST CSF vo
@ NIST 800-171 r2 . .
o NIST 80053 15 =CEK-03 ©06.01 C with Legal Reg
800 = Data Encryption 09,08 Exchange of Information

= PCl DSS V3.2 Copyright ® 2016 VISA
= TSP 100— 2017 Trust Services Criteria
= CCM_AIS

= HITRUST CSF v9

=ISOfIEC 27001:2013 €

= ISOfIEC 27002:2013 €

=1SOfIEC 27017:2015 € 27002 for cloud services
®ISOfIEC 27701:2019 €

= NIST 800-171 r2

= NIST 800-172

® NIST 800-53 15

NRNI"V'F‘I"N

s

-

A.10.1.1 Policy on the use of cryptographic controls
A.10.1.2 Key management

A.13.2.1 Information transfer policies and procedures

A14.1.2 Securing application services on public networks
A14.1.3 Protecting application services transactions

A.18.1.1 Identification of applicable legislation and contractual 1
A.18.1.2 Intellectual property rights

A.18.1.3 Protection of records

A18.14 Privacy and protection of personally identifiable informa
A18.1.5 Regulation of cryptographic controls

A6.2.1 Mobile device policy

A.B.3.1 Management of removable media

10
= PCI DSS V3.2 Copyright ® 2016 VISA 3 wCEK02
= TSP 100— 2017 Trust Services Criteria i PEEOS
© CEK-06
= CCM_BCR 29|
— ®CEK-07
@ HITRUST CSF v9 2| 1 CEK-08
=ISOfIEC 27001:2013 € 2 CEK-09
= 1SOfIEC 27002:2013 € pa = Encryption and Key Management Audit
=1SOfIEC 27017:2015 € 27002 for cloud services A10.1.2 Key management
®ISOfIEC 27701:2019 € A.12.7.1 Information systems audit controls
= NIST B00-171 r2 A18.2.1 Independent review of information security
= NIST 800-172 A.18.2.2 Compliance with security policies and standards
NIST 800-53 15 nf  TEw
- . @ CEK-11
= PCl DSS V3.2 Copyright ® 2016 VISA 3 ©CEK-12
= TSP 100—2017 Trust Services Criteria 5{ = CEK-13
= CCM_ccc 27 = Key
= HITRUST CSF v9 A.10.11 Policy on the use of cryptographic controls.
= ISO/IEC 27001:2013 € A10.1.2 Key management
= 1SO/IEC 27002:2013 € A.11.2.7 Secure disposal or re-use of equipment
Al212¢Ch it
@ISO/IEC 27701:2019 € anee mensgsment |
A.15.1.3 Information and communication technology supply chair
@ NIST B00-171 r2 2| S CEK-14
= MNIST 800-172 -
= NIST B00-53 15 =CEK-16
= PCI D58 V3.2 Copyright @ 2016 VISA = Key Suspension

= TSP 100—2017 Trust Services Criteria
= OCM_CEK.

g!!&\i

@ California Consumer Privacy Act of 2018
@ HIPAA - HITECH Title 45 C.F.R. § 164

= HITRUST CSF v

®ISOfIEC 27002:2013 €

@ ISOfIEC 27017:2015 € 27002 for cloud services
=ISOfIEC 27701:2019 €

= NIST 800-171 r2

@ NIST B00-172

= NIST B0O0-53 15

% PCI DSS V3.2 Copyright ©® 2016 VISA

= Title 21 CFR Part 11

= TSP 100—2017 Trust Services Criteria

o w

Grand Total

A.10.1.1 Policy on the use of cryptographic controls
A10.1.2 Key management
A14.1.2 Securing application services on public networks
®CEK-17
®CEK-18
®CEK-19
®CEK-20
®CEK-21
®1SO/IEC 27017:2015 € 27002 for cloud services
®1SO/IEC 27701:2019 €
MIST 800-171 r2
= NIST 800-172
= NIST 800-53 r5
@ Pl DSS V3.2 Copyright © 2016 VISA
@Title 21 CFR Part 11
=TSP 100—2017 Trust Services Criteria

©09.09 Electronic Commerce Services
=1S0/IEC 27002:2013 €
= A.10.1 Cryptographic controls
#A.13.2 Information transfer
®A.14.1 Security requirements of information systems
=A.18.1 Compliance with legal and contractual requirements
= A.6.2 Mobile devices and teleworking
=A.8.3 Media handling
=1SO/IEC 27018:2019 €

@ISO/IEC 27018:2019(E) A.11.13 Access to data on pre-used data storage space

=ISO/IEC 27701:2019 €
= 15027701_6.5 Asset management
®15027701_6.7 Cryptography
=NIST 800-171r2
= N171_3.13 System and Communications Protection
= NIST B0D-53 r5
= AC-19 Access Control for Mobile Devices
wSC-12 Cr ic Key t and it
=5C-28 Protection of Information at Rest
®5l-4 System Monitoring
®5I-7 Software, Firmware, and Information Integrity
=TSP 100—2017 Trust Services Criteria
= CC6.7 The entity restricts the ti issi and

of information to authorized internal an

= Encryption Algorithm

=California Consumer Privacy Act of 2018
14.01 1798.150 (a) Content
= HITRUST CSF v9
=06.01 C with Legal Requi it
=10.02 Correct Processing in Applications
10.03 Cryptographic Controls
=1S0/IEC 27002:2013 £
=A,10.1 Cryptographic controls
= AJ4.1 Security requirements of information systems
= A.18.1 Compliance with legal and contractual requirements
#A.8.2 Information classification
= A.8.3 Media handling
=ISO/IEC 27701:2019 €
#=15027701_6.5 Asset management
®15027701_6.7 Cryptography
=NIST 800-171r2
= N171_3.14 System and Information Integrity
= NIST B0D-53 r5

NIET 800-53r5 E—

NI5T200-172 N o

NET800-172 Wl W

NIST 8005315

NIST800-171 r2 I
NIST800-171 r2 E—
HITRUST c5F vo I [

HITRUST CSF v&
HITRUST CSF v&

Title21CFR Part11 B »

150/EC 27701:2015 ¢ I

1SQ/IEC 27001:2013 ¢ EENEE -
IsQyIEC
150/IEC 27001:201% ¢ I— 1

ISO/IEC 27002:2013 €
ISO/IEC 27701:2019 €

TSP 100—2017 Trust Services Criteria IMEEEG—_—_—

PCI DSS V3.2 Copyright © 2016 visA IS
PCI DSS V3.2 Copyright © 2016 Vis: I

TSP 100—2017 Trust Services Criteria
TSP 100—2017 Trust Services Criteria

" 13 20
13 14
|5 1 I
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NIST200-172 HEEE v
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TSP 100—2017 Trust Services Criterla I

PCIDSS V3.2 Copyright @ 2016 VisA —



CCM 4.0 Framework Coverage (especially Data Center, Data EnterpriseGRC @
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Security & Privacy, and Cryptography) is necessary for current
Privacy, Processing and Cloud Cybersecurity Framework Controls

MAPPED TESTING COVERAGE ISO 27001-27002-27017-27701-27018/NIST 800-53R5/NIST 800 171R2-172/PCI DSS V3.2/S0C 2
MAPPED TESTING COVERAGE ISO 27001-27002-27017-27701-27018/NIST 800-53R5/NIST 800 171R2-172/PCl DSS V3.2/50C 2 V2017/HITRUST V9.3 TO CCM 4.0 - CRYPTOGRAPHY

V2017/HITRUST V9.3 TO CCM 4.0 - DATA SECURITY AND PRIVACY LIFECYCLE MANAGEMENT - DSP
12%

CCM_CEK PCI DSS V3.2.1 Copyright © 2018 VISA2
CCM_DSP PCI DSS V3.2.1 Copyright © 2018 VISA2 8%
%

CCM_DSP HITRUST CSF v
16%

CCM_DSP TSP 100—2017 Trust Services Criteria

CCM_CEK TSP 100—2017 Trust Services Criteria
>

CCM_DSP ISO/IEC 27001:2013€
1%

ING'COVERAGE' 150 27001-27002-27017-27701-27018/NIST 800-53R5/NIST 800 171R2-172/PCI D
V2017/HITRUST V9.3 TO CCM 4.0 - DATACENTER SECURITY - DCS

CCM_DCS PCI DSS V3.2.1 Copyright © 2018 VISA2
8%

CCM_DCS HITRUST CspAgf
20%

NIST 800-5315

CCM_CEK ISO/IEC 27002:2013 €
29%

CCM_DSP I50/1EC 27

CCM_CEK 1SO/IEC 27701:2019 €
9%

CCM_DCS NIST 800-53 15 CCM_DCS ISO/IEC 27002:2013 €

20%

Polling

vy,
Question
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lterative steps Client Common Controls EnterpriseGRC ()
* Controls map to Risks o
* Control Selection affects ;laisielf;ﬁ;‘é
designated coverage
* Aggregate mappings influence Assign Gap to Scope Controls
policy requirements Risk Universe to

Treatment Risk

* Adding mapped controls
requires policy validation, that
they exist and that they
include minimum expected Validation Map Policies
statements Policies to Controls

_ , , include
* New policy requires new risk
cycle -> takes 1-2 years to fully

implement Validation

Policies exist




Cybersecurity Risk Management — Tie Categories to Risks EnterpriseGRC @
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Categorizing systems allows us to associate
what they do to the controls they support.
Categorizing Regulatory Requirements permits mmﬁg’iggﬂs'igmm
us to gather all necessary statements for

policy.

Step 1

Step 2
SELECT

MFSSFI'SH Security Controls “
C . . . Security Controls Dispose L
Establishing a single framework and mapping ’\
policies to a common control, sets direction ot B e | 255100

Anagemen

for what we aggregate to its policy. ' ’

Framework
MIST 5P 8D0-37

Implementing the controls through policy T
institutes the low watermark for all Step 5 Implement - L
AUTHORIZE ’
sta keholder. Information System Security Controls
_ . . Step 4
Assessing through policy provides same jnL_Ss‘,f:'ss
documents to different audits. Security Controls

Authorizing by context — by audit & policy

Monitoring provides risk feedback which allow RISK MANAGEMENT FRAMEWORK
us to add or modify to our RMF design. NIST SP800-37
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ceMven Establish, document, approve, CCM_DCS-04.1 Are policies and procedures A8.3.2,A8.3.3,1S027701 6.5.3, A.8.3.2 Disposal of media, A 8.3.3 Physical media transfer, IS027701_6.5.3 Media handling, A8.3,CLD.8.3,5C-  A.8.3 Media handling, CLD.8.1 Responsibility for 15027001/
Cloud DCS-04 Secure Media Secure Media communicate, 2pply, evaluate and for the secure transportation of physical  CLD.8.1.5, MA-3(3), 5C-30(3), CLD.8.1.5 Removal of cloud service customer assets Contral, MA-2.3 Prevent Unauthorized 30, HT_05.01, assets, 5C-30 Concealment and Misdirection, 05.01  27002/270 . 1Will be fully 1Minor impact -
. " Transpertation  maintain pelicies and procedurasfor the media established, documented, HT_S.d, HT_2.m, HT 8.0, HT_3.p,  Removal, SC-30.3 Change Processing and Storage Locations, 05.d Authorization Processfor  HT_08.02, Internal Organization, 02.02 Equipment Security, 17/27701/ . increased hours
Security a Transportation Policy and n - - < - . . - Strengthening 1 1 1 2 2
aliance® B8 = " Palicyand secure transportation of physical mediz. =pproved, communicated, enforced, HT_S.q, HT_9.5, HT_S.u, Information Assets and Facilities, 08.m Removal of Property, 09.0 Manazement of Removable HT_09.07, 09.07 Media Handling, 09.08 Exchange of 27018/HIT —- and some delayin
2001 = E Procedures Braceducas Raviawand undarathe nalici=z and ymlitad A n m At aRR R DEE . M2 220 NaZ1 oo C e en  Masdis 00 o Ditnosol MASHiS 08 olncoosino s CdlinsDecodicos 0o - lnecmosios uT pe oo I atinn AT 2 2 Ae iz Doneo ko s BUST/NIET e 3 delivery
S ;
S a procedures 2t lesst annually. 04.2 Are policies and proceduresforthe  ISACM, 9.6.2 ISACM, 9.6.3 1SACM,  Exchange Policies and Procedures, 09.u Physical Media in Transit, N171 3.8.3Sanitizeor  N171 3.8, 1S027701 6.5 Asset management, 9 ISACM Restrict | 53r5/NISTL 3| 5
— CCM_DCS05.1Isthe classificationand  7.2.2ISACM, 3.6.11SACM, 12.2.0 | A.8.1.1 Inventory of assets, A8.1.2 Ownership of assets, A 8.2 1 Classification of information, A81,A8.2,A9.1, A8.1Responsibility for zssets, A 8.2 Information 15027001/
Cloud - gocumentation of phy=ical and lozical MISP,CC3,2.6,CC3,3.3, 8811 482 2|abellin=cfinformation A9 11 Accass control policy 112 1 Fauipment sitineand _A112 4132 clessification. A 3.1 Business requirements of access 27002/270
; DCS-05 Assets Assets T T =:zets bazed on the organizational A81.2,A482.1,A822A511, protection, A.13.2.1 Information transfer policies and procedures, A.15.1.1 Informztion A15.1,A18.1, cantrel, 4.11.2 Equipment, A.13.2 Informztion 17/27701/ . uncontrollable
Security 4] o s |n=.[a\ assets [e.g., applications) based on Streng " a 1 a4 3 a8
ioncae | 5, 1w Classification Classification the orsanizations! bucinees risk business risk? A11.21,413.2.1,A15.11, security policy for supplier relationships, 4 18.1.3 Protection of records, CLD.8.1.5 Removal  CLD.8.1, HT_01.07, transfer, A.15.1Information security in supplier 27018/HIT ) through project
2071 5 = A18.1.3,CLD.8.15, of cloud service customer assets Control, 1S027701_5.6.2 Information security risk HT_03.01, relationships, A18.1 Compliance with legal and RUST/NIST
o a L1 15027701 5.6.2,1S027701 5.6.3, assessment, |S027701 5.6.3 Information security risk treatment, 1S027701 6.5.2 HT 08.01, contractual requirements, CLD.8 1 Responsibilityfor | 53r5/NISTL 3| 4
—— CCM_DCS-06.1Are all relevant physical  A8.1.1,A8.1.2,A82.2,A11.2.6, AS.11Inventoryof sssets, AB.1.2 Ownershipofassets, A.8.2.2 Labellingof information,  AB.1,A8.2,A11.2, A8.1Responsibility for sssets, A.8.2 Infarmation 15027001/
Clous Catalogand trackall relevant physicsl =nd logical assats locatad st all ofthe £12.1.1,CLD.B.1S, 4.11.2.6 Security of equipment and sssets off-premises, A12.1.1 Documented opersting  A.12.1, CLD.8.1, CM- classification, A.11.2 Equipment, A.12.1 Operstional  27002/270. T
Security v DCS-06 Assets Cataloguing  Assets Cataloguing and logical assets located atall of the CSP’s sites (within a secured system], 1S027701_§.5.2,1S027701_6.5.3, procedures, CLD.8.1.5 Removal of cloud service customer assets Control, IS027701_6.5.2 8 HT_02.04, procedures and responsibilities, CLD.8.1 17/27701/ P . . w0
Mlance® | S = and Tracking and Tracking CSP's sites within = secured system catalogued and tracked? CM-E[1), HT_2.h, HT_5.d,HT_7.3,  Information classification, IS027701_6.5.3 Media handling, CM-8.1 Updates During HT_05.01, Responsibility for assets, CM-8 System Component  27018/HIT ——
2021 E‘ E HT_7.b, HT_2.k HT_3.3,HT 8.q,  Installation and Removal, 02.h Return of Assets, 05.d Authorization Process for Information  HT_07.01, Inventory, 02.04 Termination or Change of RUST/NIST N
o a 1] N171 3.3.2,N171 3.6. Assets snd Facilities, 07.3 Inventory of Assets, 07.b Ownership of Assets, 08.k Security of HT 03.02, Employment, 05.01 Internz| Orgznization, 07.01 S35MISTL 3 5
coMve Implement physical security perimetars. CCM_DCS-07.1 Are physical security A9.11,A1111,41112, 4.9.1.1 Access control policy, #.11.1.1 Physica| security perimeter, A11.1.2 Physicalentry  A8.1,A11.1,4T-3, A9.1Businessrequirements of access control, 4.11.1 15027001/
Cloud to ssfeguard personnel, dats, and perimetersimplemented to safeguard  A11.1.3,A11.15, controls, A 11.1.3 Securing offices, rooms and facilities, A11.1.5 Working in secure areas,  PEG,HT_02.04,  Secureareas, AT-2 ROLE-BASED SECURITY TRAINING, FE- 27002/270
security o DC5-07 Controlled Access  Controlled Access  information systems. Establish physical personnel, data, and information 1S027701_6.8.1, AC-20(4), AT-3(2], 1SD27701_6.8.1 Secure areas, AC-20.4 Network Accessible Storage Devices — Prohibited Use, HT_08.01, & Monitoring Physical Access, 02.04 Terminationor  17/27701/ N . - 5
Miance® | 5, Points Faints security perimeters between the systems?; CCM_DCS-07.2 Are physical PE-2(1), PE-2(2), PE-2(3), PE-3(2), PE- AT-3.2 Physical Security Controls, PE-2.1 Access by Position or Role, PE-2.2 Twe Forms of HT_03.08, Change of Employment, 08.01 Secure Areas, 09.08  27018/HIT
iy ) zdministrative and business areas and security perimeters established between  3(3), PE-3(8), PE-3(5), PE-3(7), PE-  Identification, PE-2.3 Restrict Unescorted Access, PE-3.2 Facility and Systems, PE-3.3 N171338, Exchange of Information, N171_3.8 Media Protection, RUST/NIST
< 2 the dats storage snd processingfacilities | | |the “administrative and business areas” _ 6(1), PE-5(3), PE8(1), FE-8[3), c Guards, PE-3.4 Lockable Casings, PE-3.5 Tamper Protection, PE-3.7 Physical N171 3.10 N171 3.10 Physical Protection, [S027701 6.8 53r5/NIST1
CCM w2, tur | at = o
. - & o
Cloud ity |uri - S CE
Securi . N 4
A;‘””“’csnrm language - pre adoption/ CSA edits mﬁeﬂmmme 1] Mapping |Cur| ty = 5 olabil | Likeli \mpa Facto
iance
2023 open Unified Testing Map. i i details of d item see the All Mapping Tab) i Mappi i ing:Control Objecti Status _|ren|De b g |qr hood r
CCM_AZA-01.1 Are sudit and sssurance  |1S02701_C7.5.3,A.5.1.1,A5.1.2, C.5.2 Policy; C.7.5 Documented information; C.8.2 Internal audit; A.5.1 Management €5.2,C750C%2 cC5.2Policy, C.7.5 Documented information, C.8.2 15027001/ stthe folder
CCM wh. pulmzs procedures and standards AB1.1,A82.1,A12.3.1,A12.6.1, direction for infermation security; A.6.1 Internal organization; A.8.2 Information ABLABLARZ nternal audit, A.5.1 Management direction for 27002/270 4 Largely e where th
Cloud d, doc - . T o _— - - _ v p—— portunity For uncentrollzble ely Matarial ! <write the test i X
! = Material - See evidence is
SeCUMT communicated, applled, evaluated and HT_6.i, HT_13.5, 11.6.0 RMTN, systems audit considerations; S8-4 Acquisition Process; 06.02 Compliance with Security AZT, 5A4; A 2 2 Information classification, A.12.3 Backup, 27018/HIT Improvement through project 3 Costing Impact procedure, the FBC= oy
Al . . - . . . X Rk L ; g Imps commo
m‘:l"“ maintained?; CCM_ARA-D1.2 Are audit and 1S027701_5.2.3, 15027701 5.7.2,  Policies and Standards, and Technical Compliance; 06.03 Information System Audit £.12 6 Technical vulnerability management, A12.7  RUST/NIST actior sintaineds

assurance policies, procedures and €C1.1.1,0C1.1.2, CC1.1.3,CC1.2.1, Considerations; 13.07 Accountability & Auditing; 18027701 5.2 Context of the organization; Information systems audit considerations, SA-4

_WBUs, T
M ve|CCM_ABAD2 1 15 an independent A127.1,A182.1,A18.2.3,CA  C.5.2 Policy; C.7.5 Documented information; C.9.2 Internal sudit; A.12.7 Information systems | ©5-2C7.5/C9.20 ¢ 5 3 Palicy, C.7.5 Documented information, C.9.2 15027001/
Cloug |3ssessment ofits audit and assurance (1), CA-7[1], CA-2(2), CA-2(32) audit considarations; A.12.2 Information security reviews; CA-2 Azsessments; CA-7 AT ALB2 0% ntornal audit, A.12.7 Information systems sudit 27002270 1 Minor impact -
Security| program conducted at leastannually and  HT_S.h, HT_6.i, 15027701_6.12.1, Continuous Monitoring 05.02 Bxternal Parties; 06.03 Information System Audit 2;CATIHT 05.0%;  cqncigerations, A.18.2 Information security reviews,  17/27701f . . g increased hour:
Alliancel accarding to relevant standards? 15027701_6.15.2,11.3.1RMTN,  Considerations; IS027701_6.12 Supplier relationships; IS027701_6.15 Compliance; 11_RMTN HT_08.03; CA-2 Assessments, CA-7 Continuous Monitering, 27018/HIT iy s - and some delay in
0t €C1.2.3,0C1.2.8, CC2.1.5,CC4.1.1, Regularly test security systems and processes.; CC1.2 COSO Principle 2: The board of 15027701 612, og 03 External Parties, 06.02 Information Systam RUST/NIST delivary
canl CC4.1.8 directors demonstrates independence from manasement and exercises oversizht of the 5232_ C}—; 25512_ Audit Considerations, 13027701 6.12 Supplier 53r5/NIST1
Clowy | CCM_A8:4-03 1 Are independant auditand A1271,41614,41812, C5.2 Policy; € 7.5 Documented information; €52 Interns| sudit; 4 12.7 Informstion systems | ©-5-% C7 5,882 £ 6 3 policy, £7.5 Documented informstion, 5.2 15027001/
Sacuriny| 355Urance assessments performed A18.2.2,A18.2.3,AC2(13),AC-  audit considerations; 4.16.1 Management of information security incidents and Al2TALEL Internal audit, A.12.7 Information systems audit 27002270 ) 13, befully 1 Minor impact -
alliance| according to risk-based plans and policies? 3(10), AU-4[1), AU-5[1), AU-5[2), AU- improvements; A 1.1 Compliance with legal and contractual requirements; A.18.2 ALBLALBZL AL concigerations, A.16.1 Management ofinformation  17/27701/ . ! increased hours
2021 5(3), AL-5[4), AU-5(5), AU-E(1], A-  Information security reviews; AC-2 Account Managemant; AC-3 Access Enforcement; AL-4 2 AC-3;AU-4 A-SS cor ity incidents and improvements, A.18.1 27018/HIT - arough project and some delay in
6(3), AU-6(4), AU-6(5), AU-6(6], AU-  Audit Storage Capacity; AU-5 Response to Audit Processing Failures; AL-6 Audit Review, Compliance with legal and contractual requirements, RUST/NIST ! action delivery

EICDMu:“ £[7), AU-6[2), AU-E[3), AU7[1), AU-  Analysis, and Reporting; AU-7 Audit Reduction and Repart Genaration; AU-3 Protection of 2%‘3?{_2”;?”“”' £.18.2 Information security reviews, AC-2 Account  53r5/NIST1
| CCM_A22-04.1 15 compliance verified, with A12.4.2,4127.1,A18.13, AC  A12.4 Logging and manitoring; 4.12.7 Information systems audit considarations; 4 18.1 & C.5.2 Policy, C.7.5 Documented information, C.9.2 15027001/
aiance] 31l relevant standards, regulations, 2[4}, CA-G[1], CM-5[1), 84-11(1), -  Compliance with legal and contractusl requiremants; AC-2 Account Managemant; CAG Plan 4181 ACZCAS,  nee o) audit, 4.12.4 Logging and monitoring, A.12.7  27002/270 1 e fully 1 Minor impact -
2021 |legalicontractual, and statutary 10[1), HT_E.&, HT_G.i, HT_&.j, of Action and Milestones; CM-5 Access Restrictions for Change; 5411 Developer Security CM-5; SA-11;SH10;  nformation systems sudit considerations, A.18.1  17/27701/ mitigated " increased hour:

requirements applicable to the sudit? HT_12.r, HT_13.5, N171_3.2.5, Testing and Evaluation; $1-10 Informztion Input Validation; 06.02 Compliance with Security  11-08.02; Compliance with legal and contractual requirements, 27018/HIT S £h proj 5 and some delay in
CEM 4 N171_3.3.8,N171_3.12.2, Policies and Standards, and Technical C: &; 06.03 Information Systam Audit HT_06.03; AC-2 Account Management, CA-5 Plan of Action and  RUST/MIST ! o delivery
. 15027701 5.2.1,15027701 5.2.2, Considerstions; 13.07 Accountability & Auditing; N171 3.3 Audit and Accountability; HT_13.07; Milestones, CM-5 Access Restrictions for Change, SA-  53r5/NIST1
;’;:;'{‘: CCM_ABA06 115 a risk-based corrective | A1271,A182 3, AU-3{1}, AU-  C9.2 Intarnal audit; A 12 7 Information systems audit considerations; A 18 2 Information | ©-9-5 A12.7; €92 Intarnal audit, & 12 7 Information systems 15027001/

. L, " N \ N N . . - - 41 - AlL3-Alld- . - . N
2021 e f \ . . P f . . = f
(== industry standards. industry standards), implemented and A125 A126 Support, 08.d Protecting As: and Threats, 08.5 Siting acquires, implements, operates, approves, 53r5/NISTL

CCM 4.0 (CCM_DCS-14.1 Are utilities services A1114 41121 411232, A11.14P il i external and threats, A 11.2.1 i itil A111,A112, A11.15ecure areas, A.11.2 Equipment, A17 1 15027001/
Cloud Secure, monitor, maintain, and tast secured, monitored, maintained and £.17.1.3,15027701_6.8.2, CM-3(2), and protection, A.11.2.2 Supporting utilities, A 17.1.3 Verify, review and evaluzte A.17.1,CM-3, MA-4, Information security continuity, CM-3 Configuration  27002/270 3 Moderately 1Minor impact -
Security o DCS-14 Secure Utilities Sacure Utilities utilities services for continual tEHStE‘d Etplanﬂned intervals for continual Ei«—isz\, Tf«—j[f.\,uwﬂ;i.[&\, Ma-4(3), :!furmat\?nje[ul;\i\l[nntmullf‘}(\, L&DZTTD]jEl.‘B.E Eul:lﬁrr;e:tr, CM-i ZTE.Sanf,Valwdit:l::,:r;d :‘,A:? :T:OB 02, Change Control, MA-4 Monlocal Maintenance, MA-E i:fi?:‘gf‘lj SR controllable i increased hc-u.rE- 3 1 1 a 12

A Control area could have a minor finding — however the overall risk raised by that finding could be negligible
Other OFI could reveal a situation that is unmanaged, will occur again in multiple audits, and has potential for customer facing disruptions and loss of revenue.
Risk Management needs to Only Handle It Once — OHIO, but capture all the inputs, players, timing, and necessary resources for improvement

©Copyright EnterpriseGRC Solutions, Inc. Robin Basham, M.Ed., M.IT, CISSP, CISA, ITSM, CGEIT, CRISC, Master ACC, CRP, VRP, HISP - robin@enterprisegrc.com




Are Risks Top Down or
Bottom Up?

= CIS Benchmark, OWASP, MITRE
ATT&CK® controls mapped
according to the distinct
environments used to deliver a
service: should map to NIST 800-
53r5 and ISO27002 which are then
associated to your Cloud
Environment.

= NIST 800-53r5 and 1ISO27002 should
be tagged to each continuously
monitored configuration.

= Control mapping involves how the
requirement is implemented in
policy, practice, contract,
configuration or architecture. The
map may point to a policy, for
example, where this detail needs
explicit statement. This could map
to a CIS, OWASP benchmark that is
specific to an OS or PaaS/laas.

EnterpriseGRC
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Rules run on Environments —> are tagged to controls —> are
interpreted by assessment models
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- ‘
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Security
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Security
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Models
interpret
risk score
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FedRamp
cls

UK Cyber
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Windows 10
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GLB

Firewalls,
Routers,
Switches




Imagine Regulating Federal E-=Commerce Cloud Based Medical Services

Red = Now & Always

Purple = Laws Governing this Sector (Plus Red)
Green = Frameworks Used for LSHC Sector
Blue = Frameworks presumed as part of

Cybersecurity that are also relevant

Eudralex V4
Annex 11

HIPAA-
HITECH CFR
45

21 CFR Part
820

21 CFR Part 11

Industrial Ctrl
Sys. (ICS)

Supervisory Ctrl
Data Acquis.
(SCADA)

Distributed Ctrl
Syst. (DCS)

Programmable
Logic Cont.
(PLC)

ISO/IEC
27701:2019 €
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Score
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CCPA 1798

AICPA SOC 2
2017

PCI DSS
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Copyright ©
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Docker
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If ANY of these practices are not achieved, they NEED TO FACTOR into the RMF

©

Assessment Testing 3 > Cryptography

Test_ID Mapped testi... *~  Mapped testing or practices:Test_ID ~~ Mapped testing or practices:Problem Metadata Risk Drivers Detail Control Description (UCF) Proble... "7~ Mapped Proce... ~~ Mapped Processes:
I I S U ST S ST 8 S St S Vel s D cilac | Sacure Metadata Management: ASYMMETRIC KEYS; NSA-APPROVED; KEY ST T PR AT0.1; AB.2 ASA controk A11.1 Secure a
‘;s(?g: :g;gsg éﬁ rﬁ:?imﬁ:iﬁz;’:;ﬂscsgé;m::g::f 5522:; MANAGEMENT TECHNOLOGY AND PROCESSES; PUBLIC KEY INFRASTRUCTURE: PKI: CLASS Z‘z:::v:: o Protect sensitive data as containers are deployed to ECS clusters. AWS offers solutions out of the box to handle the injection of sensitive data ~ Cryptography AT11 AIZ4 AB2; monitoring: A.6.2 Mobil
g ' ; i 3: CLASS 4: PRIVATE KEY: PUBLIC KEV: CRYPTOGRAPHIC PROTECTION; INFORMATION AT into containers using either AWS Secrets Manager or AWS Systems Manager Parameter Store. These features allow containers to retrieve the A142:A%81 teleworking; A.14.2 Sec:
28(3);: SI-12(2); SA- Cryptographic Keys; S1-12.2 Minimize Personally Identifiable ’ i - ' . leakage and the misuse e - " ore ! )
T2 cea ot i Tetam, Traing, A Resey 241543 Minimize REST; OFF-LINE STORAGE; Protection of Information st Rest | Cryptographic Keys; PRIVACY; - °d° sensitive data from a secure location and inject the plaintext secret value as the container is initially started. support processes: A.18
Bareomaly Hentriat oo 5118 3 Ralesse PERSONALLY IDENTIFIABLE INFORMATION: PIl: DATA MINIMIZATION: Development Process, and contractual require
' Standards, and Tools | Minimize Personally Identifiable Information; PRIVACY: PERSONALLY
IDENTIFIABLE INFORMATICN; Pl
SECURITY ATTRIBUTE QUTPUT; OUTPUT DEVICES; PRIVACY ATTRIBUTE OUTPUT;
UNCLASSIFIED MOBILE DEVICES; CLASSIFIED INFORMATION; INFORMATION REVIEW: Dt stored unencryprad
A18.1.3 Protection of records; AC-16.5 Attribute Displays on Objects  INFORMATION INSPECTION; TRUSTED DISTRIBUTION; MASTER COPY: SECURITY ot Dy o
A18.13; AC-16(5]: AC-  to Be Output; AC-19.4 Restrictions for Classified Information: AU-13.3  CONFIGURATIONS; U.S. GOVERNMENT CONFIGURATION BASELINE; USGCE; FUNCTIONS; T s
T2046 Encrypt | 19(2); AU-13(3): SA-  Unauthorized Replication of Information: SA-4.5 System, Component,  PORTS: PROTOCOLS: SERVICES; SECURITY CHARACTERISTICS: DEVELOPER PROVIDED; AB2 Information classi
datastored in | 4(5): SA-B(20); SA-9(6): and Service Configurations; SA-8.20 Secure Metadata Management:  DEVELOPER; Security and Privacy Engineering Principles | Secure Metadata Management: e necassary to keep DynamaDB encrypts all data stored in tables at rest by default but leave the encryption key up to the administrator. DynamoD8 supports M8 A0 A1 Cryptographic controls;
DynamoDBat | SC-12(3); SC-28(1); SA-0.6 Organization-controlled Cryptographic Keys: SC-12.3 CRYPTOGRAPHIC KEYS; EXCLUSIVE CONTROL: ASYMMETRIC KEVS; NSA-APPROVED; KEY et data protechon | S1ter AWS managed keys or customer-managed keys (CHK) Cryptography P Security requirements o
rest (Amazon | SC-28(2) SC-28(3) SI-  Asymmetric Keys; SC-281 igyptographic Protection: SC-28.2 Offine.  MANAGEMENT TECHNOLOGY AND PROCESSES: PUBLIC KEY INFRASTRUCTURE: PK: CLASS R0 RT PO utiize CiKs gl control over who can use the keys to accass the encrypted data on DynamoDB tables. ' A18.1 Compliance with
DB) 12(2):SA-15(12); S-  Storage: SC-283 Cryptoggfffhic Keys: S1-12.2 Minimize Personally 3: CLASS 4: PRIVATE KEY: PUBLIC KEV: CRYPTOGRAPHIC PROTECTION; INFORMATION AT ° requirements
193) Identifiable Informatig <ting, Training, and Research: SA-1512  REST: OFF-LINE STORAGE: Protection of Information at Rest | Cryptographic Keys: PRIVACY: °“‘b‘,e ° p""' treft
-
is is an example of SecurityCompass
A.10.1.1 Policy on —— e —— — - . : - r
T2048 Utilize | A10.1 ;“”:EZ:‘:”; r“:‘!:; N t"ﬂ:;’:x‘f:;::";fﬂtg; 2Securing  CouBTOGRAPHIC PROTECTION: CRYPTOGRAPHIC MECHANISMS; INTEGRITY: be stolen and misused. A.9.1 Business requirem
client-side FRER o e o T 1813 Protection of ek 4. ac.  IMPLEMENTATION INFORMATION; SECURITY- RELEVANT EXTERNAL SYSTEM INTERFACE: DynamaDB gives you the ability to utilize client-side encryption to help ensure the plaintext data is protected at origin as well as over the A10.1 Cryptographic ¢
encryption for | A14.1 : R CONFIDENTIAL VN TECRTY Usie HIGH- LEVEL DESIGN: LOW-LEVEL DESIGN: SOURCE CODE; HARDWARE SCHEMATICS; It is necessary to keep network. Coptoaraphy A1 AT0.1; AT2S; operational saftware: A.
DynamoDB 17(2): AU-9(3); SA- ENCRYPTION: AU-3.5 CRYPTCGRAPHIC PROTECTION; SA-4.2 Design  DEVELOPER PROVIDED: GEVELGPER: RESILENCE: RESILIENCY, CRYPTOGRAPHIC sensitive data protection  Utilize client-side encryption in DynamoDB, by including a software library with your application that can handle encryption, the signing A13.1: A4 A18 management; A14.1 Se
{Amazon ASITELSHTOS, L tormation for Conrots: -7 5 Coptograpine. | PROTECTION MECHANISMS: RESILIENCY: RESILIENCE: CRYPTOGRAPHY. CRYPTOGRAPHIC of attribute values, and key management. information systems: A,
DB) SK10(5) retemtion 51715 Cone A thentication S1-18.3 Restrit e v MECHANISMS; CRYPTOGRAPHIC AUTHENTICATION: DIGITAL SIGNATURES; RESTRI legal and contractual re
g INPUTS; WHITELISTING: TRUSTED SOURCES; ACCEPTABLE FORMATS; RESILIENCY:
Trusted Sources and Approved Formats f I I . th . . d
SECURITY ATTRIBUTE QUTPUT; OUTPUT DEVICES; PRIVACY ATTRIBUTE OUTPUT; O OWI n g I S g u I a n Ce .
UNCLASSIFIED MOBILE DEVICES; CLASSIFIED INFORMATION; INFORMATION REVIH
A.18.1.2 Protection of records; AC-16.5 Attribute Displays on Objects  INFORMATION INSPECTION; TRUSTED DISTRIBUTION; MASTER COPY; SECURITY
A12.1.3; AC-16(5);: AC-  to Be Output; AC-19.4 Restrictions for Classified Information; AU-13.3  CONFIGURATIONS; U.S. GOVERNMENT CONFIGURATION BASELINE; USGCE; FUNCTIONS; Always utlize strong encryption mechanisms on Aurara instances that handle data that is sensitive in nature. Aurcra encryption is easy to 101 Cryptograhic
e 19(4); AU-13(3); A~ Unauthorized Replication of Information; SA-4.5 System, Component, ~ PORTS; PROTOCOLS; SERVICES; SECURITY CHARACTERISTICS; DEVELOPER PROVIDED; Unencrypted datastoreg | 2bIe vithin the AWS console and ffes the abilty to encrypt the data stored on the Aurora instance's underlying storege flesystem, ciasification, 504 Syet
o s;mﬁ"“ zl‘“ 4(5); SA-8(20); SA-0(6);  and Service Configurations; SA-8.20 Secure Metadata Management;  DEVELOPER; Security and Privacy Engineering Principles | Secure Metadata Management; o automated backups, and snapshots. Aurcra encryption is performed using AES-256 and is protected by the AWS Key Management System A10.1;AB.2 AD4 Pty e
o SC-12(3), SC-28(1); SA-0.6 Organization-controlled Cryptographic Keys: SC-12.3 CRYPTOGRAPHIC KEYS; EXCLUSIVE CONTROL: ASYMMETRIC KEVS; NSA-APPROVED; KEY e renmens ey be (KMS). Cryptography AT11 AZ4 AB2: e A s o
Mm““‘“’““ SC-28(2); SC-28(3); 51~ Asymmetric Keys: SC-28.1 Cryptographic Protection; SC-28.2 Offlne - MANAGEMENT TECHNOLOGY AND PROCESSES; PUBLIC KEY INFRASTRUCTURE PKI; CLASS S TOnmen & ey Al42 Mo A1 sen
12(2):SA-15(12); S-  Storage: SC-283 Cryptographic Keys: SI-12.2 Minimize Personally 3: CLASS 4: PRIVATE KEY: PUBLIC KEV: CRYPTOGRAPHIC PROTECTION; INFORMATION AT Utilize KMS Customer-Managed Keys when possible to give you full control over who can use the keys to access the encrypted data on KMS Spar e
1983) Identifiable Information in Testing, Training, and Research; SA-15.12  REST: OFF-LINE STORAGE: Protection of Information at Rest | Cryptographic Keys: PRIVACY: instances.
Minimize Personally Identifiable Informaticn: S1-19.3 Release PERSONALLY IDENTIFIABLE INFORMATION: PIl: DATA MINIMIZATION: Development Process,
Standards, and Tools | Minimize Personally Identifiable Information; PRIVACY: PERSONALLY
IDENTIFIABLE INFORMATICN; Pl
CHECKING ENCRYPTED INFORMATION CONTENT; DECRYPT INFORMATION; BLOCK FLOW OF Perform the following:
1321 Information transfer policies and procedures; AC44 Flow  ENCRYPTED INFORMATION; ENCRYPTION; SESSION CONFIDENTIALITY; SESSION INTEGRITY: - Redirect all HTTP traffic to HTTPS in Azure App Service:
’ : SECURITY CATEGORIZATION; WIRELESS AUTHENTICATION: ENCRYPTION; CRYPTOGRAPHIC Nen-secure HTTP requests can be restricted and all HTTP requests redirected to the secure HTTPS port. It is recommended to enforce
T2065_Config Control of Encrypted Information; AC-17.2 PROTECTION OF Azure Web Apps allows
ure TLS for A1320; AC-4(4); AC- CONFIDENTIALITY/INTEGRITY USING ENCRYPTION; AC-18.1 BIDIRECTIONAL AUTHENTICATION; REMOTE CONNECTIONS; RESTRICTION; INTERNAL sites torun under ot 11 o-only traffic . . o ) L :
e TR A8 A Authentication and Encyption: 1A-3.1 Cryptographie Bidirectional USERS: SYSTEM ACCESS: EXFILTRATION; MANAGED INTERFACES: RESILIENCY; RESILIENCE; HTTD andl HITPS by HTTPS uses the S5L/TLS protocol to provide a secure connection, which is both encrypted and authenticated. So it is important to support A10.1 Cryptographic ¢
. . : - o ENFORCE PROTOCOL FORMATS; AUTOMATED; CRYPTOGRAPHIC MECHANISMS; HTTPS for the security benefits. A10.1; A2 A141;  transfer; A141 Security
connections to |  3(1); SC-5(1); SC-7(10);  Authentication; SC-5.1 Restrict Ability to Attack Other Systems; SC- default and Web apps ' Cryptography !
Anp Sorvice SCATITE SCERSC. | 7,10 Provent Exisation: SC.7.17 Atameted Enforcamant of ENCRYPTING; ALTERNATIVE PHYSICAL SAFEGUARDS; PREVENT UNAUTHORIZED car b cessed by - Use the atest version of TLS encryption: ) B _ Al42 infarmation systems; A.
o Sepsian) Pratone! Farmats SC-5.1 Coyptographie Profention 50935 Allowsg  DISCLOSURE GF INFORMATICK: DETECT CHANGES TO INFORMATION: CERTIFICATE wyone ws monsecure AP senice currently allows the web opp to set TLS versions 1.0, 1.1 and 12 It s highly recommended to use the latest TLS 1.2 version development and supp
Am'“m’““" ' e A e Sl g ot oot Mechamome far AUTHORITIES; CA; CERTIFICATES; SECURE SOCKET LAYER; SSL: TRANSPORT LAYER SECURITY; [ TV2 B! which is the recommended TLS level by industry standards, such as PCI DSS, for web app secure connections.
Ebiipehei TLS; REAL-TIME ANALYSIS; AUTOMATED TOOLS; HOST- BASED: NETWORK-BASED; - Set ‘Client Certificates (Incoming client certificates)’ to 'On’:
TRANSPORT-BASED; STORAGE-BASED: SECURITY INFORMATION AND EVENT The TLS mutual authentication technique in enterprise environments ensures the authenticity of clients to the server. If incoming client
MANAGEMENT: ALERTS: NOTIFICATIONS: RESILIENCY: RESILIENCE certificates are enabled, then only an authenticated client wha has valid certificates can access the app.
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Summarizing and Take-Aways EnterpriseGRC ()

Soluhons Inc.

Mapping accounts for the Risks & associated RACI of a program —
so groupings should align with the common job assignments that
would implement them.

Client based mapping begins with understanding the business
programs and should account for domains (LOB) with isolated
scope, such as Consumer, Cloud, Fed, Health & Human Service,
Financial, Global, etc.

Language matching alone, rather than mapping to the

recommended implementation guidance, results in guidance that’s POlllng
unusable. _
Mapping accomplishes an aggregate Policy requirement that will Que3t|0n

and will always continue to be measured by product and by
assessment event and will move at the pace of your slowest audit.







For Each Control Statement gather keywords, concepts and EnterpriseGRC (€ C)

suitable common domains

Soluhons, Inc.

Search for list of testable items based on keywords and common terms, including
global spelling. Consider more than “does it” by asking if the implied understanding of
the control is that it “should”.

Prepare a list of probable matches — likely 1-2% of total population.
Consider overuse and reduce the number of times we use same items

Consider that the client may use multiple controls to accomplish a same objective.
This exercise may result in client customization to their written policies and program
objectives.

In some cases, meeting the goal of a control requires use of methods from other areas
of a framework. In this situation, there should be a way to tag some mapping as
contributing to or partially required in order to meet the objective. To use an ITIL
term, they are underpinning. Control language should be refined to clarify this to
reduce auditor confusion.




Mapping considers what should be covered based upon the Enter

intended outcomes for each cybersecurity framework’s domain

Data security and U5 COM_DSP= COM_DSPS CUM_USF< GRS COM_DSP= GO _USP= COM_DISPS UCM_U5P= CUM_DSP- COM_USP= T P CUM_USF= COR_SF= CUM_DSP= COW_USP= COM_USPS COM_DSP=  COM_DSF=
S2clnity ';Ecum' ";J;t'a' T Hatsm  Tataw  Tetaw Tbam” "Bats T "hatiT senditve PerfongfMlimit=tNFersonsl Cisclosir Limifatie  Tata®  Sensifive Disdlosire "‘D;t'a“
and ! Classifica Flow  Ownershi Protectic  Privacy Protectic  Datz Dz nof tasub- eofDats  nof  Retentio Data | Notificatio ;
Disposal  Inventary Location
Brivar: tinn  Pariman  rand b hyDasien nlmgant Trander Lo . Purnnca neSNgsin  Suho Benductin nand  Brotscting Lo
Controls that have no 154’303[ L . aen | 23em | G | 24em 15027018 13027018 1027018 " P aupn. | 5027018
enhancements or tested 25;51-18; - B v il el v ' A31 AB2 A3 - - o Al2l
siane aemmiae aamm | sz ac.emoc ao.onfl 5 5 17.ei10 | a7ei1e  ao.mmazn
- B @B @E-O B B B B @O O B O O 8 - - - e - e
g il el ™ | (-1 1 E
1,879.00 NIST80D-171r2  N171_ N171 3.8 N171_3.8.3Sanitizear 3 x x x Sanitize or destroy system media containing CUl before disposa
189000  NISTBOD-171c2  N171_ N171_3.1 Ni71_3.10.1Limitphysical | 3 x x PHYSICAL PROTECTION
190600 | NISTEOD-171r2  N171_ N171 3.1 N171 3.12.1Feriodically 1 x SECURITY ASSESSMENT
|1911.00  MISTB00-171r2  NA71_ N171_3.1 N171_3.13.1Monitor, 2 x x SYSTEM AND COMMUNICATIONS PROTECTION
191300  NISTBOO-171r2  N171_ N171_3.1 N171_3.13.2Employ 3 x x x Employ architectural designs, software development technique
|1918.00  MIST800-172 N171_ N171_3.1 N171_3.13.4e Employ 4 x x x Employ [Selection: [one or mare): [Assignment: organization-
|1,523.00 mISTE00-171r2  NAT1_ NIT1 3.1 N171_3.13.8Implement 4 x x x x Implement cryptographic mechanisms to prevent unautherized
||2003.00 ISO/IEC27701:2019 150277 15027701 1S027701_5.2.4Information | 4|  x x x x 1S0/IEC 27701:2019(E) 5.2.4 Information security management
200600 | 1SD/iEC27701:2018 150277 15027701 1S027701_5.3.1 Leadership | 2| x x 150/IEC 27701:2013(€} 5.3 Lesdership
||2006.00 |150/1EC27701:2019 150277 1S027701 15027701 5.3.3 3 & x x 1S0/IEC 27701:2013(E] 5.3.3 Organizational roles, responsibilitie
2007.00  ISO/IEC27701:2018 150277 15027701 ISD27701_5.4.1 Actionsto | 1 x 1S0/IEC 27701:2013(E) 5.2 1 Actions to sddress risks and
200800 ISO/IEC27701:2018 150277 15027701 IS027701_5.4.2 Infarmation | 2 x x 150/IEC 27701:2013(E) 5.4.2 Information security objectives and
2009.00 |ISO/IEC27701:2019 150277 15027701 IS027701_5.5.1Resources | 2 x x 150/IEC 27701:2019(E] 5.5.1 Resources
201500  ISOfIEC27701:2018 150277 15027701 IS027701_5.6.2 Infarmation | 1 x 150/IEC 27701:2012(€} 5.6.2 Information security risk assessmer
2,018.00 |ISO/IEC27701:2019 IS0277 15027701 IS027701_5.7.2 Internal 1 x 1S0/IEC 27701:2013(E) 5.7.2 Interna| sudit
|2,021.00 |150/1EC 27701:2018 150277 15027701 15027701 _5.8.2 Continual 1 x 150/IEC 27701:2012(E) 5.8.2 Continuz| Improvement
'|2022.00  |ISO/IEC27701:2019 150277 IS027701 15027701 6.2.1 1 x 1S0/IEC 27701:2019(E) 6.2 Information security policies
|2023.00 |150/1EC27701:2019 150277 15027701 1S027701_6.3.1 Internal 2 x x 1S0/IEC 27701:2013(E) 6.3 1 Interna| organizstion
||2025.00 |150/1EC27701:2019 150277 15027701 1S027701_6.4.1 Priorto 1 x 1S0/IEC 27701:2013(E] 6.4.1 Prior to employmant
||2026.00 | 1SD/IEC27701:2019 150277 15027701 1S027701_6.4.2 During 1 x 1S0/IEC 27701:2013(E} 6.2 2 During employment
2,032.00 ISO/IEC27701:2018 150277 15027701 15027701 6.6.2 Useraccess | 1 x 150/IEC 27701:2013(E) 6.6.2 User access management
2,045.00 |ISO/IEC27701:2019 150277 15027701 IS027701_6.10.2 2 x x 1S0/IEC 27701:2019(E) 6.10.2 Information transfer
2045.00  ISOfIEC27701:2018 150277 15027701 IS027701_6.11.2 Securityin | 3 x ® x 150/IEC 27701:2012(E} £.11.2 Security in development and supp:
|2050.00 |150/1EC27701:2019 150277 15027701 15027701 6.11.3Testdata ; 1 x 1S0/IEC 27701:2019(E] 6.11.3 Test dats
2052.00 | ISOfIEC27701:2018 10277 15027701 15027701_6.12.1 3 X x x 150/IEC 27701:2012(E} £.12.1 Information security in supplier
|2,055.00 |1s0/1EC27701:2019 150277 15027701 15027701 _6.13.1 1 x 1S0/IEC 27701:2012(€] 6.13.1 Management of information securi
|2086.00 | 1SO/IEC27701:2018 150277 15027701 1SO27701_7.2.5 Privacy 2 x x x x 1S0/IEC 27701:2013(E] 7.2.5 Privacy impact sssessment
|2070.00 |1s0/1EC27701:2018 150277 15027701 15027701 7.3.1Determiningi 1| x 1S0/IEC 27701:2012(€] 7.3.1 Detarmining and fulfilling obligatior
||2071.00 |1SD/1EC27701:2018 150277 15027701 1S027701_7.3.2 Determining: 8|  x x x x x * x x x 1S0/IEC 27701:2013(E] 7.3.2 Determining information for PII
||2072.00 |150/1EC 27701:2018 150277 15027701 15027701 7.3.3 Providing 2 x x 150/IEC 27701:2013(E) 7.3.3 Providing infarmation ta FIl principz
2073.00 |ISO/IEC27701:2019 150277 15027701 ISO27701_7.3.4 Providing 3 x x x 150/IEC 27701:2019(E) 7.3.4 Providing mechanism to modify or
207400 ISOfIEC27701:2018 10277 1S027701 IS027701_7.3.5 Providing 1 x 150/IEC 27701:2012(€} 7.3.5 Providing mechanism to cbject to Pl
2075.00 |ISO/IEC 27701:2019 150277 15027701 ISO27701_7.3.6 Access, 2 x x 1S0/IEC 27701:2019(E] 7.3.6 Access, correction and/or erasure
207600 | 1SO/IEC27701:2018 IS0277 ISD27701 15027704 7.3.7 PIl 3 X x x 150/IEC 27701:2012(E} 7.3.7 Pll controllers’ obligations to inform
2077.00 | 1SO/IEC27701:2018 1S0277 1S027701 IS027701_7.3.8 Providing & x x x x x x 1S0/IEC 27701:2019(€) 7.3.8 Providing copy of PIl processed
|2078.00 |15D/1EC27701:2019 150277 15027701 1S027701_7.3.59 Handling 3 x x x 1S0/IEC 27701:2013(E] 7.3 9 Handling requests.
‘|2079.00 |1s0/1EC27701:2019 150277 15027701 15027701 7.3.10 Automated | 3 x x x 1S0/IEC 27701:2019(E) 7.3.10 Automatad decision making
|2,080.00 |150/1EC27701:2019 150277 15027701 1S027701_7.4.1 Limit 2 x x x 150/IEC 27701:2019(E] 7.2.1 Limit collection
||2,081.00 |150/1EC27701:2018 150277 15027701 15027701 7.4.2 Limit I x x x x x 150/IEC 27701:2013(E) 7.4.2 Limit processing
112,082.00 | ISO/IEC 27701:2019 150277 15027701 15027701 _7.4.3 Accuracy 2 x x 1S0/IEC 27701:2013(E) 7.4.3 Accuracy and quality
2,083.00 ISO/IEC27701:2018 IS0277 IS027701 I1S027701_7.4.4 PIl 5 ® x ® x x 150/IEC 27701:2012(E] 7.2.4 PIl minimizaticn objactives
2,084.00 |ISO/IEC27701:2012 IS0277 IS027701 ISO27701_7.4.5Pll de- 3 x x x 1S0/IEC 27701:2012(E] 7.2.5 PIl de-identification and deletion at
2,085.00 ISO/IEC27701:2018 10277 15027701 IS027701_7.4.6Temporary | 4 x x x x 150/IEC 27701:2019(€] 7.4.6 Temporaryfiles
|2,086.00 |150/1EC27701:2019 150277 15027701 15027701 7.4.7 Retention | 2 x x 1S0/IEC 27701:2019(E] 7.2.7 Retention
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Mapping:

Alighs common
intent and
objectives

Doesn’t raise
low or high
watermark.

Lowers total
work while
assuring quality
of controls

Enables singular
RMF




Systems Enable People. Mapping Efforts Require Detail
Work Plans. People need skills to execute that plan.

* Mapping
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11200 A171  A17.13 4.17.1.3 Verifys review and evaluste Policy: Organizational+ technical+ procedural and pr
113.00 4172 A17.21 £.17.2.1 Availability of information Folicy: DC0/Saas Operations, s part of project acce
M 116.00 1801EC Al81  A1313 41813 Protection of records. 2 Policy-Whan deciding upon tha protection of specifi
O l I I a I n S 117.00 OfiEC | Al8l  AlEle A.15.1.8 Privacy 2nd protection of 1 1 Policy: Company data policy for privacy and protecti
’ 123.00| ISGIEC jops1 apsis  apsi 5 Removal of cloud sarvice N 1 N 1 1 s clbal 5 Removal afcloud servica customer assets
2,015.00 ISGIEC 15027701 15027701 5.6, 15027701 5.6.2 Information security 1 1 [SO/IEC27701:2019(E]5.6.2 Informatien security sl
C O n t ro I S a n d 2,029.00 woiee 15027701 anzmn_s.s \édzmn_s 5.2 Information 1 1 2 |90ﬂ:c277012m_9[5|6 Smm;;;r.vé"m”- ot
2,030.00 ISD/1E 1027701 15027701 6.5. 5027701 6 5.3 Media handling 1 1 1 3 £C27701:2013(E) 6 5.3 Medis handling
2,036.00 IS 15027701 15027701 6.8. 15027701_6.8.1 Secure areas 1 1 1 1 1 o ISO/IEC 27701:2018(F) £.3.1 Secure aress
. 2,037.00 150/ 1027701 15027701_6.8. 15027701_6 8.2 Equipment 1 1 1 3 ISO/IEC27701:2015(E)6.8.2 1sqmpmemsiwgand|
t e St S re u I re S 2,055.00 15012 15027701 15027701 6.1 15027701 6.13. 1Managament of 1S0/IEC 27701:2015(E) 6.12.1 Management of inform
2,068.00 1027701 18027701 7.2. 5027701 7.2.7 Joint Pil contraller 1SO/IEC 27701:2015(5)7.2.7 Joint PIl contraller
2,097.00 1027701 15027701 7.3, 5027701 7.3.8 Providing copy of PIl 1S0/1EC 27701:2019(8) 7.3.8 Providing copy of Pll pro
M 2,087.00 SOjiEC 15037701 18027701 7.4, 15027701 7 4.8 Disposal 130/1EC 27701:2015(5) 7 2.8 Disposal
p a n n I n g a n 2,101.00 ISO/iE 15027701 15027701 B.4., 5027701 8.4.2 Return+ transfar or 150/1EC 27701:2019(€) 8.4.2 Return+ transfar or disp
19200 NISTE00 5315 ACE  AC3(E) AC-3.2 Dual Autharization ACCESS ENFORCEMENT | DUAL AUTHORIZATION
. 20200 NISTBOD-S3r5  AC3  AC3[13) AC3.13 Attributa-based Accass ACCESS EhFdncsMEmMn%mﬁTE-mmmcém
295.00 NISTS00-53(5  AT3 AT3(1) AT-3.1 Envirenmental Controls ROLE-BASED TRAINING | ENVIRONMENTAL CONTROLS
O Ve rs I g h t . 296.00 NISTB00-53r5  AT-3 AT-3(2) AT-3.2 Physical Security Controls nms-fnssnmuwe | PHYSICAL SECURITY CONTROL:
326.00 NISTE00-E3(5  AUL1  AL-11[1) AU-11.1 Long-term Retrisval AUDITRECORD RETENTION | LONG-TERM RETRIEVAL C#
359.00 NISTS00-53r5 M2 oM2[7) CM-2 7 Configure Systems and BASELINE CONFIGURATION | CONFIGURESYSTEMS ANC
. . . 391.00 NISTED0-53r5  CM-8 CM-3(8) C1M-8.8 Autemated Location Tracking SYSTEM COMPONENT INVENTORY | AUTOMATED LoCAT
® O pt I m I Z a t I O n 397.00 NISTEOO53 /5 CM12  CM-12(1) £M-12.1 Automztad Tools to Support 1 INFORMATION LOCATION | AUTOMATED TOOLS TO'SUR
35100 NISTE00-53rs  CM3  CM3j2) CW-3.2 Testings Validation+ and 1 CONFIGURATION CHANGE CONTROL | TESTING = VALID:
365.w| MIST300-53 15 |cm3 ‘cma[sl |cm3 & Cryptozraphy Management 1 1 CONFIGURATION CHANGE oonL_| CRYPTOGRAPHY
St e p S t ra C k 385,00 NISTB0-5375 [0 owal1) o131 Updates During Installation T 1 2 SYSTEM COMPONENT INVENTORY | UPDATES DURING |
399.00 NISTE0053(5  CP2  CP2f2) CF-2.2 Capacity Flanning CONTINGENCY FLAN | CAPACITY PLANNING
445.00NISTBODS3 15 |1A3 3t |43 4 Device sczestation DEVICE IDENTIFICATION AND AUTHENTICATION | DEVIC
473.00 NISTEO0E3 (5 IRZ 1R-2[1) IR-2.1Simulated Events INCIDENT RESFONSE TRAINING | SIMULATED EVENTS
h OW m a n 430,00 NISTS0DS3r5 IR 1R2{2) IR-2.2 Automated Training mcmsu-rnesmussmumemmmrmmuw
y 431.00 NISTE00-S315  IRZ 1R-2(3) IR2.3 Breach Provide incident response training on how to identit
507.00 NISTS00-53r5 RS 1R9{2) IR-8.2 Training INFORMATION SPILLAGE RESFONSE | TRAINING
. 519.00 NISTSO0-53r5  MA2  MA4(3) Mé-2.3 Comparable Security and NONLOCAL MAINTENANCE | COMPARABLE SECURITY Al
t I m e S C O n t ro I S 529.00 NIST300-53r5  MAS  MAE(L) MAE 1 Fravantive Mainzenance TIMELY MAINTENANCE | PREVENTIVE MAINTENANCE
530.00 NISTSO0-53r5  MAS  MAB(2) MA-6.2 PREDICTIVE MAINTENANCE TIMELY MAINTENANCE | 'Pngmmugmk]m'smucg
53100 NISTS00-53r5  MAS  MAE[3) MA-5.3 AUTGMATED SUFFORT FOR TIMELY MAINTENANCE | AUTCMATED SUPPORT FOR PR
53400 NISTB00-53r5  MP-5  MP5[1) MP-5. 1 Reviews Approves Tracks MEDIA SANITIZATION | REVIEW s APPROVE+ TRACK+ DG
a re Ot u S e 535.00 NISTB00-53r5  MP-5  MPE(Z) MP-6.2 Equipment Testing MEDIASANITIZATION | EQUIPMENTTESTING
54100 NIST300-53r5  MP8  MPS[2) MP-8.2 Equipment Testing WAEDIA DOWNGRADING | EQUIFMENT TESTING
555.00 NISTE00-53(5  PEE FE€[1) PE6.1 Intrusion Alarms and MammnwsPH\-S|an.qcc| INTRUSION ALARMS
a n d u n u S e d 557.00 NISTE00-53r5  PE6 PEE(3) PES 3 Video Surveillance | ‘ | 1 | ‘ | | 1 1 | 1 ‘ | | MONITORING PHvschmeEm | VIDED SURVEILLANCI
. 1 T
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Mappers benefit by mapping technical control to frameworks, frameworks to client domains

‘ment Testing

Test ID ~~

T1468 Encrypt
sensitive data
at rest in the
browser

T1880_Encrypt
data at rest for
Lambda
functions
(AWS)

3¢ > Cryptography

Mapped testi...

A18.1.3; AC-16(5); AC-
19(4); AU-13(3); SA-
4(3); SA-8(20); SA-9(6);
SC-12(3); SC-28(1);
SC-28(2); SC-28(3); SI-
12(2); SA-15(12); SI-
19(3)

3
AU-13(3); SA-4(5); SA-
8(20): SC-12(3); SC
28(1): SC-28(2):
28(3): 51-12(2); 5A-
15(12); SI-19(3)

Mapped testing or practices:Test_ID

A.18.1.3 Protection of records; AC-16.5 Attribute Displays on Objects.
to Be OQutput; AC-19.4 Restrictions for Classified Information; AU-13.3
Unautharized Replication of Information: SA-45 System, Component.
and Service Configurations; SA-8.20 Secure Metadata Management;
$A-0.6 Organization-controlled Cryptographic Keys; SC-12.3
Asymmetric Keys; SC-28.1 Cryptographic Protection; SC-28.2 Offline
Storage; SC-28.3 Cryptographic Keys; SI-12.2 Minimize Personally
Identifiable Information in Testing, Training, and Research; SA-15.12
Minimize Personally Identifiable Information; 5I-19.3 Release

4.18.1.3 Protection of records; AC-16.5 Attribute Displays on Cbjects
to Be Qutput; AU-13.3 Unauthorized Replication of Information; SA-
45 System, Component, and Service Configurations; SA-8.20 Secure
Metadats Management: 5C-12.3 Asymmetric Keys: 5C-28.1
Cryptographic Protection: SC-28.2 Offiine Starage; 5C-28.3
Cryptographic Keys; 5I-12.2 Minimize Personally Identifiable
Information in Testing, Training, and Research; SA-15.12 Minimize
Personally ldentifiable Information; 5I-19.3 Release

Mapped testing or practices:Problem Metadata

SECURITY ATTRIBUTE QUTPUT; QUTPUT DEVICES; PRIVACY ATTRIBUTE OUTPUT;
UNCLASSIFIED MOBILE DEVICES; CLASSIFIED INFORMATICM; INFORMATION REVIEW
INFORMATION INSPECTION; TRUSTED DISTRIBUTION; MASTER COPY: SECURITY
CONFIGURATIONS; U.S. GOVERNMENT CONFIGURATION BASELINE: USGCB; FUNCTIONS;
PORTS: PROTOCOLS: SERVICES: SECURITY CHARACTERISTICS: DEVELOPER PROVIDED:
DEVELOPER; Security and Privacy Engineering Principles | Secure Metadata Management;
CRYPTOGRAPHIC KEYS; EXCLUSIVE CONTROL; ASYMMETRIC KEYS; NSA-APPROVED; KEY
MANAGEMENT TECHNOLOGY AND PROCESSES; PUBLIC KEY INFRASTRUCTURE; PKI; CLASS
3; CLASS 4; PRIVATE KEY; PUBLIC KEY; CRYPTOGRAPHIC PROTECTION; INFORMATION AT
REST: OFF-LINE STORAGE: Protection of Information at Rest | Cryptographic Keys: PRIVACY:
PERSONALLY IDENTIFIABLE INFORMATION: PIl; DATA MINIMIZATION; Development Process,
Standards, and Tools | Minimize Personally Identifiable Information; PRIVACY; PERSONALLY
IDENTIEQRLE INFORMATION; Pl

SECURITY ATTRIBUTE OUTPUT; OUTPUT DEVICES; PRIVACY ATTRIBUTE OUTPUT: TRUSTED
DISTRIBUTION; MASTER COPY; SECURITY CONFIGURATIONS: U.S. GOVERNMENT
CONFIGURATION BASELINE; USGCB; FUNCTIONS: PORTS; PROTOCOLS; SERVICES; SECURITY
CHARACTERISTICS; DEVELOPER PROVIDED; DEVELOPER; Security and Privacy Engineering
Principles | Secure Metadata Management; ASYMMETRIC KEYS; NSA-APPROVED; KEY
MAMNAGEMENT TECHNOLOGY AND PROCESSES; PUBLIC KEY INFRASTRUCTURE; PKI; CLASS
3; CLASS 4; PRIVATE KEY; PUBLIC KEY; CRYPTOGRAPHIC PROTECTION; INFORMATION AT
REST; OFF-LINE STORAGE; Protection of Information at Rest | Cryptographic Keys; PRIVACY;
PERSONALLY IDENTIFIABLE INFORMATION: PII; DATA MINIMIZATION; Development Process,
Standards, and Toals | Minimize Personally Identifiable Information; PRIVACY; PERSONALLY
IDENTIFIABLE INFORMATION; PIl

Risk Drivers

Storing plaintext sensitive
data in client side local
storage makes the data
easily accessible by
anyone wha gains
privileged access to the
client systern. This
bypasses user
authentication enforced
by the application.

In addition to data
leskage in shared client
environments, such as a
public computer's
browser, a cross-site
scripting (XSS) flaw
allows attackers to easily
access sensitive data.

Storage devices such as
memary cards, disks, and
USB devices are normally
accessible by other users
and processes. For
example, Android
sxternal storage could be
available to all the
running apps. If any
sensitive data is stored in
clear text on these
devices, attackers could
potentially read the data,
i# proper access control
mechanisms are not
implemented.

Detail Control Description (UCF) ~

= TECRANE 1T EncrypEng GatE T
3 Progressive Web App).

& BTOWSET 5 OTiven by The requItEment 1o gain BcCess to WHITE The application 15 ol

__When offline access is not a requirement__ follow these steps:

* Authenticate the user against the backend system

* Request a salt from the client (see notes below)

* Use the salt to generate a symmetric encryption key

* Send the key to the client (see notes below)

* Use the client key to encrypt and decrypt data at rest.

*To regain access to encrypted data follow these steps again using the existing salt.

_*Note"_ Mere detail is available in HOWTO secticn (Encrypt using a key obtained from the server) of this task.
_ When offline access i a requirement_ follow these steps:

* Generate or retrieve a salt on the client (see notes below)

* Prompt the user for a passphrase to initialize the encryption/decryption key

* Use the user's passphrase and salt to generate a symmetric encryption key

* Passphrases can be turned into cryptographic keys sing 3 Password-Based Key Derivation Function
* PBKDF2 i a widely supparted function that achieves this.

* Use the key to encrypt and decrypt data at rest.

*To regain access to encrypted data, follow these steps again using the existing salt.

__*Note:*_ More detail is available in HOWTO (Encrypt using a key generated from a user passphrase) section of this task.
_*Note:_ The steps here only concern access to encrypted data. User authentication against backend systems is a crucial part of a PWA
running in online mode.

_"Additional Notes™__

* The key is derived using a per-client salt

* Use unique keys per client. An example of a client instance is @ specific browser.

* Key uniqueness is guaranteed by using a per-client salt.

* Randomly generate the salt by the client and store it in the browser, When an existing salt is available, it should be reused.

* The salt can be stored in Lacal Storage in plain text

* The key is used in the browser to encrypt and decrypt locally stored data

* Keep the key in memaory on the dlient, Do nat store the key in the browser.

*When the client's browsing context is closed, the key will be dismissed.

* The implementation of the encryption/decryption logic must be centralized

* In an Angular application, these features are typically implemented using an application-wide service. Only this service handles the keys.

Apply appropriate protections to ensure the data is encrypted at rest, if a Lambda function is responsible for storing sensitive data such as PIl
in cloud storage utilities.

## Lambda “/tmp" Directory

While it is possible to store data in the “/tmp" directory of a Lambda function. This is generally considered a poor location to stare persistent
data, especially sensitive PIl. A resource [limit of 512 MB](https://docs.aws.amazon.com/lambda/latest/dg/limits.html) is also applied to the
“Jtmg’ directory.

## Environment Variable Encryption

Environment variables used in Lambda functions are encrypted by default using AWS Key Management Service. When the function is invoked,
the values are decrypted and mads available to the Lambda code, Unless specified the enviranment variable is encrypted using = default
service key that AWS creates, If more control is nesded over the sncryption key it is possible to create 3 customer-managed key. Compliance
requirements such as PCI DSS or SOC2 may require keys to be managed intemally.

Itis best practice to enable helpers for encryption in transit for envirenment variables used by Lambda functions. This masks the value you
entered and results in a call to AWS KMS to encrypt the value and return it as Ciphertext.

#£ AWS 53 Data Encryption

Data protection in AWS 53 can be accomplished by using either Server-Side Encryption (where the object is encrypted before it is saved to
disk and decrypted when the abject is downloaded) or Clisnt-Side Encryption (where data is sncrypted hefore it is uploaded to 53).

2 RDS Data Encryption

It your Lambda function is respansiole for storing data in a managed database such as RDS, encryption at rest can be enabled by simply
choosing *Enable Encryption™ in the RDS consale. Keys can either be managed by AWS or by using customer-managed keys. The AES-256
encryption algorithm is used to store the underlying storage for DB instances as well as automated backups and snapshots.
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Mapped Process:

A.10.1 Cryptographic
dlassification; A.94 5y
contrak A11.1 Secure
monitoring: A6.2 Ma
teleworking: A.14.2 5
support processes

A10.1 Cryptographic
classification; A.9.4 5
control; A11.7 Secure
monitoring; A.6.2 Ma
teleworking; A14.2 5
suppart processes A
and contractual requ




