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“We’d like to use CCM as our Master Control List”

Major Cloud Providers expect to use ©Cloud Security Alliance, CCM 4.0 as the 
backbone supporting their Security Programs Policies, Programs, Audits

Leveraging existing ©AICPA SOC 2, ©HITRUST, PCI, FedRamp, DFARS CMMC, 
©ISO/IEC 27001 plus Privacy, Processing and Cloud requires detail understanding of 
these frameworks – i.e., experience completing engagements to do this work.* 

Creating useable cyber framework mapping is an exercise that drives common 
language across all Policies and Programs and is necessary to meaningful resilience 
and compliance. Volunteers generally can’t do it. Is increasingly necessary (CMMC)

The available mappings offered by AICPA, NIST, HITRUST, and CSA have proven un-
useful. We’d like to help restore consumer confidence in using CCM 4.0 as a 
mapped framework. We also seek to support NIST expanded efforts for SP-800-53 
r5, SP-800-53B, NIST SP-800-171r2, SP-800-172 Cybersecurity
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*EnterpriseGRC Solutions wants to share work product delivered to a CSA partner and has approval to share their name during this conversation.
This presentation is Copyright of EnterpriseGRC Solutions, Inc. No part may be reproduced or shared without EnterpriseGRC Solutions Permission. AICPA, HITRUST, ISO, PCI, CSA are Corporate Entities who own their content. EnterpriseGRC does not sell or 
provide any derivative works and exclusively offers service to actively licensed enterprises wanting to leverage their investment. Any release of mapping will occur under the direction and control of the mapping framework.



Management Strategy First + Why 4.0 Now

GRC Mapping strategy: 
Order-of-Operations
Risk-> Goals-> Policies-

>Controls)

Using CCM 4.0 as the underpinning backbone assumes 
mapping to other major frameworks so the business 
“Only Handles Policy Once”. OHIO
Use NIST 800-53 r5 as the mediating framework
Use ISO/IEC 27001 with Cloud, Privacy and Processing 

as the Policy framework
Use a RMF on top of your preferred framework (Could 

be SOC 2, CSTAR, ISO27, **HITRUST™, Should be NIST 
CSF). 
Establish Categories for the Corporate Common 

Controls. Push those categories into Policies, Controls, 
Programs.
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Cloud Control Matrix Domains and Controls – What’s the rush?
Audit and Assurance  - A&A Audit and Assurance Policy and Procedures; Independent Assessments; Risk Based Planning Assessment; Requirements Compliance; Audit Management Process; Remediation

Application and Interface Security - AIS
Application and Interface Security Policy and Procedures; Application Security Baseline Requirements; Application Security Metrics; Secure Application Design and Development; Automated Application Security Testing; Automated Secure Application 
Deployment; Application Vulnerability Remediation

Business Continuity Management and 
Operational Resilience  - BCR

Business Continuity Management Policy and Procedures; Risk Assessment and Impact Analysis; Business Continuity Strategy; Business Continuity Planning; Documentation; Business Continuity Exercises; Communication; Backup; Disaster Response Plan; 
Response Plan Exercise; Equipment Redundancy

Change Control and Configuration 
Management  - CCC

Change Management Policy and Procedures; Quality Testing; Change Management Technology; Unauthorized Change Protection; Change Agreements; Change Management Baseline; Detection of Baseline Deviation; Exception Management; Change 
Restoration

Cryptography, Encryption and Key 
Management - CEK

Encryption and Key Management Policy and Procedures; CEK Roles and Responsibilities; Data Encryption; Encryption Algorithm; Encryption Change Management; Encryption Change Cost Benefit 
Analysis; Encryption Risk Management; CSC Key Management Capability; Encryption and Key Management Audit; Key Generation; Key Purpose; Key Rotation; Key Revocation; Key Destruction; Key 
Activation; Key Suspension; Key Deactivation; Key Archival; Key Compromise; Key Recovery; Key Inventory Management

Datacenter Security  - DCS
Off-Site Equipment Disposal Policy and Procedures; Off-Site Transfer Authorization Policy and Procedures; Secure Area Policy and Procedures; Secure Media Transportation Policy and Procedures; Assets Classification; Assets Cataloguing and Tracking; 
Controlled Access Points; Equipment Identification; Secure Area Authorization; Surveillance System; Unauthorized Access Response Training; Cabling Security; Environmental Systems; Secure Utilities; Equipment Location

Data Security and Privacy Lifecycle 
Management - DSP

Security and Privacy Policy and Procedures; Secure Disposal; Data Inventory; Data Classification; Data Flow Documentation; Data Ownership and Stewardship; Data Protection by Design and Default; Data 
Privacy by Design and Default; Data Protection Impact Assessment; Sensitive Data Transfer; Personal Data Access, Reversal, Rectification and Deletion; Limitation of Purpose in Personal Data Processing; 
Personal Data Sub-processing; Disclosure of Data Sub-processors; Limitation of Production Data Use; Data Retention and Deletion; Sensitive Data Protection; Disclosure Notification; Data Location

Governance, Risk and Compliance - GRC
Governance Program Policy and Procedures; Risk Management Program; Organizational Policy Reviews; Policy Exception Process; Information Security Program; Governance Responsibility Model; Information System Regulatory Mapping; Special Interest 
Groups

Human Resources - HRS
Background Screening Policy and Procedures; Acceptable Use of Technology Policy and Procedures; Clean Desk Policy and Procedures; Remote and Home Working Policy and Procedures; Asset returns; Employment Termination; Employment Agreement 
Process; Employment Agreement Content; Personnel Roles and Responsibilities; Non-Disclosure Agreements; Security Awareness Training; Personal and Sensitive Data Awareness and Training; Compliance User Responsibility

Identity and Access Management - IAM
Identity and Access Management Policy and Procedures; Strong Password Policy and Procedures; Identity Inventory; Separation of Duties; Least Privilege; User Access Provisioning; User Access Changes and Revocation; User Access Review; Segregation of 
Privileged Access Roles; Management of Privileged Access Roles; CSCs Approval for Agreed Privileged Access Roles; Safeguard Logs Integrity; Uniquely Identifiable Users; Strong Authentication; Passwords Management; Authorization Mechanisms

Interoperability and Portability - IPY Interoperability and Portability Policy and Procedures; Application Interface Availability; Secure Interoperability and Portability Management; Data Portability Contractual Obligations

Infrastructure and Virtualization Security - IVS
Infrastructure and Virtualization Security Policy and Procedures; Capacity and Resource Planning; Network Security; OS Hardening and Base Controls; Production and Non-Production Environments; Segmentation and Segregation; Migration to Cloud 
Environments; Network Architecture Documentation; Network Defense

Logging and Monitoring  - LOG
Logging and Monitoring Policy and Procedures; Audit Logs Protection; Security Monitoring and Alerting; Audit Logs Access and Accountability; Audit Logs Monitoring and Response; Clock Synchronization; Logging Scope; Log Records; Log Protection; Encryption 
Monitoring and Reporting; Transaction/Activity Logging; Access Control Logs; Failures and Anomalies Reporting

Security Incident Management, E-Discovery, 
and Cloud Forensics - SEF

Security Incident Management Policy and Procedures; Service Management Policy and Procedures; Incident Response Plans; Incident Response Testing; Incident Response Metrics; Event Triage Processes; Security Breach Notification; Points of Contact 
Maintenance

Supply Chain Management, Transparency, 
and Accountability - STA

SSRM Policy and Procedures; SSRM Supply Chain; SSRM Guidance; SSRM Control Ownership; SSRM Documentation Review; SSRM Control Implementation; Supply Chain Inventory; Supply Chain Risk Management; Primary Service and Contractual Agreement; 
Supply Chain Agreement Review; Internal Compliance Testing; Supply Chain Service Agreement Compliance; Supply Chain Governance Review; Supply Chain Data Security Assessment

Threat and Vulnerability Management - TVM
Threat and Vulnerability Management Policy and Procedures; Malware Protection Policy and Procedures; Vulnerability Remediation Schedule; Detection Updates; External Library Vulnerabilities; Penetration Testing; Vulnerability Identification; Vulnerability 
Prioritization; Vulnerability Management Reporting; Vulnerability Management Metrics

Universal Endpoint Management - UEM
Endpoint Devices Policy and Procedures; Application and Service Approval; Compatibility; Endpoint Inventory; Endpoint Management; Automatic Lock Screen; Operating Systems; Storage Encryption; Anti-Malware Detection and Prevention; Software Firewall; 
Data Loss Prevention; Remote Locate; Remote Wipe; Third-Party Endpoint Security Posture
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informational, non-commercial use; (b) the Cloud Controls Matrix v4.0 may not be modified or altered in any way; (c) the Cloud Controls Matrix v4.0 may not be redistributed; and (d) the trademark, copyright or other notices may not be removed. 



Why Now: Cryptographic, Data Center, and Data Security Privacy
• California Consumer Privacy Act of 2018 – Privacy + 

Cryptography lack implementation details, but customers hold 
providers accountable to the results CCPA SB-1121 California 
Consumer Privacy Act of 2018. 
https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_i
d=201720180SB1121

• For the ISO/IEC 27001 using ISO/IEC 27002:2013 € (Plus Privacy, 
Processing, Cloud)
• ISO/IEC 27017:2015 € 27002 for cloud services
• ISO/IEC 27701:2019 € Privacy
• ISO/IEC 27018:2019 € Processing 

• NIST 800-171 r2 (Controlled Unclassified Information/ DFARS)
• NIST 800-172 (Plus Cybersecurity Enhancements)
• NIST 800-53 r5 (NIST-800-53B) new controls replace Annex H + J.
• PCI DSS V3.2.1 Copyright © 2018 VISA (Cryptography, Privacy)
• TSP 100—2017 Trust Services Criteria – Likely to add 

Cybersecurity, Healthcare, Supply Chain - Datacenter + Privacy + 
Cryptography greatly improve demonstration of these controls.

• HITRUST CSF v9* – Privacy + Cryptography + Data Center (to 
operate with HITRUST contact Hitrust.org)

6
*EnterpriseGRC Solutions verifies and purchases a copy of each framework each time we do a mapping exercise for our client. Clients are required to show their license to operate with CSA, CIS, HITRUST, GAMP, ISACA, AICPA etc. and the content of the mapping 
remains with that client for their operational application only. We do not provide framework content to the public. We do not work with unlicensed content. We give mapping to NIST, CIS, CSA, AICPA in good faith to support their working groups and advance our 
Professional Community. 

ISO/IEC 27701:2019 € Security techniques — Extension to ISO/IEC 27001 and ISO/IEC 27002 for privacy information management — Requirements and guidelines
ISO/IEC 27018:2019 € Information technology — Security techniques — Code of practice for protection of personally identifiable information (PII) in public clouds acting as PII processors
ISO/IEC 27017:2015 € 27002 for cloud services

https://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=201720180SB1121


CCM 3.0 to 4.0 Mapping and Transition Discussion
• Delay in adapting CCM 3.x to 4.0 will 

contribute to failing new legal 
requirements - Laws for Privacy/IOT, CCPA, 
GDPR

• Compounding industry framework 
updates often publish or retain old and 
wrong mapping
• Misuse of Tagging, incorrect data models; 

Confusing overlays, enhancements, 
guidance and criterion driven attributes 
with new and distinct controls

• Not using a distinct set of control identifiers 
at the correct level of the framework –
Domain, Parent/Family, 
Child/Test/Enhancement

• Framework Enhancements associate to expectations in the 
market. The next audit will presume the new framework 
has been in use for the preceding year. 

• Customers expect the Cybersecurity, Privacy, Cloud, and 
Processing certifications as associated to their most 
common assessment events. 
• SOC2, ISO27001, FedRamp, DFARS CMMC, HITRUST, PCI, GDPR, 

CCPA/CCPRA etc.
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What’s so hard about mapping? The What->
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Misunderstood Content – due to lack of a control library and 
lack of subject matter experience by domain and assessment.
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Data Architectures are distinct: Controls Overlay – Example: DSP-13 Sub-Processing

At issue in 
mapping:
Source 
Documents
Control ID v. 
Enhancement –
Detail IDs 
without 
meaningful 
identifiers
Attributes 
added under 
certification 
conditions, v. 
core control 
statement

10©Copyright EnterpriseGRC Solutions, Inc. Robin Basham, M.Ed., M.IT, CISSP, CISA, ITSM, CGEIT, CRISC, Master ACC, CRP, VRP, HISP - robin@enterprisegrc.com



SP 800-53 Rev. 5, Security and Privacy Controls for Info Systems and Organizations | CSRC (nist.gov)

Updates to NIST SP800-53 changed the schema in DECEMBER 2020
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https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/final


NIST 171 r2 and NIST 172 use NIST 800-53 v5 as Parent/Family
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NIST SP800 171r2 and 172 add Protection Strategy and Mapped Meta Data
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Identify “Why” something maps and expose sufficient scoping attributes to 
determine if that control is relevant to a business domain or product.

14©Copyright EnterpriseGRC Solutions, Inc. Robin Basham, M.Ed., M.IT, CISSP, CISA, ITSM, CGEIT, CRISC, Master ACC, CRP, VRP, HISP - robin@enterprisegrc.com



Example: DSP-13 Output should include supporting content
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How to map

• Have a workplan
• Identify what domains should map
• Iterate
• Finalize
• Negative Map (what should have 

but didn’t)
• Map the Missing
• QA
• Communicate
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Mapping Plan –> Records need sufficient legal rights to put 
into a searchable system. 

X
X
X
X
X
X

 Green Go – each test should be scoped by relevancy 
and then applied to all target framework items. If you 
assign it, you need a scoping flag to UNASSIGN it.

 Blue Plan – At first iteration, make sure you’ve got at 
least some coverage for each related framework. 
Second, third and fourth iterations consider what we 
missed

 Red Flag – you don’t have the right to extract the data. 
Your organization has to own a license. You can’t share 
or publish derivative work. The framework is another 
organization’s property. (HITRUST, ISO)
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Encryption – Let’s discuss
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Correctly Formatted Mappings Accessible/ Usable
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CCM 4.0 Framework Coverage (especially Data Center, Data 
Security & Privacy, and Cryptography) is necessary for current 
Privacy, Processing and Cloud Cybersecurity Framework Controls
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Iterative steps Client Common Controls
• Controls map to Risks
• Control Selection affects 

designated coverage
• Aggregate mappings influence 

policy requirements
• Adding mapped controls 

requires policy validation, that 
they exist and that they 
include minimum expected 
statements

• New policy requires new risk 
cycle -> takes 1-2 years to fully 
implement

Risk Registry 
& Risk Rating

Scope Controls 
Universe to 

Risk

Map Policies 
to Controls

Validation 
Policies exist

Validation 
Policies 
include

Assign Gap to 
Risk 

Treatment

21©Copyright EnterpriseGRC Solutions, Inc. Robin Basham, M.Ed., M.IT, CISSP, CISA, ITSM, CGEIT, CRISC, Master ACC, CRP, VRP, HISP - robin@enterprisegrc.com



Cybersecurity Risk Management – Tie Categories to Risks
Categorizing systems allows us to associate 
what they do to the controls they support. 
Categorizing Regulatory Requirements permits 
us to gather all necessary statements for 
policy.

Establishing a single framework and mapping 
policies to a common control, sets direction 
for what we aggregate to its policy.
Implementing the controls through policy 
institutes the low watermark for all 
stakeholder.
Assessing through policy provides same 
documents to different audits.

Authorizing by context – by audit & policy

Monitoring provides risk feedback which allow 
us to add or modify to our RMF design.

RISK MANAGEMENT FRAMEWORK
NIST SP800-37
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The Product of Mapping is Security & Risk Program Management

A Control area could have a minor finding – however the overall risk raised by that finding could be negligible
Other OFI could reveal a situation that is unmanaged, will occur again in multiple audits, and has potential for customer facing disruptions and loss of revenue.
Risk Management needs to Only Handle It Once – OHIO, but capture all the inputs, players, timing, and necessary resources for improvement
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Are Risks Top Down or 
Bottom Up? 
 CIS Benchmark, OWASP, MITRE 

ATT&CK® controls mapped 
according to the distinct 
environments used to deliver a 
service: should map to NIST 800-
53r5 and ISO27002 which are then 
associated to your Cloud 
Environment.

 NIST 800-53r5 and ISO27002 should 
be tagged to each continuously 
monitored configuration.

 Control mapping involves how the 
requirement is implemented in 
policy, practice, contract, 
configuration or architecture. The 
map may point to a policy, for 
example, where this detail needs 
explicit statement. This could map 
to a CIS, OWASP benchmark that is 
specific to an OS or PaaS/IaaS. 
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Requirements21 CFR Part 11

21 CFR Part 
820

HIPAA-
HITECH CFR 

45

Eudralex V4 
Annex 11

GAMP® 5

HITRUST 9.3

ISO 
13485:2016

ISO/IEC 
30111:2019

ISO/IEC 
27001:2013 €

ISO/IEC 
27002:2013 €

ISO/IEC 
27017:2015 €

ISO/IEC 
27018:2019 €

ISO/IEC 
27701:2019 € ISO/IEC 

27799:2016 € 
NIST 800-171 

r2

NIST 800-172

NIST 800-53 r5

GDPR

CCPA 1798

AICPA SOC 2 
2017

PCI DSS 
V3.2.1 

Copyright © 
2018 VISA

NIST 
Cybersecurity 
Framework, 

CSF

CIS 
Benchmarks

CIS CSC v7.1

MITRE 
ATT&CK / 
OWASP

Imagine Regulating Federal E-Commerce Cloud Based Medical Services

Assessment
Score

Programmable 
Logic Cont. 

(PLC)

Distributed Ctrl 
Syst. (DCS)

Supervisory Ctrl 
Data Acquis. 

(SCADA)

Industrial Ctrl 
Sys. (ICS)

WIN2008 R1 & 
R2

WIN20012 R1& 
R2

CentOS 6

CentOS7

RHEL6
RHEL7

UBUNTU12

UBUNTU14

AWS Linux

AWS EC2

ESX 5.5

Azure

Docker

Windows 7

Windows 10

IaaS
PaaS

SaaS
Cloud

Data Centers Containers

Hybrid

Cloud

Red = Now & Always
Purple = Laws Governing this Sector (Plus Red)
Green = Frameworks Used for LSHC Sector
Blue = Frameworks presumed as part of 
Cybersecurity that are also relevant
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If ANY of these practices are not achieved, they NEED TO FACTOR into the RMF

This is an example of

following this guidance.

This example is confidential to Security Compass and may not under any circumstances be shown outside of this meeting. EnterpriseGRC supplies mapping services to companies like Security Compass 
who provide automation for continuous cloud compliance. Please ask us for contacts at Security Compass if you would like to learn more. 26



Content worthy of Data Visualization and AI – PCI, NIST-800 171+172
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Data Visualization and AI – NIST SP800-53r5 is a BEAST
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Data Visualization and AI – NIST 800-53r5 is a BEAST



Summarizing and Take-Aways
 Mapping accounts for the Risks & associated RACI of a program –

so groupings should align with the common job assignments that 
would implement them.

 Client based mapping begins with understanding the business 
programs and should account for domains (LOB) with isolated 
scope, such as Consumer, Cloud, Fed, Health & Human Service, 
Financial, Global, etc.

 Language matching alone, rather than mapping to the 
recommended implementation guidance, results in guidance that’s 
unusable. 

 Mapping accomplishes an aggregate Policy requirement that will 
and will always continue to be measured by product and by 
assessment event and will move at the pace of your slowest audit.
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For Each Control Statement gather keywords, concepts and 
suitable common domains
 Search for list of testable items based on keywords and common terms, including 

global spelling. Consider more than “does it” by asking if the implied understanding of 
the control is that it “should”. 

 Prepare a list of probable matches – likely 1-2% of total population.
 Consider overuse and reduce the number of times we use same items
 Consider that the client may use multiple controls to accomplish a same objective. 

This exercise may result in client customization to their written policies and program 
objectives.

 In some cases, meeting the goal of a control requires use of methods from other areas 
of a framework. In this situation, there should be a way to tag some mapping as 
contributing to or partially required in order to meet the objective. To use an ITIL 
term, they are underpinning. Control language should be refined to clarify this to 
reduce auditor confusion.
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Mapping considers what should be covered based upon the 
intended outcomes for each cybersecurity framework’s domain Mapping: 

• Aligns common 
intent and 
objectives

• Doesn’t raise 
low or high 
watermark.

• Lowers total 
work while 
assuring quality 
of controls

• Enables singular 
RMF
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Systems Enable People. Mapping Efforts Require Detail 
Work Plans. People need skills to execute that plan.
• Mapping 

domains, 
controls and 
tests requires 
planning and 
oversight.

• Optimization 
steps track 
how many 
times controls 
are both used 
and unused.
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Mappers benefit by mapping technical control to frameworks, frameworks to client domains

This example is confidential to Security Compass and may not under any circumstances be shown outside of this meeting. EnterpriseGRC supplies mapping services to companies 
like Security Compass who provide automation for continuous cloud compliance. Please ask us for contacts at Security Compass if you would like to learn more. 35


