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TOPICS

VULNERABILITY TRENDS

Trends & number of open source 
vulnerabilities published this year

DEVSECOPS INSIGHTS

Security vs. Developers: 
The DevSecOps Showdown

MOST COMMON CWES

Open source security 
vulnerabilities in popular 
programming languages

ADDITIONAL RESOURCES
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VULNERABILITY 

TRENDS



Don’t Worry –
It’s free right?



* Based on first scan results for 250 applications and end of PoC questionnaire 5

LIFE WITHOUT OSS MANAGEMENT AUTOMATION

Over 75% were aware 

of only 50% of their 

open source inventory.

90% of apps have at least 

1 vulnerability, over 
45% have 5 or more.

At least 1 license that 

doesn’t meet company 

policy on average.

Broken dialog with 

Dev. Tough to explain 

where vulnerabilities are, 

and where the risk is.



6

WHO IS ON THE HOOK TO FIX?

Security? Development?
Don’t forget 

me!

Legal



Chris Roberts
G o  fo l l o w  h i m !

• ‘Security can't happen in a silo.’

• ‘Stop trying to figure out who to blame and 
figure out what we can do better everyday.’

https://www.linkedin.com/in/sidragon1/

https://www.linkedin.com/in/sidragon1/


POLL:
What are the biggest challenges in 
implementing & running your AppSec 
program?

• Scanning Performance 

• Budget

• Lacking Skilled AppSec Personnel

• Vulnerability Prioritization

• No Cooperation between security & 
development teams



Survey Results
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7 Questions 
to Ask When 
Evaluating 
SCA

• Question 1: Does the SCA solution scale to meet your enterprise 
needs by offering both governance and developer tools?

• Question 2: Does the SCA solution offer vulnerability prioritization 
advice and minimal false positives to reduce the number of 
alerts? 

• Question 3: Does the SCA solution automatically remediate 
vulnerabilities?

• Question 4: Does the SCA solution support all the programming 
languages you currently use or plan to use?

• Question 5: Does the SCA solution integrate into your DevOps 
pipeline?

• Question 6: Does the SCA solution allow you to define and 
automate policies that are both robust and easy to manage?

• Question 7: Does the SCA solution cover open source software 
in containers?



WHY NOW?





*Source:  2020 WS Annual Report 



* Source: 2018 WS Annual Report 



* Source: 2020 WS Annual Report 





* Source: 2018 WS Annual Report 







* Source: 2020 WS Annual Report 



How can we expect 
teams to prioritize 
vulnerabilities efficiently 
when over 55% are 
high-severity or critical?

* Source: 2020 WS Annual Report 



The 5 Most 
common 
practices to 
prioritize 
remediation 
are:

Severity

Application Type

Popularity

Disclosure Date

Ease of Remediation





Two Prioritization 
Strategies

1. Prioritizing based on CWE Type
• The more common a CWE, the more hackers 

will study it, learn to exploit it, and discuss it.

2. Identifying Effective vs.               
Non-Effective Vulnerabilities
• Is the proprietary code making a call to the 

vulnerable function? 





*Source: 2020 WS Annual Report 



* Source: 2020 WS Annual Report 



Most Common 
CWE’s per Year

2014-2019

*Source: 2020 WS Annual Report 



* Source: 2020 WS Annual Report 
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WHY FIX ALL VULNERABILITIES 

WHEN ONLY 15%-30% IMPACT YOUR PRODUCTS?

EFFECTIVE
VS

INEFFECTIVE
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PRIORITIZE BASED ON EFFECTIVENESS
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OPTIMIZE REMEDIATION PROCESSES
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Round 2!
INSIGHTS





Are you 
forced to 

compromise 
on security to 

meet short 
deployment 

cycles?

YES
73%





POLL:
What feature is MOST important to 
security?

• Compatibility with tech stack

• Developers Adoption

• Early Detection

• Full Path Coverage

• Ease of Integration & implementation



WHAT IS IMPORTANT TO SECURITY

implementation adoptionto tech stack



WHO IS USING YOUR TOOLS?
SAST: Static application security testing 
DAST: Dynamic application security testing
SCA: Software composition analysis
IAST: Interactive application security testing
RASP: Runtime application self-protection
API: Application programming interact
WAF: Web application firewall



MATURE = MORE TOOLS



WHY DO COMPANIES ACQUIRE TOOLS?



DO YOU NEED TO TRAIN YOUR DEVS?

Yikes!



DEVELOPER KNOWLEDGE GAP



IS EVERYONE ON THE SAME PAGE?



DEVSECOPS CHAMPION





CALL TO 
ACTION!

Bolt
Free! – Great for small teams & 
limited scans

https://bolt.whitesourcesoftware.com/

Renovate
Free! – Powerful Dependency updates

https://renovate.whitesourcesoftware
.com/

Core
Free Trial – Flagship WhiteSource Solution 

https://www.whitesourcesoftware.com/
free-trial/



BOLT (Azure DevOps) BOLT (GITHUB)



Renovate 
(Github)



CORE FREE TRIAL?

https://www.whitesourcesoftware.com/free-trial/

OR

For more info please contact me: 
john.timberlake@whitesourcesoftware.com
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WE ARE HIRING!
https://www.whitesourcesoftware.com/careers/



More Sources

• Diving Into the Evil internet - Vulnerability Prioritization Through the Eyes of Hackers
• https://resources.whitesourcesoftware.com/wistia-webinars/diving-into-the-evil-internet-vulnerability-prioritization-through-the-

eyes-of-hackers

• 2020 WhiteSource DevSecOps Insights
• https://www.whitesourcesoftware.com/whitesource-devsecops-insights/

• 2020 WhiteSource Annual Report
• https://www.whitesourcesoftware.com/wp-content/media/2020/03/Annual_Report_2020_12.03.20.pdf

• 2020 WhiteSource April Report
• https://resources.whitesourcesoftware.com/blog-whitesource/april-open-source-security-vulnerabilities-

snapshot?utm_origin=social&utm_from=linkedin&utm_campaign=Blog

• 2018 WhiteSource Annual Report
• https://www.whitesourcesoftware.com/wp-content/uploads/2018/10/The-State-of-Open-Source-Vulnerabilities-

Management-2018.pdf



Survey Results:



DEMO 
Dima Gorbonos
Sr. Solution Architect

John Timberlake 
Director of Sales PNW



56

Traditional vs. Developer focused SCA Model



THANK YOU!
For more info please contact us: john.timberlake@whitesourcesoftware.com

WhiteSourceSoftware.com


