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POLL #1

Over the last 18 months
A) No change in how I receive Medical Care
B) Some technology - Met via Web with Med Prof
C) Used a device that sent info over Web
D) Implanted a device in my body
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1 Life Science and Health Care (LSHC) – Market, Players, Opportunities
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As Life Science & Health Care Industry is valued at $173 billion -> $208 
billion in 2023 – The FDA Faces Increasing Cybersecurity Requirements

51

https://www.fortunebusinessinsights.com/industry-reports/medical-devices-market-100085

Source: https://www.selectusa.gov/medical-technology-industry-united-states
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Heroes v. Innovators = Cyber-ready v. Closing Up Shop

61

https://www.forbes.com/sites/sergeiklebniko
v/2020/03/28/20-more-stock-picks-for-the-
coronavirus-economy-according-to-market-
experts/#474837ea19f2

GxP Maturity (a.k.a. Good Manufacturing Practices) Makes All The Difference in Rapid 
Response to Pandemic – but still is not likely to go far enough.
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Risk & Cybersecurity Requirements: Recent mandates in the 
Medical Device Market (MDM) – Under the US FDA 

"… amongst healthcare stakeholders ... where addressing 
medical device risk has formerly focused on functional safety, 
and safety-related risk (to the exclusion of cybersecurity) or 
the protection of data, multiple approaches are now actively 
addressing the lifecycle risks and potential harm from 
cybersecurity incidents.
Medical devices manufacturers (MDM) are recommended to 
undertake a cybersecurity maturity assessment to identify and 
prioritize areas for improvement. This should include product 
lifecycle security, stipulated in emerging assessment schemes, 
which will be articulated in healthcare procurement. Mature 
incident response plans and processes are essential for all 
healthcare entities, in anticipation of the inevitable 
cybersecurity event."
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https://www.bsigroup.com/LocalFiles/EN-
AU/ISO%2013485%20Medical%20Devices/Whitepapers/White_Paper 

Cybersecurity_of_medical_devices.pdf
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Recent FDA mandates impact Medical Device Security and 
Extend beyond GxP Good Manufacturing to full Device Lifecycle

As medical devices and healthcare environments become 
interconnected … the risk of cybersecurity vulnerabilities impacting 
patient safety and privacy increases significantly. The Food and Drug 
Administration (FDA) now takes significant steps to develop policies and 
guidance to assist medical device manufacturers (MDMs) addressing 
cybersecurity-related regulatory issues. 
Stakeholders in the medical device industry closely examine how they 
can proactively address product security in an *ever-changing 
environment to quickly and effectively reduce any risks posed to 
patients. FDA guidance documents emphasize that medical device 
cybersecurity concerns must be addressed not only during the design 
and development of medical devices, but also throughout the device 
lifecycle as potential cybersecurity vulnerabilities emerge. 
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https://mdic.org/wp-content/uploads/2018/10/MDIC-CybersecurityReport.pdf*US FDA Cybersecurity Notifications page https://www.fda.gov/medical-devices/digital-health/cybersecurity#risks

https://enterprisegrc.com/
https://mdic.org/wp-content/uploads/2018/10/MDIC-CybersecurityReport.pdf


Immediately Required Cyber Security Standards and Laws 
that Govern or Enable The Medical Device Market (MDM)

• GAMP® 5 Guide: A Risk-Based Approach to Compliant GxP Computerized 
Systems*

• Title 21 CFR Part 11 & Title 21 CFR Part 820 QMS Requirements
• Title 45 CFR § 164 HIPAA - HITECH 
• Eudralex Volume 4 Annex 11 (Others may apply)
• ISO/IEC 27001:2013 € and ISO/IEC 27002:2013 € or 
• ISO/IEC 27799:2016 € and ISO/IEC 27002:2013 € 
• ISO 13485:2016 - MEDICAL DEVICES - A PRACTICAL GUIDE FOR MEDICAL 

DEVICES*
• ISO 14971:2019 Medical devices — Application of risk management to 

medical devices*
• HITRUST v9.3*
• NIST Cybersecurity Framework v1.1

*Associated License Fee and Necessary for LSHC
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Term Definition

CFR

Code of Federal Regulations. The CFR is 
the codification of the general and 
permanent rules and regulations 
(sometimes called administrative law) 
published in the Federal Register by 
the executive departments and 
agencies of the federal government of 
the United States.

GxP

Cumulative term used to refer to the 
global regulations and guidelines that 
include, but are not limited to, Good 
Manufacturing Practice (GMP), Good 
Laboratory Practice (GLP), Good 
Clinical Practices (GCP), Good 
Pharmacovigilance Practices (GPvP) 
and Good Distribution Practices (GDP) 
references

GAMP Good automated manufacturing 
practice
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2 Frameworks, Standards & Tools, How CISO’s Address MDM Cybersecurity
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Chief Risk, Chief Security, and Chief Information 
Officer walk into a bar.
Bartender asks: 
• Who ordered policies that control and mitigate the risk 

lifecycle including all supporting environments? 
• Who captures, interprets and provides evidence that a 

control is operating effectively?
• Who aligns a Vulnerability Program as necessary to 

operate business and as needed for routine FDA 
inspection?

• Who establishes technical and manufacturing objectives 
that meet the needs of the LSHC stakeholders?
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Poll #2
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Responsibility for Medical Device Security should 
be controlled by:

A) IT
B) IT & Security
C) Product Engineering
D) Product Engineering, Security and IT

2
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Requirements21 CFR Part 
11

21 CFR Part 
820

HIPAA-
HITECH CFR 

45

Eudralex V4 
Annex 11

GAMP® 5

HITRUST 9.3

ISO 
13485:2016

ISO/IEC 
30111:2019

ISO/IEC 
27001:2013 €

ISO/IEC 
27799:2016 € 

ISO/IEC 
27002:2013 € NIST 800-

171 r3

NIST 800-53 
r5

GDPR

CCPA 1798

AICPA SOC 
2 2017

NIST 
Cybersecurity 
Framework, 

CSF

CIS 
Benchmarks

CIS CSC 
v7.1

MITRE 
ATT&CK / 
OWASP

The Universe of Life Science & Health Care 

Assessment
Score

Programma
ble Logic 

Cont. (PLC)

Distributed 
Ctrl Syst. 

(DCS)

Supervisory 
Ctrl Data 
Acquis. 

(SCADA)

Industrial 
Ctrl Sys. 

(ICS)

WIN2008 
R1 & R2

WIN20012 
R1& R2

CentOS 6

CentOS7

RHEL6
RHEL7

UBUNTU12

UBUNTU14

AWS Linux

AWS EC2

ESX 5.5

Azure

Docker

Windows 7

Windows 10

IaaS
PaaS

SaaS
Cloud

Data Centers Containers

Hybrid

Cloud

GxP in life sciences, ISO 13485 in medical devices 

132

Red = Now & Always
Purple = Laws Governing this Sector (Plus Red)
Green = Frameworks Used for LSHC Sector
Blue = Frameworks presumed as part of 
Cybersecurity that are also relevant
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3 Mapping and Tagging – Unification within GRC and Cybersecurity Risk 
Management
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Models Seek to Organize Threats, Technologies, Treatments 
OR Model Risk Assessment Procedure, but usually not both

3

Risk Identification 

Business Risk 
Assessment 

Scope & Boundary 
Definition

Risk Measurement 

Risk Action Plan 

Risk Acceptance 

Safeguard Selection 

Risk Assessment 
Commitment
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Risk Models Vary by Business Role 
– Differ on the What, Why & How
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Regulation, Process, Threat,  and Assessments Don’t Tie Out
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21 CFR Part 11

21 CFR Part 
820

HIPAA-HITECH 
CFR 45

Eudralex V4 
Annex 11

GAMP® 5

HITRUST 9.3

ISO 
13485:2016

ISO/IEC 
30111:2019

ISO/IEC 
27799:2016 € 

ISO/IEC 
27002:2013 € GDPR CCPA 1798

Risk Identification 

Business Risk 
Assessment 

Scope & Boundary 
Definition

Risk Measurement 

Risk Action Plan 

Risk Acceptance 

Safeguard Selection 

Risk Assessment 
Commitment

3
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Cyber Security – NHS Perspective

21

ISO/IEC 27001:2013 €

ISO/IEC 27002:2013 €

NIST 800-171 r3

NIST 800-53 r5

AICPA SOC 2 2017

NIST Cybersecurity 
Framework, CSF

CIS Benchmarks

CIS CSC v7.1

MITRE ATT&CK / OWASP
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Security Architecture Select Tools Used and Covered in Cyber 
Security Risk Assessment:

223

Look for ways to automate the 
output of tools to the evidence of 
compliance
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Look to Increase Common Threat Language as Tagging

Supply Chain Tampering

Technology adoption dramatically expands the threat landscape

IoT leaks

Algorithms compromise integrity

Rogue governments use terrorist groups to launch cyberattacks

APT

Unmet board expectations

Researchers silenced to hide security vulnerabilities

Cyber insurance safety net is pulled away

Governments become increasingly interventionist

Regulations fragment the cloud

Criminal capabilities expand gaps in international policing

INJECTION

BROKEN AUTHENTICATION & SESSION MANAGEMENT

CROSS-SITE SCRIPTING (XSS)

INSECURE DIRECT OBJECT REFERENCES

SECURITY MISCONFIGURATIONS

MISSING FUNCTION LEVEL ACCESS CONTROL

CROSS-SITE REQUEST FORGERY (CSRF)

USING COMPONENTS WITH KNOWN VULNERABILITES

UNVALIDATED REQUESTS AND FORWARDS
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4 Integration Progress – Facilitated Compliance Management
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We Leverage Mapping: HITRUST provides recommendations for 
mapping, which we leverage but do not reproduce commercially

254
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ISO 13845:2016 used to Assess Title 21 CRF Part 820

264

https://www.rcainc.com/wp-content/uploads/2017/06/ISO-Comparison-Matrix-jw-mp.pdf
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Leverage Mapping: HITRUST, NIST800-53r5 – where we start

274
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NIST 800-53 r5 Adds KEYWORDS and Privacy Attributes

28

https://github.com/usnistgov/OSCAL/tree/master/conten
t/nist.gov/SP800-53/rev5
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Additional Resources that Tie Out IOT – CSA – Requires use of 
CSTAR Registry – Referencing Requires Explicit Permission

294
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SANS IOT Internet of Things Reading Room

30

https://www.sans.org/reading-room/whitepapers/internet/dice-mud-
protocols-securing-iot-devices-38980

https://www.sans.org/reading-room/whitepapers/internet

4
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What creates the threads that we can assert?
Ten normative references 
Benchmark contains both descriptive 
information and structural information
Group item that can hold other items
Item three types of items: 
<xccdf:Group>, <xccdf:Rule> and 
<xccdf:Value>
Model suggested scoring model for an 
<xccdf:Benchmark>
Profile element is a named tailoring for 
an <xccdf:Benchmark>
Rule the description for a single item 
of guidance or constraint. <xccdf:Rule> 
elements form the basis for testing a 
target platform for benchmark 

compliance 
Status acceptance status of an element 
with an optional date attribute, which 
signifies the date of the status change
Tailoring element holds one or more 
<xccdf:Profile> elements-records 
additional benchmark tailoring 
TestResult element encapsulates the 
results of a single application of an 
<xccdf:Benchmark> to a single target 
platform
Value a named parameter that can be 
substituted into properties of other 
elements within the 
<xccdf:Benchmark>
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Control Correlation Identifiers CCI
• http://iase.disa.mil/stigs/cci/Pages/index.aspx • The Control Correlation Identifier (CCI) provides a standard 

identifier and description for each of the singular, actionable 
statements that comprise an IA control or IA best practice. 

• CCI bridges the gap between high-level policy expressions and low-
level technical implementations. CCI allows a security requirement 
that is expressed in a high-level policy framework to be 
decomposed and explicitly associated with the low-level security 
setting(s) that must be assessed to determine compliance with the 
objectives of that specific security control. 

• This ability to trace security requirements from their origin (e.g., 
regulations, IA frameworks) to their low-level implementation 
allows organizations to readily demonstrate compliance to multiple 
IA compliance frameworks. 

• CCI also provides a means to objectively rollup and compare 
related compliance assessment results across disparate 
technologies.

324
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Open Vulnerability and Assessment Language (OVAL)

• OVAL® is an information security community effort to standardize how to 
assess and report machine state of computer systems. 

• Tools and services that use OVAL for the three steps of system assessment —
representing system information, expressing specific machine states, and 
reporting the results of an assessment — provide enterprises with accurate, 
consistent, and actionable information so they may improve their security. 

OVAL in the Enterprise

• Vulnerability Assessment
• Configuration Management
• Patch Management
• Policy Compliance

• Community Repositories of OVAL Content
• Vulnerability Databases and Advisories
• Benchmark Writing
• Security Content Automation

334
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Possible Future Integration is working with MITRE ATT&CK

Interfaces for Working with ATT&CK: There are two different ways for you to access 
the ATT&CK content:
• ATT&CK expressed in STIX 2.0 GitHub repository: There are a few different ways to 

interact with the ATT&CK content (repo). Python, the best way is to utilize cti-
python-stix2. The USAGE doc in the repo to helps. Since STIX 2.0 is JSON that library 
is the programming language of choice to interact with the raw content, such as the 
full set of Enterprise ATT&CK content found here.

• TAXII Server: The TAXII server stays up to date with the content found in our GitHub 
repository, so consumers access the ATT&CK content there. As the TAXII Server 
release blog post states, consumers use the cti-python-stix2 and cti-taxii-client to 
get the ATT&CK content from the TAXII server.

344
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5 Investment in Licenses and Partners
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Licenses Necessary to Mapping into the LSHC World

• Strategic Partners might include Unified Compliance Network, HITRUST, Big 
Four such as Deloitte, Center for Internet Security, CIS* 

Purchase additional ISO 
Standards, ISO 
14971:2019, ISO 13485, 
ISO/IEC 27799:2016 € 

ISPE - GAMP® Good Practice 
Guide: A Risk-Based 
Approach to GxP Compliant 
Laboratory Computerized 
Systems

Customers pay for their 
own use of the HITRUST 

Portal, however any 
reference to their controls 

requires partner agreement

Referencing the CIS 
Benchmarks is free, however 

multiuse CISCAT scanning 
requires annual license.

CISGAMP 5

HITRUSTISO Licenses

UCF, CSA, 
HITRUST, CIS, 

Deloitte
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Experience Creating CIS Partner Relationship
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