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Security Over The Years

Network Firewall Container Workflows to restore
Stateful Firewall App Id based NGFW virtualization - Cisco ACI, Vulnerability scanning governance and assurance
Checkpoint Palo Alto Networks VMWare NSX, AWS security - Aqua Twistlock Araali
® ® @ @

Firewall Cloud Native

® ® ® ®
Gigabit ASIC Unified Threat IP table orchestration Identity separated from
Firewall Netscreen Mgmt Fortinet lllumio, Tetration Host mTLS, Istio, Aporeto,

Google ALTS



Overview

Why zero-trust?

Evolution and adoption of zero-trust
Current relevance of zero-trust

How zero-trust prevents cyber-harm

o Action Replay of Equifax Breach/Remote
Code Execution

o Action Replay of CapitalOne Breach/SSRF
Attack



Why Bother?

Unauthorized Access to Data/Resources Attack Vectors
o Datais the new oil o Intrusion Attempts and Insider Threats
o Financial data, HR data, m Hacktivists < Insiders < Organized
Sales/Competitive, IP. Customer data Crime < State Actors
Don't care?
o Compliance and privacy laws do Weaknesses
o Breach notification requirements (60 o Applications: vulnerability

days of detection)

o Credentials: theft, brute force attacks
Why bother detecting then?

o Injection: Tricking, Trojans, and Phishing
o Because someone else will o Missing Controls, insecure defaults

o Respond > Detect > Automated o Misconfigurations and human errors
Prevention (Holy Grail)



Applications Are Vulnerable
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Source: https://www.cvedetails.com/browse-by-date.php



https://www.cvedetails.com/browse-by-date.php

Passwords and Credentials Are A Problem

FINANCE

Equifax used the word ‘admin’ for the login
and password of a database

Application Security , Big Data Security Analytics , Breach Notification

Microsoft Error Exposed 250 Million

PUBLISHED THU, SEP 14 2017-2:47 PM EDT | UPDATED THU, SEP 14 2017-4:59 PM EDT Elastlcsea rCh Reco rds
Q :‘l::m: :::léf(k Five Customer Service Databases Were Left Internet-Accessible for Three Weeks
suare f W in Jeremy Kirk (Wjeremy _kirk) - January 23, 2020 @
July 7,2020 SECURITY
Exposed dating service databases leak Facebook Breach Results In 267 Million Phone
sensitive info on romance-seekers Records, User IDs Left Out In Open
Bradley Barth %
By Ramish Zafar
f SHARE ¥ TWEET @ SUBMIT
Collectively, the two websites exposed data related to 102 million accounts, including email addresses, Dec 20, 2019
mobile device information and search preferences, WizCase said in a blog post. “Every server was easily Facebook Records of 267 Million Accounts Found
accessible via the internet and not password protected,” the report stated. On An Elasticsearch Server By Researcher In Latest

Discovery Of Data Scraping



Missing Controls/Insecure Cloud Defaults

Over 4.9M instances of MySQL - open for public Across Cloud Providers

Top Organizations

MySQLJune2020

Search for returned 4,963,126 results on 29-06-2020
Alibaba

2 Unified Layer
Top Countries

AWS

1. United States 1,997,882
2. China 761,573
3. Hong Kong 256,221
4, Germany 244,902
5. Poland 213,471
6. France 151,453
7. United Kingdom 112,261
8.Japan 97,865
9. South Africa 92,459
10. Russian Federation 90,575

OVH SAS

GoDaddy

Home.pl.S.A

Tencent

EGI Hosting

DXTL Service

IKGUL

100,000 200,000 300,000 400,000

Source: Shodan.io | Search mysql | Updated - June 28, 2020

Unified Layer - Web Hosting Service https://www.unifiedlayers.com/
DXTL Service - DXTL Tseung Kwan O Service

IKGUL - Internet Keeper Global http://www.ik.com/



https://www.unifiedlayers.com/
http://www.ik.com/

Where You Want to Be

" Where most companies and solutions are focused
Promised land

RISK
Respond Focus on managing and
minimizing damage - time to
 detect and time to contain is
the unknown
Detect
Lowest Risk Focus on preventing
Prevent Lowest Cost — vulnerabilities from
Lowest Liability causing harm
Automated Semi-Automated Manual COST
FRICTION

Source: Managing Risk and Information Security; Malcolm Harkins
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From the Beginning of Time

e Wild Wild West (ARPANET/1969) e Network Filtering
o Democracy, freedom, expression e War against intrusion
o Privacy trumps accountability o IDS (2000)
o University culture o IPS (2005)
o TCP/IP (1983) e Deny vs Allow Policies
o WWW (1990) o Signature matching
e Hackers are born, and celebrated too o Application Id
o (Robert) Morris worm (1988) e Firewall
m rsh/rexec, finger, sendmail o Stateful Firewall (Checkpoint)
m weak passwords o NGFW (2013 - PANW, Fortinet)

o First felony conviction in US, 1986
Computer Fraud and Abuse Act

o CERT/CC @ CMU is born


https://en.wikipedia.org/wiki/Computer_Fraud_and_Abuse_Act

Perimeter World

T~

DMZ itself represented a perimeter mindset
o Free inside lateral movement

e Security was primarily protecting access to
network

¢ Intranet, Network Shares, VPN



Defense in Depth - Network Based Segmentation

e Privileged network segments
e Data tier tucked away

e Firewall guards crossovers




Increased Spending...But Breaches Galore

Biggest of the 21st century

Accounts - .
Compromised by the millions by the billions

. | 500
equitax [ 143m
dut Friend Finder | 2:22m

Anthem . 78.8m

esay [ 195m

pMorgan Chase [ 76m

Home Depot. [ 56m

v [
Target Stores. [JJJJij 11om

Adobe . 38m

US Office of Personnel
Management (OPM) | 2m

sony’s Playstation Network [JJJJj 7m
roasecurity JJ] som

Heartland Payment Systems - 134m

TJX Companies, Inc. - 94m

SOURCE: CSO



Problems Remained Unsolved

) B

Chasing buzzwords Chasing Technology
e CARTAD e Network Processor
e /ero-Trust e Big Data
e SDP? o ML
o FPGAY
e (Containers

1) CARTA - Continuous Adaptive Risk and Trust Assessment
2) SDP - Software Defined Perimeter
3) FPGA - Field Programmable Gate Arrays

Band-Aid Approach

e vs. First Principle approach
e VS. reimagining Architecture



/ero Trust: A Foundational Fix

e Always Verify vs “Trust, but Verify”
o Continuous verification
o Verify what?
e Privileges
o AuthN - first establish identity
o AuthZ - then verify privileges
e Grain of Identity matter

o Access to Car, Bus, Ship? Or person?

o Smallest possible grain -> 0
e Least Privilege
o 0Ona "need to know” basis

o Minimum possible privilege -> 0



/ero-Trust Timeline

Jericho Virtualization SASE
Forum Forester VmWare, AWS, SSO ZTNA SD-WAN/FWaaS/ ADN
Firewall 2004 2009 OpenStack Okta/Pingldentity/Duo Zscaler CASB/ZT Araali

ERE Future
® ® ® ® ®
VPN BeyondCorp/ CWP lllumio, Hashicorp Vault, K8s/lIstio
Google 2009 Guardicore, KMS, HSM

Tetration



2009: Driven by User and Endpoint Mobility

Data Center The Perimeter extended from
Data center to Head Office.
Rest of users VPN in. Once in,
9 9 9 9 you had full privilege

@

Do Do
Do Do
Do Do
Do Do

Do Do
Do Do

[
E
2)

Head Office Branch Office Home



2020: Driven by Cloud and Cloud-native

e DevOps e Cloud Native/K8s
o Push on Green o Pooled resources
o Constant churn o POD directly visible
e Cloud o Orchestrated
o Infrastructure as code m Lost placement control

o Ephemeral resources
o Dynamic scaling

o Insecure defaults




User Access: BeyondCorp/SDP/ZTNA

1. Authentication

3. List of Apps

(R 2. Verify ldentity ==
» 1922 C/) »% gf
Q== —
1A
SDP Controller Enterprise Directory

4. Allow Access

é |:| 5. Provision Access
Q=

MFA - biometrics,
token, message,

Source: Gartner (April 2019), ID 386774

a 6. Session Established
I

SDP Gateway Application



"Need to know" User Access

Data Center
Beyond Corp/Okta
enabled org. to verify

identify and provide
access and privileges
to the right corp user

okta

Do Do
Do Do
Do Do
Do Do
Do Do

Do Do
Do Do
Do Do

N B

Head Office Branch Office Home Cafe



Solved for users, but what about apps?




Applications Are Under Constant Siege

r,
Scan forintrusion@ Compromised &, Steal dat &
opportunities Node/App (Seed) eal data

Customers

O SSO, MFA, Biometrics ¢Comprom|se node .
O BeyondCorp/Okta
2\ %
Ln .
Users Accessing Apps Securify boundary Users are outside the Trust
(solved problem) (Firewall) Boundary - Malware can come

from compromised users!

Corporate and customer access
e {Public, Private} Trust has a porous perimeter, and many such entry points
e C(Creating a least privilege environment is hard but necessary — automate with Araali



And Vulnerable Too

Applications Remote Code Execution

Process Takeover

Launch Reverse Shell



Current Attempts: Network Based

e Automation to the rescue: IPTables orchestration
o |P was ephemeral
m [ags to therescue
e Translation to network controls was problematic
e Machine Learning, discover application dependency
o Context was lacking

o [ttu K8s
o Podisan IP address
o Pod > Container > Process

e Still segmenting networks!

o Networks, Subnets, Pods, IPs have privilegel!



The Promised

Lv.v‘?v P Outdated Land
SSESE golutions (Micro Segmentation

+—  — Zero-Trust)

._The Future
“of Security



What it we turn the problem upside-down?

Network Driven Application Defined
Application Security Networking




Application Defined Networking

Security Overlay Boundaries: Processes, App, Zone - could span networks and infrastructure elements, multiple clouds

e Automatic self-organizing overlay
offers much more flexibility and
simplicity

e Privileges on a need to know basis

e (utside threats and malware have no
privileges in this trust fabric, thereby
no ability to cause damage




2FA for Apps - Say Goodbye to Stolen Credentials

Before: it's free for all, relying on perimeter After: Apps are Araalified, enabling authentication
protection, and passwords/secrets to access of each app with Araali fog (admission into our
DBs and services. trusted fabric). Granular control and audit follows

FW
DMZ

- Araali Fog ooy :

Similar to what Okta did
with user auth




Policy Discovery with Continuous Integration

Continuous Integration Alert:
New policies needed




Policies are Portable and Permanent

Auto-Relocate




Choose Your Value
o Visibility - Inventory your exposure
o Alert - guard-rails, mitigation on you

Security at the speed of Devops

o Block - mitigation is on us

Choose Your Grain
o External Services
o Segment at zone, app boundary

Single Click
o fortify-vm: single VM
o Verity at process boundary

o fortify-image: all VMs
o fortify-k8s: whole cluster

fl]

Zero Touch
o No tagging necessary
o No handwriting of policies

Zero Time
o Deterministic
o Self-organizing

=
S OU
o Portable



Zero Trust Journey




Zero Trust Journey

Inventory your exposure (sec)

Baseline Alerts (sec)

Enforce Zone Boundaries
Env1 - Cloud 1

Enforce App Boundaries

Enforce Process Privileges

@0 OO

Microservices can only talk if they are Microservices in an app can only talk to each
whitelisted other, no one except front end can talk to them



Developer and Security Relationship




Zero-Trust: Not Just for Feds Anymore!

e Democratized for the cloud generation!

e Since late 2018, National Institute of Standards and Technology (NIST) and NCCoE
cybersecurity researchers have had the opportunity to work closely with the Federal
Chief Information Officer (CIO) Council, federal agencies, and industry to address
the challenges and opportunities for implementing zero trust architectures across

U.S. government networks

Zero Trust Architecture (2nd Drafft)
Date Published: February 2020
Comments Due: March 13, 2020 (public comment period is CLOSED)
Email Questions to: zerotrust-arch@nist.gov

e Targeted for enterprise security architects!



Application Defined Networking
Deterministic | Least Privilege | Automated



