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Current Models
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Not practical for high velocity teams where 
CVEs become a Whac-A-Mole game

~278 vuln 
per week

https://www.cvedetails.com/browse-by-date.php
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https://www.unifiedlayers.com/
http://www.ik.com/
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https://en.wikipedia.org/wiki/Computer_Fraud_and_Abuse_Act
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● Intranet, Network Shares, VPN
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Chasing buzzwords
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Band-Aid Approach
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BeyondCorp/Okta

APT from endpoint could 
compromise node

Customers



Launch Reverse Shell

Applications

Process Takeover

Remote Code Execution



● Automation
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● Still segmenting networks!
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The Promised 
LandOutdated 

Solutions

The Future 
of Security



Network Driven 
Application Security 

Application Defined 
Networking 



●

●

●

Processes, App, Zone



App 1 App 2
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FW 
DMZ
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Araali Fog

Similar to what Okta did 
with user auth
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● Democratized for the cloud generation!

●

Zero Trust Architecture (2nd Draft)                                                                                                                             
Date Published: February 2020                                                   

Comments Due: March 13, 2020 (public comment period is CLOSED)                  
Email Questions to: zerotrust-arch@nist.gov    

● Targeted for enterprise security architects!
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