
The Atakama encryption process
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The encryption process 

In step 1, we have an unencrypted 
word document on a user's computer.  

In step 2, the document is encrypted with AES (symmetric 
encryption) using a newly created 256 bit key. The now-
encrypted word doc is in the user's Atakama folder.  

In step 3, Atakama takes the 256 bit 
key and cuts it into 4 shards, A 
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How it Works
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Key is cut 
into shards

After it is 
encrypted,  
a copy of the 
encrypted  
word doc is 
synced with  
the cloud 
(OneDrive, 
Dropbox,  
Box, etc).

When Atakama is first 
set up, each of the user’s 
devices creates a key pair. 
Each private key remains 
on the respective device on 
which it was created. All of 
the public keys are sent to 
the user’s workstation.



© 2020 Atakama. All rights reserved. 0620.1001.22

The Atakama decryption process
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The Atakama decryption process
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In step 4, the 256 bit key is used in AES to decrypt 
the Word doc. The decrypted doc is automatically 
opened in Microsoft Word. If it were an Excel file,  
it would open automatically in Excel, etc.

1  The user clicks  
to open the file

2  The user gets a 
notification on  
their phone

3  The user taps a 
big green button to 
approve decryption

4  The file opens in its 
default program

No passwords are 
involved and the  
entire process  

is very fast.

From the user’s  
perspective,  
all that happens is:

If the encrypted  
file isn’t already 
stored locally, it is 
pulled down from 
the cloud before  
the decryption 
process begins.

Decryption of 
shards occurs 
on the respective 
devices containing 
the private keys. 
Decrypted shards 
are then sent 
to the user’s 
workstation


