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Managing IAM in a startup world through 
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How to tame the beast of Identity and Access Management
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Disclaimer

This content is not 
• Vendor sponsored!
• Employer sponsored!
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About Fred

• In the InfoSec field for 
the last 19 years

• Healthcare technology 
for 17 of those

• Developer at heart:
• It’s easier for me to 

talk to computers
• I don’t trust humans 

including myself
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I’m also a Hacker!
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The problem
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Understaffed

• Limited IT resources
• Manual provisioning / de-provisioning
• Unknown assets
• Unknown roles
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User experience

• New employee onboarding
• Takes weeks to get right

• Role changes
• Never consistently processed

• Approval process
• What approval process?!



8

Compliance

• If Best Practices is not driving you, here’s why!
• SOX, PCI, GLB, HIPAA, HITRUST all require:

• Asset management
• Regular access review
• Access termination within 24 hours
• “Need to know”
• You will train your workforce appropriately
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My situation
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A lot of you will recognize yourselves!

• “One man show”
• 1-2 IT resources
• <200 employees
• >100 “apps”
• Most apps use stand-alone credentials
• Compliance pressures
• Limited definition of user roles
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A solution
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What has worked with me

• Application inventory
• You need to know what you are managing

• Single Sign-On platform
• Users love it
• You have a single dashboard for monitoring and 

enforcement
• Automation ( mostly using python )

• You’ll need to get your hands dirty or wait for vendors 
to integrate… in your next life!
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It starts with an inventory 
System Inventory

( also includes non apps such as badge or 
master keys)

Application Properties:
- PHI access?
- Owner
- Provisioning status

Department Map
- what, who
- Security risk rating
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It starts with an inventory - groups

Department Map

Group Properties

Assignments
- New hires
- Ongoing
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Caveats
• Spreadsheet needs to be maintained:

• Quarterly review with department leads
• Adding new systems
• Quarterly review with Finance to catch rogue systems

• Spreadsheet works but… It is fragile:
• Can’t have too many cooks editing it.
• Delete of cells / rows / columns messes everything
• Department map pivot between sheets is a nightmare!

• This is based on departments – not individual roles
• Auditors have not complained…
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SSO Platform
• We used Okta, but any should work
• “Use SAML” they tell you… 25% of our apps where SAML-

integrated…
• Lots of “poor man’s SSO”: script propagating deltas to 

target apps.
• HR system -> Okta -> everything else

https://sso.tax/

https://sso.tax/


17

A solution – Provisioning / Deprovisioning access
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Jira tickets - Provisioning
New Hire ticket. Contains everything 
for successful provisioning:
• Start date
• Contact info
• department
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Jira tickets - Provisioning

5 days before start day, automation 
creates subtasks for each department 
responsible for provisioning.
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Jira tickets - Provisioning
Automation creates Okta user and 
provision what it can.
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Jira tickets - Provisioning

On start date at 4am, user is 
activated and receives an invite to 
Okta in his personal mailbox.
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Jira tickets – sub tasks

• Subtasks created 
based on department 
mapping

• Clear paper trail
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Jira tickets – deprovisioning
• The reverse!
• Remember to deal 

with ACLs.
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Jira tickets – deprovisioning

On employee end date, 
user is automatically 
disabled.
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Jira tickets – deprovisioning

• Similar subtasks
• Some systems need manual 

processing
• While HR ticket can be created 

weeks in advance, subtasks are 
only generated 24 hrs before 
the event.
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A solution – Training
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New way of thinking

• Remove the resistance:
• A Q4 training that shuts the business down for a few 

hours is not Agile!
• Anniversary-based training
• Don’t be a cop - Embrace acceptable risk: disable access if 

training is not taken in a timely manner.
• 30 days window for InfoSec training
• 15 days for PHI handling.
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New way of thinking
• This can only work with automation!

• Department Role map knows what apps have PHI
• Okta has anniversaries and employee access inventory

• Bonus: “Sorry, I can’t give you a pass… automation will 
override!”
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A solution – Crowdsourcing access reviews
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The old way

• InfoSec / Compliance resource guesses what access every 
employee should individually have…

• 5-10 min / employee = 1 FTE week of effort
• HITRUST requires a review every 60 days
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The new way

• Crowdsource review to managers!
• Okta understands the hierarchy
• Okta understands the systems one has access to

• For HITRUST:
• Privileged access review every 60 days
• All access review every 90 days
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Jira tickets
The Why and How

For each direct report:
- List of systems
- How their access differs from 

baseline for that department
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Outcome

• Only works with automation!
• Same amount of collective work. 30 minutes of InfoSec 

work to babysit the tickets.
• The lesser of 2 evils: InfoSec doesn’t understand individual 

roles vs managers may not take the task seriously…
• Remind them of the paper trail they are leaving
• Spot check a few tickets
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Call to action
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Call to action

• I / We need an open source platform!
• Is there anything to build on?
• Coders in the audience want to jump 

in?
• I spent 10% of my time building, 

maintaining and monitoring 
• This should go down with a 

community-driven solution…
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Parting thoughts

• Use the tools your audience uses. In my case that was Jira.
• Practice good software engineering practices.

• This also helps your street creds with the dev groups.
• Invest in automation skills on your infosec team.

• I’ve had a really hard time transitioning my baby 
• You can only scale through automation, so do it!
• Agile and CICD are faster than your click!
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Questions?
fred@clarifyhealth.com


