Managing IAM in a startup world through
automation

How to tame the beast of Identity and Access Management

Fred Bret-Mounet, CISSP
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About Fred




I’'m also a Hacker!
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FRED BRET-MQUNET

'White Hat' hacker
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The problem
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User experience




Compliance




My situation




A lot of you will recognize yourselves!




A solution




What has worked with me
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It starts with an inventory - groups

J A B

Department Map | &
— 5l 5| 8| 2
o o = 1=
Group Properties : 2 91 2| 8
/ 8 3| 2| B| =
[ 8| 5| £| 8
1 [a] <C 3] [&] [&]
2 Manager | EEE E——
&3l Group Email ID Name Description Okta Query Map
LMl accounting@company.com Accounting account@company.co
Ul admin@company.com Admin catch-all mail
Jl adminassistants@company.com Admin Assistants ;
[@ll adobe.cc.business.users@company.com Adobe CC Business Users Adobe licenses
-}l alerts@company.com alerts .
]l alienvault.users@company.com AlienVault Users allowed access to the
jI'}l all.co@company.com Customer Operations ) : | o ) ; :
(Al all.philly@company.com All Philly Consultants/Contractgr (Philadelphia)" or profile.city eq "Radnor )
{4l all.remote@company.com All Remote Consultants/Contractgr profile.userType eq "Employee" or profile.userType eq
kN all.sf@company.com All SF Consultants/Contractgr ['ACTIVE" and ( profile.userType eq "Employee” or
LY all.team@company.com All Team Contractors 'Employee" or profile.userType eq "Contractor")
All FTE Syapse status eq "ACTIVE" and ( profile.userType eq
all@company.com All Employees 'Employee" ) X X % X
am.co@company.com Strategic Account Managen _
amazonwebservices phiusers@comban Amazon Web Services PHI | Permission within AWS
. announce.eng
Assignments Application Blaliammeen=—
. = arch.eng
New hires T -
Architects Architects







SSO Platform

The SSO Wall of Shame

A list of vendors that treat single sign-on as a luxury feature, not a core security requirement.



https://sso.tax/

A solution — Provisioning / Deprovisioning access




Jira tickets - Provisioning

IIT- 1626) Mew Hine: e s 24 - S

Corp T / Help Desk [ IT-1626

New Hire: "ln Ba 2/4

Type: Onboarding Mew Sta

Pricrity; £ Mormal Resolution:
Labels: Mone

Employee First Mame:

Employes Preferred  Tom
First Name:

Employes Last Name: F80

Title: Sr. Software Engineer
Department Code: 32 -

Employee Type: FTE

Employes Work | hiladelphial
Location:

Employes Personal e smgmiail.com
Email;

Employee Syapse
Email [Primary]:




Jira tickets - Provisioning

Issue links

blocks

¢ Onboarding subtask for DC

& Onboarding subtask for HR

¢ Onboarding subtask for IT

[IT-1626] New Hire: Tom




Jira tickets - Provisioning

@ Fred Bret-Mounet added a comment - 2019-01-29 4:00 AM

AUTOMATION: " . mss womew . provisioned in Okta

@ Fred Bret-Mounet added a comment - 2019-01-29 4:00 AM

AUTOMATION:

" == " 2w = . already member of group all@ = o

Added "" I e dw w0 to group developers@:

RO e s e already member of group newrelicusers @ mpss s

Added st fespe Bamms omi to group pagerduty.users@ s om0

e e o already member of group sumologicusers@smme pu

e e e i already member of group aws.developers.users@i i sl




Jira tickets - Provisioning

e Fred Bret-Mounet added a comment 201901294100 Al

AUTOMATION: il B it & rOiASIS e O |

@ Fred Bret-Mounet added a comment - 2019-01-29 4:00 AM

- AUTOMATION:
- s Al already member of group all i
: Added-_-dto group developersm
newrelicusers (s s

@ Fred Bret-Mounet added a comment - 2019-02-04 4:00 AM . users i

sumologicusers @ ra=
AUTOMATION: /s ssmes@ s cOM activated in Okta aws.developers.users@ s




Jira tickets — sub tasks

IT-1634

New Employee provisioning -
e s = (St. Software
Engineer) - PA Development starting on

2019-02-04

Type: Task Status:

Priority: 2 Normal (View workflow)
Resolution: Done

Labels: None

Description

Please provision access to the following application for o 8w i e = (St
Software Engineer) - PA Development who is starting on 2019-02-04 :

JIRA Cloud (Atlassian)
Lattice

New Relic

Slack

Udemy for Business



Jira tickets — deprovisioning

Type:

Priority:

Labels:

Employee Syapse
Email (Primary):

Department Code:

PID:

Employee Work
Location:

Laptop Returned?:

Deprovision or
Suspend?:

Backfill Required?:

[HR-382] Offboard B i - 9/20 - [

HR / HR-382
Offboard s s - 9/20

{2} Offboarding
A Normal Resolution:
Security Level:

None #

652 - Data Acquisions and Analytics
n/a

San Francisco

Yes

Deprovision

No



Jira tickets — deprovisioning

[HR-382] Offboard M i - 9/20 - S
HR / HR-382
Offboard

- 9/20

Type: 2] Offboarding

Priority: 2 Normal Resolution: Done
Security Level:

Labels: None #

Employee Syapse NS W 5
Email (Primary):

Department Code: 652 - Data Acquisions and Analytics

PID: n/a

@ Fred Bret-Mounet added a comment - 2019-09-20 2:30 PM
Employee Work San Francisco

Location:

Laptop Returned?: Yes AUTOMATION: s vm o was Deprovision in Okta.

Deprovision or Deprovision
Suspend?:

Backfill Required?: No

24



Jira tickets — deprovisioning

FAC-120

Offboarding of - M s e Lam
(Clinical Data Analytics) - Data Acquisions
and Analytics ending on 2019-09-
20T7T14:30:00.000-0700

Type: Task Status: OPEN

Priority: 2 Normal (View workflow)

Resolution: Unresolved
Components: None

Labels: None #

Description

Please deprovision access within 24 hrs after termination per policy to the following
application for e me fsmesn . (Clinical Data Analytics) - Data Acquisions and
Analytics who's last day is on 2019-09-20T14:30:00.000-0700 :

* Badge

Attachments




A solution — Training




New way of thinking




New way of thinking

InfoSec Monitor
1 message

security @ = <security @y > Mon, Sep 30, 2019 at 9:58 AM
To: fred.bret-mounet@ =y wo

SecuritylQSync: monitor SecuritylQ users and enroliment

The following users in SecuritylQ are not in Okta:

* mmmam wmo e oo - b'Y{"message™:"You cannot delete a learner that is part of a running campaign”,"errors":[]}'

The following issues have been identified:

10 day warining for the Annual Security Training sent

110 day warining for the Annual Security Training sent

1is blacklisted as they have not completed the Annual PHI Training within 15 days of their anniversary date

5 blacklisted as they have not completed the Annual PHI Training within 15 days of their anniversary date

5 blacklisted as they have not completed the Annual PHI Training within 15 days of their anniversary date

T is blacklisted as they have not completed the Annual PHI Training within 15 days of their anniversary date

s blacklisted as they have not completed the Annual PHI Training within 15 days of their anniversary date
blacklisted as they have not completed the Annual PHI Training within 15 days of their anniversary date

is blacklisted as they have not completed the Annual PHI Training within 15 days of their anniversary date
is blacklisted as they have not completed the Annual PHI Training within 15 days of their anniversary date




A solution — Crowdsourcing access reviews




The old way




The new way




J i ra t i C kets [IM-519] Quarcterly Emplayee Permission Attestation for Quarter 3 2019 - Besm s |

ACTION REQUIRED BY 2019-089-10 15:54:48.289588

.
Flease review the following permissions your direct reports have. This list highlights deviations from the provisioning template defined
The Why and How for your department.

If you agre with the assignment, please mark this ticket a5 approved, Otherwise, add a comment and reassign to InfoSec for processing,
For mare context, you can refer to the sop or role mapping spreadsheat.
This is the quarterly attestation focused on all permissions your direct reports have.
For each direct report: o s B (Employee - PA Facility Allocations):
- List of systems Expanslly

Badging Infrastructure
-  How their access differs from

Lidemy for Business
Lattice
baseline for that department

StatusPage

LasiPass Sync

Badge

Triphctions

Master Key - PA
Paylocity Web Pay
Syapse LMS
Greenhouse

G Suite

Slack

RingCantral

Mavia Benefit Solution (Participant Portal)
Welkio

JIRA Cloud (Atlassian)
Yo HR Benedits

o — s (Employee - SF Facility Allocations):
= Expensify
= Udemy for Business
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Call to action




Call to action




Parting thoughts




Questions?

fred@clarifyhealth.com




