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Is Cyber Risk in the Nature of IoT ?
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Agenda

• The “Connected” Challenge

• AI is Driving the Technology Advancements

• Insights from Real World Data
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About Zingbox

AI-based 
security for 
the Internet 
of Things (IoT)

Gartner 
Cool 
Vendor in 
IoT Security

Founded 
in 2014, 
based in 
Silicon Valley

Large 
deployments 
in the 
real world

Incubated 
out of 
Stanford
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Challenges 



Hacking Healthcare 2017

2
Hospitals
Philadelphia

16
Hospitals
WannaCry

230K
PCs

150+
Countries

NotPetya

45K
PCs

74+
Countries

Defray

Locky

23M
Emails

CCleaner

700K
PCs

Bad Rabbit
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More Devices are Connected

Information breachImproved efficiency

Reduced cost

Increased revenue

Operation interruption

Patient safety
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Hacking Healthcare
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Connected Without Protection

IV Pumps Patient 
Monitors

Radiology

Gateway Gateway

Patient Rooms

PACS

MEDICAL IT NETWORK

Lack of endpoint 
visibility & security

The single line 
of defense 

Firewall

HOSPITAL NETWORK

Unmonitored 
network
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The Immense Attack Surface

Weak
Practice

Vulnerable
Apps

Outdated
Software

Recon

Exploit

Code Drop

C&C

Launch
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IV Pump Over Dosage, WIFI Take-over
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A Shift in the Industry
Clinical Engineering

IT

Operations/Facilities
Own the problem today

GOALS
Business continuity & patient safety
Operations & compliance
Equipment maintenance & security

Information Technology
Want to eliminate future risks

GOALS
Cybersecurity across the org.
Risk assessment
Data protection

LIMITATIONS
Lack security tools
IT solutions don’t work

LIMITATIONS
Can’t touch medical assets, no agents
Highly regulated industry
No visibility into clinical networks
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Cyber Risk in the Nature of IoT

• Large quantity
• Large variety
• Long life cycle
• Large surface
• Lack of protection

Technology Organization

Business
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The 
Internet 
of Things 
(IoT)
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The 
Internet 
of Things 
(IoT)
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Identification

SecurityOperations

The “Connected” Challenge: ISO



Which device has this
mac address?

How to prevent the 
next WannaCry?

How many medical devices are 
active on my network?

Which devices
contain PHI?

How to maximize 
device utilization?

How many additional 
IV pump do I need?

How to contain an infecteddevice
without impacting patient care?

Howto leverageon the
existing IT security tools?

Are medical devices safe when 
malware is found on IT servers?
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Possible Solutions
• Agentless

• Device Identification

• Operational Status

• Edge + Cloud

• Micro-segmentation

• IPv6 Security

• Scalability for data

• Easy to use 

• Automatic

AI
ML

DL



AI: Artificial Intelligence 
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From Automation to Deep Learning

Input Layer Output LayerHidden Layers
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Elements of AI in IoT Security

Feature 
Selections

Unsupervised
Learning

Supervised 
Learning

Deep 
Learning
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Workflow of AI in IoT Security 

• Network Traffic
• Event Logs
• Context 

Enrichment

Data 
Collection 

• Transformation
• Normalization
• Dimension 

Reduction 

Feature 
Engineering

• Data Training
• Model Tuning

Modeling

• Identification
• Baseline
• Anomaly
• Classification

Prediction
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The Security Hygiene for Medical Devices – AI 

Neural 
Networks

Supervised 
Classifications

Unsupervised 
Clustering

Attack 
Scenarios

What Looks 
Risky?

What Breaks 
Policies?

IoT
Data

Data 
Engineering

Visibility
Detections

Insights

Human  
Security 
Knowledge

Machine 
Learned 
Models
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Medical Devices – Personality and Context 

GE 
Brivo XR385

PHILIPS
DuraDiagnost

GE 
Optima XR646VENDOR & MODELTIER #2

X-Ray MachinesTIER #1 DEVICE TYPE

IoT Device Profile

DEVICE INSTANCETIER #3
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Entity Behavior Analytics

Future2018

Today’s 
IT Environment

Future
IoT Environment

Malware Behavior IoT Personality
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Medical Device Identification
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Behavioral Risk Prediction

Remote
IPs

Risky 
Sites

Insecure
Apps

Insecure
App To

Risky Site

List of  Remote
Destinations

Last Hour

Data

Data

Data Risk 
Score

Input Layer
Features

Hidden Layer
Identify Relationships

Output Layer
Calculate Risk Scores

Network Data 
Transactions



Data
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Questions to Address

§ What are the devices and their distributions?

§ What devices are most vulnerable?  

§ What are the vulnerabilities? 
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What are the Devices ?

Three types
make up
82%

]



Zingbox Confidential 31

Most Vulnerable Devices

Three device 
types 
account for 
86% of 
security 
issues. 
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Types of Security Issues

Obsolete Application 7%

Unpatched Firmware 8%

Browser Usage19%

Rogue Applications22%

Old Windows Version 18%

User 
Practice 
Issues
41%

Outdated 
OS / SW

33%

Unprotected Comm
& Weak Passwords

11%

Lateral Movement 12%

Network Segregation 3%
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Security Issues by Device Type



Zingbox Confidential 34

Use of Micro-Segmentation
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Today’s Medical VLAN
Smartphone/Tablet 2%

Network Equipment 4%

Surveillance Camera 2%

Other 2%

Personal 
Computer

43%

Medical 
23%

IP Phone
6%

Tracking and 
Locating Systems

9%

Printer 9%
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Download the Report

Full threat report is at:    

http://www.zingbox.com
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Complete IoMT Governance

3

2

1

OPTIMIZE
Business Efficiency , Capital Planning, 
Maintenance Cost Reduction

PROTECT
Risk Management, Improved Security Posture, 
Threat Containment, Regulatory Compliance 

MANAGE
Identify & Classify Assets, Context Aware Micro-
segmentation, Identity-based Policy Enforcement



Securing Devices, Saving Lives! 
Challenges: ISO Solutions:

Identification

Security

Operations

AI: automatic, 
continuous, proactive

Collaboration

More investment into 
securing medical devices



Jun Du
Jun.Du@zingbox.com


