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$> Whoaml

- 11 Years of Security Experience
- Multiple Verticals (Technology, Industrial, Healthcare, Biotech)

- 9 Years in Incident Response / Consulting
- Worked for 3 of the largest IR Consulting firms in the US

- Personally responded to over 150 active incidents in over 10
countries

- Several high profile / public data breach investigations

- Primary expertise in Digital Forensics, APT mitigation, Threat
Intelligence

- Education:
- BS, University of Central Florida

. Certifications:
- SANS: GCFA, GCIH, GREM
- CISSP
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The Old Way of Performing Incident Response
The Traditional Approach Doesn’t Scale

- One of the security tools detects “something”
- IDS signature, A/V hit, Threat Intelligence alert

- Reactive Approach

- Image the entire disk and/or dump memory
- This takes a huge amount of time / Huge amount of data to analyze
- 8-10 hours as most laptops are at least 500GB
- Add another 12 hours for indexing with popular forensics tools
- Very effective, but not scalable for large incidents
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It's Time to Re-think the Problem Statement

What Data is essential for Enterprise-scale incident
response?
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Can you collaborate with trusted partners to disrupt adversary campaigns?
Can you deploy proven countermeasures to evict and recover?
During an intrusion, can you observe adversary activity in real ime?
| Can you detect an adversary that is already embedded?

Can you detect adversary activity within your emvironment?
Who are your adversanes? What are their capabilities?
Can you accurately classify detection resulfts?

Can you detect unauthorized activity?

Do you have visibility across your assets?

Can you name the assets you are defending?

Matt Swann, https://github.com/swannman/ircapabilities



Logistics

- Lab environment URL

- Lab environment credentials
- Handouts

- Slides
- Lab supplements
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©2017 Tanium. All rights reserved



Class outline

- Tanium Platform Overview
- Tanium Threat Response Workflow

- Hands on Labs
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Tanium Platform Overview

Reviewing the basics




Tanium 101

Reviewing the basics

- Sensors
- Saved questions
- Actions

TANIUM
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What's a sensor?

- “Ask a question” across all endpoints

- Search or collect data
- “Live artifacts” native to the system

- Evidence preserved by Tanium
components (Index, Trace)

- Combine and “stack” common results for
outlier analysis

TANIUM

@ Interact ome

Question: Get autoruns

Please select one of the following queries:

Get AutoRun Program Details from all machines
¥ Get Autoruns by Category from all machines €)
Hash algorithm SHA256

Autoruns category System
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Sensors can collect broad, unfiltered data...

List all loaded DLLs and their paths and hashes

Mo
Loaded Modules with Hash{MDS)

Masn
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Or they can take parameters to find specific items...

Find any file on disk starting with the name “java”

index Query File Details Using Name[java*]

File Path 1

File Stze (Uytes)

Croation Date

Last Modtfication

File MDS Hash Fie Magic

TANIUM
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You can “drill down” on results to ask follow-up questions

S i e e e & o o o o

Select Drilldown Question

Create a Question
geat computer name and operating system

Cancel

2:m0f6

on | 3 1005

el i 4

Scheduled Tasks
Tack Name T 2 — Command — G4
cc2Cont v'J' oilor Task P A.J'.-""— s \Amazon\tc2Cont "‘.*_.M'f vioa\Eo2 o 1‘;:\,'. nitors 8

7 GoogleUpdateTaskMachineCore C:\Program Flles [x88)\Google\WWpdate\GoogiceUpdnte.axe /o 8
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“Compound” questions combine output from multiple sensors

Ok

BRI
Schaduled Tasks

Comooter Name | 2 Openating System Taze Nare Command
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Tanium provides several tools to help you discover sensors

Ask a Question Question Builder

Browse Sensors

' Select a Category Select a Sensor

=

I Incident Response

Account Lockouts Security Event Log Search

| index ‘ —
1 Alternate Data Streams Job Resuits
Java
ava AutoRun Program Details
Kaspersiky
2 Autoruns by C::tcg:"y
Location

Browser Cookie Search |

Maintenance > X |
Ne Cleared Windows Security Event Log Search

AloAdo o
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“Saved Questions” collect data over time

Question: Get AutoRun Program Details containing "\Users" from all machines
‘ Save this question | Copy to Question Builder
New Saved Question Create Saved Quostion [ LT
Details

Autoruns in User Directories

Get AutoRun Program Detadls containing "“\Wsers"®
from all machines

Settings

() . sont 0 Mirutes .  USers
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Dashboards group together saved questions

DS, i oD C=

v @ Security|s v € IR Training Dashboards | 1
» Proactive Security 7 . v EDR Hunting and Alerting Examples | 11
» Workstation USB Write Protection 2 inmal Infection: Command Shell Spawned by Unusual Parent

In=al Infection: New Soripts in Webroot Paths

» Data Leakage 2

Persistence: Regstry Run Key Changes

» Wireless Network Security

Persistence: User Autoruns Missing Publisher Darta
b Unmanaged Assets 0
Lateral Movemert: Domain Reconniissance wih Net axe
Latersl Movement: Mourt Remcte Root Share
v °°? Operations | 7 PowarShell Attacks: Process Teess

PowoerShell Attacks: Suspicious Command Lines

» Computer Health | © Ofce Attacks: Suspicious processes launched by Office
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What's an action?

- Change the state of a system

g Cescy rcin_ |

off |3 100%

- Distribute a package of files and
run a command

- Can target system(s) from any SORREST Nathe

set of question results AlphaPC.Training.com
AlphaDB.Training.com

- Canrun once, Or recur over time AlphaWeb.Training.com

[no results]
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Common actions for Threat Response workflows

- Quarantine host (isolate on the
network)

- Launch IR Gatherer
- Kill process

- Edit registry

- Edit hosts file

- Patch system

TANIUM

Deployment Package

elect a package 1o depioy to the seiected machines

Apply Windows IPsec Quarantine|

(2]

Override Quarantine Configuration

V]

v

(&

IN:UDP:127.0.0.1:32:161|
OUT:UDP:127.0.0.1::162

©2017 Tanium. All rights reserved



Training Lab:
Practicing Basic
Questions

Use “Ask a
Question” in
Interact to discover

sensors and
complete this lab

TANIUM

Practicing basic sensor questions

1. What operating systems are present in the demo
environment?

2. What is the IP address of hostname “AlphaPC”?

3. Do any systems have Google Chrome as an installed
application? What version?

4. Who is the last logged in user on client-17?

5. How many systems are listening for connections on port
33897 What are their hostnames?
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Threat Response Workflow




Tanium Threat Response overview

/@ Detect @ Interact o

Monitor | Apply threat data and Build customized dashboards

and Alert | continuously monitor and alert from Threat Response and other
on malicious activity Tanium content

/

TANIUM
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Tanium Threat Response overview

/@ Detect @ Interact o

Monitor | Apply threat data and Build customized dashboards
and Alert | continuously monitor and alert from Threat Response and other

on malicious activity Tanium content Y.
@ Trace Live Response N
& IR Gatherer
Hunt and Accelerate single-host & enterprise  Collect memory, file system
Investigate investigations with rapid collection metadata, event logs, and
and analysis of forensic data. other raw forensic evidence. y

TANIUM
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Tanium Threat Response overview

é N
@ Detect @ Interact
Monitor | Apply threat data and Build customized dashboards -
_ _ Remediate
and Alert | continuously monitor and alert from Threat Response and other
on malicious activity Tanium content / \
/ @ Interact
Use Threat Response
and Core Tanium
actions to contain and
resolve incidents.
-~ Live Response N\ | Take corrective steps
@ Trace to reduce the risk of
& IR Gatherer re-compromise
Hunt and - - - P '
) Accelerate single-host & enterprise  Collect memory, file system k /
Investigate investigations with rapid collection metadata, event logs, and
and analysis of forensic data. other raw forensic evidence.

TANIUM
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Tanium Threat Response overview

/

/
@ Detect @ Interact
Monitor | Apply threat data and Build customized dashboards
and Alert | continuously monitor and alert from Threat Response and other
on malicious activity Tanium content
@ Connect & Instrument Tanium and send
APls data to other security platforms
Live Response
Trace
& IR Gatherer
Hun? and Accelerate single-host & enterprise  Collect memory, file system
Investigate investigations with rapid collection metadata, event logs, and
and analysis of forensic data. other raw forensic evidence.

TANIUM

Remediate

/@ Interact \

Use Threat Response
and Core Tanium
actions to contain and
resolve incidents.

Take corrective steps
to reduce the risk of

kre-compromise.
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Tanium Threat Response
Sources of evidence

BN

g@ Incident Response —

% Index —

-]
-
Q
0
®
A
@
o0
o
q
Q
®
q

TANIUM

Current State

Active processes, network
connections, loaded files, in-
memory artifacts

Data at Rest

Files on disk, registry entries,
logs, caches and other OS
artifacts

Historical Data

Telemetry of process, network,
file, registry, security, and driver
events
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Incident Response content searches native sources of evidence

Registry keys & values

File metadata Network connections

ShimCache
Loaded DLLs Prefetch

Tanium Incident

Processes Logon sessions
Response Content 09 !
UserAssist entries MFT entries
Mutexes WMI consumers Loaded drivers
MBR boot code Event log entries

Handles

TANIUM ©2017 Tanium. All rights reserve d




Index provides full-disk search for file metadata

File hashes

MD5: fc5e038d38a57032085441e7£e7010b0

SHAl: 6adfbl83ad4a?2c94a2f92dabbade’762a4788%abal
SHA256: 936al85caaal2o66bb9cbe981e9e05cb78cd732b0b3. ..

File name and path Tanium Index File magic number
C:\temp\salary.xlsx 4D 5A 00 02

File timestamps
Created: 2015-05-09 10:09:43
Modified: 2015-05-09 10:20:01
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Filesystem events

User & process context
Type of event (Create,
Delete, Rename, Write)

Registry events

User & process context
Type of event (key created,
key deleted, value set,
value deleted)

TANIUM

Trace continuously records historical data

Process execution

* User context

«  Command line & parent

» Hash

 Time created & terminated

Tanium Trace
Recorder

Network connections
« Type of connection

 Remote & local port and IP

 DNS query and response
» User & process context

Driver loads

User & process context
Path

Hash

Digital signature

Security events

Based on OS audit policy
Logon / logoff, policy
change, account and group
changes, etc.
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Detection and alerting

Introducing Tanium Detect 3.0




Detection methods

—_— S TANIUM T
(.) S [ I @ Detect € Thers are o 1otal of 87 unresoived alerts 000
ignals =
Vi age—et Demo Signats 62 Lateral Movement

Indicators and Rules ~— s Ty o

19

Macro Mabware Behaviors 29 OpeniOC Indicators
1 B B O et e
@ Reputation e 8"

]
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Basic navigation
Detect homepage and alerts

- Filter by € TaNnium ettt
- Computer Name > Alerts

- Match Details (artifact in ‘o
an alert)

- Label
- Intel Name

No N Neset Fillers

" AlphaWeb, Training com | Powelss and Kovier “Fless’ Marware Regstry Evidence on N

Fegistry ENXY LOCAL MACHIME Software\Microsoft\Windows\OurrestVersion

- Status

"1 AphaWeb, Training com | naC_wel_shols yar Artiiact ot Rest on Now 15, 8.45 PM
° UnreSOIVed File o \inatpub\wwwroot\Listart. aspa
- In Progress

'§ Apha'Webd. Training com ! grizzioy steppe_ webshed yar via Artifact st Rost on N

- Resolved —

\isetpeb\wweroot\grizely. php

"B AlphaPC.Training com found backot. y Running Processes on Nov 15, 7.04 PM

TANIUM
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Signals




<((.)>> Signals

- Continuously monitor endpoint activity

using Trace process.path ends with 'certutil.exe'
AND (process.command line contains '-
- Detect any combination of file, decode' OR process.command line
process, network, or registry events contains '-urlcache')

- Issue alerts to the Tanium console
within seconds of a signal “match” file.operation is create AND
(file.path ends with '.vbs' OR
file.path ends with '.psl') and
process.path contains 'winword.exe'

TANIUM
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What's in a signal alert?

* NphaPC, Traming.com 3 Minicatz Command Acguments Tardum Sionals on Now 14,1220 P\
Process Ci\Users'\Maisistrator\Desktop'\minmikats trunk \ w64 ' mimikats . exe
Rliaikats privilage debug sekurlsas | logoapasswords
PIRL0ACALCMETASZ IR INICYSRCIR
19

\Nisdows \systenil\ond ane”

418

9 logon  axe > U usezinit onn » ) axplorar. oxe » el . e P A BIRLEALE . eaw

process command lize contalzs "sekuriss

TANIUM
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Investigating a signal alert in Trace

Set Status ~ Actions v

Filter Results Investigate in Trace
Showing: 73 of Delete
Select All

@ () AlphaPC.Training.com found Mimikatz Command

Process C:\Users\Administrator\Desktop

Signal alerts are linked to the
corresponding process instance in ]
Trace, allowing you to easily pivot . e e
into the complete forensic history i T

around an event.

TANIUM

2

Establish Live Connection

Before we are able to investigate in Trace we need to inform Trace that we want a live connection

When the connection is complete the "Start live connection with AlphaPC.Training.com® button below will be enabled

(LR TR Ll Start live connection with AlphaPC. Training.com Cancel

3 € Tanium s
@ Trace <

mimikatz.exe(4396) created by ALPHAPC\Administrator

Live Endponts Process Detalls: Save process evidence

10Cs sakurisaiogonpasswords

4206 4188

Adrmunatratee

Process Visualizations

14 Novernber 2017 14 Novermber 2017
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Investigating with Trace

Overview




Tanium Trace
Key Components

® 2844: netexe

- Recorder: Continuously preserve
endpoint activity via kernel-level
monitoring —

- Sensors: Search Trace data across
all systems via “Ask a question”

2040: PsExec.exe

- Workbench: Web Ul for investigation —
tasks (single-host and enterprise) T TR

Foe (32) . . .
Registry (3)
Network

Process (14)

Wed May 20 2015 05:15:35.911: Connection attempied. (172.16.11.137:50358 to 199.27.75.1

©2017 Tanium. All rights reserved
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What does Trace record?
Windows and Linux

- Process execution - Remote & local port and IP
- User context - User & process context
- Command line - DNS (Server 2012R2 / Win8.1 & later)
- Parent command line . Queried domain
+ Hash _ - Response IP
- Time created & terminated - Initiating process
- File system - Security
- User & process context _ - Based on current audit policy
- Type of event (Create, Delete, Rename, Write) . Can include: logon, logoff, lockout, auth. policy
. Registry (Windows-only) change, account and group changes
- User & process context - Driver load
- Type of event &ke created, key deleted, value - User & process context
set, value dele ed% . Path
- Network Connection - Hash
- Type of connection event - Digital signature

TANIUM ©2017 Tanium. All rights reserved




Single-host analysis workflow

Connect to Search for Analyze Pivot and
system your leads process details scope
* Live system » Automatic drill-down * Use timeline & tree » Search the enterprise
« Saved snapshot from Detect visualizations - Generate 10Cs for
* Browse timeline * Transfer files Detect
* Filter by time & date » Save evidence » Generate policies for
« Filter by event data Protect

TANIUM




Lab: Investigating
an Office Macro
Attack

Open the Trace
snapshot for client-1:

Trace — Saved
Evidence — Snapshots

Do not use a live
connection for this
lab.

Search for process
Z4UBK1S8.EXE — drill
down and pivot from
there to answer the
following questions

TANIUM

1. What processes did EXCEL.EXE launch (aside from
Z4UB8K1S8.EXE)?

2. What was the purpose of the “certutil.exe” command? What
did it do?

3. After initiating a command shell, what commands did the
attacker execute?

4. What was the file name of the original malicious Excel
document that led to the infection?
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Answers

What processes did
EXCEL.EXE launch
(aside from
ZAUBK1S8.EXE)?

TANIUM

Z4UBK1S8.exe(3256) created by TAM\alphauser B

Process Details:

m
»-

Save process evidence

ChAlUsers\alphauser\AppData\Roaming \Microsoft\Addins\Z4UBK 1S8.exe Ci\Users\alphauser\AppData'\Roaming' Microsoft\Addins\Z4UBK 158 exe

CEE8SENCO08AN01 EEF4B5TTI200AT24E *C\Program Files\Microsoft Office\Root\OMice 1G\EXCEL.EXE" /dde

v

& aQ Hesoet

3368 EXCEL.EXE
3380: EXCELEXE C O 792: certutl oxe
® 3256: ZaUSK 188 exe O 1588: emd.exe
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Answers

What was the purpose
of the “certutil.exe”
command? What did it
do?

TANIUM

certutil.exe(792) created by TAM\alphauser =

Back 10 search results

Process Details:

Save process evidence

C:\Windows\System32\certutil.exe

B72B52259E744B7C2D174FCE9D422D83

certutil -decode
C:\Users\alphauser\AppData\Roaming\Microsoft\Addins\T1UIHENT . txt
C:\Users\alphauser\AppData\Roaming\Microsoft\Addins\Z4UBK 158.exe

*C:\Program Files\Microsoft Office\Root\Office 16\EXCEL.EXE" /dde

The macro launched "certutil.exe" to extract the malware
payload, "Z4U8K1S8.EXE", from temporary file

"TTU3H6N7. TXT"
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Answers

After Z4UBK1S8.EXE
initiated a command
shell, what commands
did the attacker
execute?

TANIUM

Process (2)

Detailed Process History

&1 | Export to Excel

Timestamp & Type

o

Operation (v) Detall

Fri Dec 16 2016 23:10:01.643: Connection attempted. (10.10.10.135:49244 to 10.10.10.129:4444)

(O 3368: EXCEL.EXE
O 792: certutil.exe

(O 3256: Z4UBK1S8.exe

@ 1588: cmd.exe

2944

3844:
3772:
2940:
1024:
3856:

3708

2604:
3652:

conhost.exe
whoami.exe
HOSTNAME.EXE
net.exe

net.exe
where.exe
powershell.exe

powershell.exe

powershell.exe
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Answers Search File events for ".xlIs" files created by
“outlook.exe” (in Excel ancestry)

What was the file name
of the original
malicious Excel
document that led to
the infection?

Path T contains

SO,

- O .:.-./EX‘—A o E N
- A | Benrane Badt A ITAR] .’ﬁ‘ L v
"TOC Ny LA ! - .
al I v !-'i‘v'rf-';-.—;v--.rlvl-.an?h:.‘ ‘;}A', o A

Process Path
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Next steps...




