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Disclaimer
This presentation is intended for the attendees and may contain information that is 

privileged or unsuitable for overly sensitive persons with low self-esteem, no sense of 
humour, or irrational religious/political beliefs. Those of you with an overwhelming fear 

of the unknown will be gratified to learn that there is no intended hidden message 
revealed by reading this warning backwards, so just ignore that alert notice from 
Microsoft. However, by pouring a complete circle of salt around yourself and your 

computer, you can ensure that no harm will befall you or your pets. Your mileage & 
satisfaction may vary, not all warranties apply during all time frames. Confirm these 

statements with your management before approval & implementation. 

No individuals or equipment were harmed while producing this presentation, but it was 
created with recycled electrons. No animals were harmed in the transmission of this 

document, although if the raccoons keep getting into the trash I may have to do 
something about it. No individual, organization, or entity can be held liable or be 

quoted without written consent of the presenters.

I speak for no one, no one speaks for me.



Who Am I?



Who & What are you?

 Human

 Potentially a hiring manager

– On the quest to hire information security professionals

– People who will stay and grow with the company



Why are we talking about this?

 Lots of talks about how to be a better pen tester and how 
to use all of the cool new tools, but only a few talks that 
address what some of us consider to be the hardest part of 
getting a job in InfoSec: the hiring process. 

 We desperately need people with the technical skills 
hackers have 

 Both sides of the table are doing horribly when it comes to 
hiring and interviewing for roles in the industry.



Why are we talking about this?

This talk takes my experiences (and that of others in the 
community) as both interviewers and interviewees in order 
to help better prepare hackers to enter (or move within) “the 
industry”. 

We also want to let the people making hiring decisions know 
what they can do to get the people and experience they 
need.



Hackers??!!



MIT TMRC and 
TX-0



Why are we talking about this?

 “It is hard to find people to hire”

 We scare and confuse HR/recruiters

– We are weird shits, that like to do weird things

– The “evil hackers!!!111” OH NOOOESSS! 

 We (hackers and hiring managers alike) keep shooting 
ourselves in this process

 Getting and retaining talent is in some ways a social 
engineering exercise

– An exercise of “managing up”
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Social Engineering Exercise 
(Hiring Manager’s Perspective)

 Get individuals interested in applying

 Avoid bottlenecks at HR

 Finding an appropriate candidate that upper management 
approves of

 Getting an appropriate offer that upper management approves 
of

 The acceptance of the offer by the candidate 

 Having the candidate show up on day one and onboarded

 Nurturing the candidate so they grow personally and 
professionally
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Breakdown

 Setting expectations

• By hiring manger, HR, leadership, etc.

 Application process

• Resume gathering / submissions 

 Interviews

 Closing the deal (post-interview)

 Perspective & expectations 
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Core Problem aka 
Opportunity #1

Expectations



Expectations

"Can't find anyone to hire!"

vs
“Must work in our corporate office in Wichita, initially 

on a six month contract to fire with a rotating SOC 
shift cycle. Oh, and you start on night shift.” 
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Readjust Expectations

“Over the years, what we have essentially done—
intentionally or not—is create a sub-category of 

talent whom we will never hire. The Unhireable. ...

-Winn Schwartau, “Hiring the unhireable”
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Manager, What do you want?

 Expectations for jobs can be unclear 

 The job title may say a “Junior” or “Entry-level”, but then it 
asks for CISSP certification or 5 years of experience

 Position Description (PD) could be all over the map, looking for 
jack of all trades (master of none)

 Folks looking to break into InfoSec end up either applying for 
everything or nothing 

 They honestly have no idea what hiring managers are looking 
for, but they want to try regardless.
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Tell us what you need

 What you really, really 
want?

• What do you need?

 Be clear with what the job 
will entail

 If you want a log monkey, 
say you want a log monkey.
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Manager, What do you need?

 What really matters?

• To your environment, your team, the biz?

 Experience?

• Entry-level or someone more senior

• What level of experience can you afford?

 Certs and/or a degree?

 Do not ask for things “just because”

• Limits your pool of applicants
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Manager, What do you need?

 Consider what really matters

• Getting past HR

• Experience

• Need vs affordability

 Conciseness can reduce the likelihood of alienating potential 
applicants
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Certifications and degrees

 Are they directly relevant to the position?

 Can the business afford reimbursement if passed within a 
certain amount of time
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Realistic? 

 Are they possible? 

– Two years experience

– CISSP, ISSAP, ISSEP 
preferred
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Scoping The Role

 Contractor or full time employee?

 Specialty roles versus “Jack of All Trades”

• Both have their benefits and drawbacks

• Consider type of specialty roles (analysts, engineers, 
architects)

 State the realm that applicants will be working in

• Application, network, or system security?

• Vendor-specific preferences
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Scope

 Dedicated role 

• Analyst (Digging through the data)

• Engineer (Running the toolsets)

• Architect (Strategic view)

• Forensics

• Malware 

• Penetration tester

 Application vs Network/System Security

 Vendor, developer of software/hardware
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ALL THE THINGS!!!111
 ‘Jack of all trades’?

• Master of none

• Consider career growth

• Health & welfare of team

• Burnout
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Where do they fit?

 Organizational placement & fit

• Who will be their direct report(s)?

• Report to?

 Does the team report to IT, compliance, or Legal?

• Consider conflicts of interest

 Over-extension of new and current employees

 Start ups & small companies
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Fit Within A Startup

 A Security Architect is not a 
replacement for a CISO

• Consultant 
recommended approach

 Question leadership & food 
chain
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Contractor or FTE?

 What do those “temp to fire” roles say about your company 
and your leadership?

• Cycling through folks till they find the “right fit”

• AKA, never hire

• All risk on the individual

 There is a difference between the hired gun 
(contractor/consultant) being brought in for a specific 
project/task/problem, and the abuse of individuals and the 
system 

June 16, 
2015 – The 
World Ahead
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Contractor class

 Paid recruiters, overseas body shops are helping perpetuate the 
“contractor class”

• “Temp to fire” roles 

• Only interviewing & hiring through the bodyshop

• Ignoring those internal/external applicants

 Many hackers ignore these bodyshops, so what quality candidates are 
you getting? 

 Creating another class of un-hireables, feeding this contractor 
ecosystem

 And the cycle goes on... feeding those bodyshops we hate and 
robbing us
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Questioning Compensation

 Salary history

• You know the range, pay them 
what they are worth

 Incentives 

• Flexible work schedule, PTO

• Work from home/remote

• Training budget

• Conferences

• Lab gear

• Title & career/personal growth
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Core Problem aka Opportunity #2
The Application Process

<Subtitle>



The Application Process

 Preparation is key, and before the first calls are made to set up 
an interview

• Seldom done, let alone done well

 Timing is everything

• Candidate could have finished the application process, hired, 
and started elsewhere before you send your first reply 
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How Do You Find Candidates?

 In person, get out of our bubble, out of our echo chamber

 Attend, or even get involved in your 

• Local IT & InfoSec communities, LUG/user groups 

• Meetup.com groups

• Mailing lists and forums, Slack & IRC channels (#2600)

• Local tech/colleges 

• Professional association meetings

• Hacker & Maker spaces, hamfests/Electronic Flea Market (EFM)

 Join the folks at Reddit CitySec gatherings (SiliSec, BaySec, & HoodSec) 
and 2600
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How Do You Find Candidates?

 Posting online

• Monster, CareerBuilder, Beyond, Indeed, etc.

• Craigslist

• Technical & topic related forums on Reddit, Stack Overflow, etc.

 Work with your marketing team for social media exposure

 Closed, invite only IT/InfoSec communities & lists

 Boutique recruiters (NinjaJobs.org)

 Meetup.com forums, local LUG, LISA, tech communities 
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Bad Outreach

36



Bad 
Targeting
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What Is Your Role In Talent?

 One of your obligations as a hiring manager, as a leader in InfoSec is to 
nurture talent in our field

 Your involvement in the local groups helps promote (your team, your 
company, the industry) & screen potential candidates

 If you want talent, YOU have to work it, stop decrying the talent shortage 
as out of your hands, we have a responsibility to grow talent as much as 
utilize talent.

 More than a lack of talented technical staff, or a lack of will at upper 
management, is a gap in middle management. Middle management does 
staffing, actually goes out and spends budget, and ensures best practices 
for everything. When there is a failure here, the whole thing falls apart. 
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Recruiters

 There are different types of technical recruiters

• Company

• Agencies (boutique and otherwise)

 Agencies just looking for a body to fill a seat

• Overseas body shops

• Spamming of the PDs, unable to answer follow-up questions

• Helping perpetuate the sub class of contractor/consultant 
workers

• Are they really finding unique talent, or just the same folks that 
already applied to your role? 
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HR/recruiter teams

 Is your Recruiter roadblocks or helping you attract talent?

• Your HR/recruiting staff and their initial contacts and conversations with candidates 
set the tone for the process, ensure they are good ones. Should be setting up 
expectations for the process.

• Are they helping source, or just screening? Neither?

 Demands for current and past salary history

 Sends the screening questionnaire, expecting the applicant to do their work

• Starts off with a poor experience

• Candidates will go elsewhere, after asking what is the ROI?

 Your HR/recruiting staff and their initial contacts and conversations with candidates set 
the tone for the process, ensure they are good ones

• Sets up expectations for the next step(s)

• Have someone from HR on your Incident Response (IR) team 

• Does your recruiter join you in interviews? Why not? 41



External Recruiters

 Do your research on recruiters like you would potential 
companies to work for 

• Build relationships with good ones

• NinjaJobs.com

 Look out for frauds and scams

 Lookup: Why 'True Recruiters' are actually Super Unicorns
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Managing The Applications

 There are different Application Tracking Systems (ATS)

• Heavyweight application systems with data mining looking for 
keywords & application management

• Taleo, iCIMS, SuccessFactors, PeopleSoft, Bullhorn, Brassring

• Lightweight application tracking

• Workday, Jobvite, SilkRoad, LinkedIn, Greenhouse, 
SmartRecruiter

• Human

• Email and spreadsheet

 Each have pro/cons, from an applicant & manager perspective

• What is the ROI?43



Email “ATS”

 Quick and easy to apply, easy to get lost

 Develop some short of tracking spreadsheetSubject line is 
important

 Attachment file names are important

 Have a folder & file naming convention in email client & 
storage

 Relevant cover letter in the body of the email

 Digital signature is a bonus
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ATS fails
 Providing references before talking with anyone

 Ensure the ATS you use doesn’t require PII/NPPI 

– SSANs in BrassRing

 Test and validate your application process

– Get a friend to apply, do they make it through the 
process? Past HR at least?  

 Test & validate your promotion efforts

– Have HR pass every resume 

 Avoid the common application fails

– The initial impressions last
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ATS Fails – PII & NPPI & HTTPS

 <first bullet>
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ATS Fails – HTTPS & Certificates

 <first bullet>
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ATS Fails – HTTPS & Certificates

 <first bullet>
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ATS Fails – User IDs

 <first bullet>
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ATS Fails – Passwords

 <first bullet>
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ATS Fails – Bad UX/UI & AppSec

 <first bullet>
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ATS Fails – Bad Error Handling

 <first bullet>
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The Badass Owl

 <first bullet>
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Build The Relationship
 Using the ATS and working with your recruiter takes time & 

communications

• All worthwhile

• Have your recruiter join you in interviews

• Have them on your InfoSec awareness distro listings

• Invite them to your team training events & brown bags

• Explain why or why not on candidates

• If not for this role, perhaps a future one?
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Resume Review
 Candidate interested in the role?

 Can they learn the topics & technology not listed?

 Security clearance listed?

 File Metadata

 Did they submit a cover letter?

• Why did the job, the company sound interesting? 

• What info not on resume?
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Security Clearances
• Do not belong on the resume or social media profiles

• Broadcasting makes you a bigger target and look unprofessional

• DSS/OPM does not look kindly on this

– Read the NDA you signed

– Does not matter that the APT$ stole it all

• When asked by HR/recruitment, the proper answer: “That information can 
be verified with a conversation with your Personal Security Officer.”

– Your HR should know this, and handle without questioning integrity 

– If this answer is not satisfactory, do you want to work for them?



Resume Attacks
 Virus scan/sandbox resumes

• Malware/malicious code

• Trackers
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Core Problem aka Opportunity #3

THE INTERVIEW



Vetting the candidate
The interview process is hard. But when 

you compound that with the 
nervousness of trying to get a job in 
your “dream field” and the fact that 
most of us are weird shits who do 
weird shit during the day, the 
interview can be anxiety-inducing. 
There are a lot of little things that can 
be done to make it a little bit less 
awful.
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Pre-interview
 Consider who you want & need to interview candidates

– Candidates do not want to be interviewed by a person who has no 
understanding of the job

 Consider the types of and specific questions you want to ask before the 
interview process

• Respect the sensitivities of the applicants in your questions

• Know the no-no questions/topics, the “illegal” ones

• NDA/Clearances 

• The series should reflect the requirements of the PD

• Which should reflect the daily duties of the role

• Leverage the Situation – Task – Action – Result (STAR) method

• Eliminate the juvenile and pointless interview questions
64



Situation – Task – Action – Result (STAR)



Dealing with volunteered information

● Some candidates will volunteer information that 
you would prefer not to know

● The optimal way to handle the situation is to not 
pursue it, nor make note of it 

● You may be unable to erase the information 
from your memory, but you can eliminate it as a 
discussion point and selection factor



Define Key Areas

 How do you define key areas/topics?

 Testing/evaluating for specific skills? Or more General?

 How do you match up skills to the position description (PD), 
then the areas to question per candidate?
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Timing And Travel

 Work with your scheduler on timing

– Secure a conference room for phone screens vs your desk

– If candidate is on site overlaps lunchtime, treat them

– Avoid having candidates waiting for hours in conference 
rooms 

– If you are unable to organize interviews properly, we can 
assume the poor organization skills are prevalent

 Reimburse for travel expenses

 Showing respect for time and investment, treating like a human 
being goes a long way
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Prepare For Your Review

 Review review web sites (Glassdoor, Indeed, Yelp, Google, etc.) 
for potential questions on your company & culture

• Have answers/commentary for candidates

• Note if candidates do not ask about these topics
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<Slide title>
 <first bullet>
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Question planning 
 Creating the interviews

• Balancing fact based questions vs essay/short

 Does your interview team share questions?

• Figure out who asks what

• Avoid duplication – or do you?

 Avoid using the question lists found online verbatim

 We need to be real in job interviews

– The real projects and problems your team is struggling 
with
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Questioning the Candidate - Do

● Guide the interview
● Interrupt tactfully to 

keep the candidate 
focused

● Use silence to give 
candidate time to gather 
their thoughts, or for 
you to consult their 
resume or your notes

● Use open questions to 
probe for more details, ask 
the candidate to explain in 
detail
– Consider NDAs

● Seek clarification of vague 
statements & jargon
– Consider NDAs

● Seek clarification if the 
candidate uses ‘we’ instead 
of ‘I’



Questioning the Candidate - Don’t

● Ask leading or 
hypothetical 
questions

● Use closed questions 
other than to confirm 
candidate responses

● ‘Interrogate’ the 
candidate

● Waste time with 
preambles and 
justifications for questions

● Steal the limelight from 
the candidate

● Let your moods or 
emotions lead the 
interview

● Exhibit annoying body 
language or fidget



Puzzles & PCAPs
 Some hiring managers swear by using a hack site or PCAP 

exercise for initial vetting

– Good way to see a candidates attention to detail, report 
writing, technical & research abilities

– Conduct after an initial interview/phone screen

 What is the ROI for a candidate to accomplish? 

 How is the exercise relating to your operations, your tools? 

 How is it reflective to the work for this role?  

 How is it reflective of your business environment? 
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Stump The Monkey
 “Stump the monkey” isn’t fun for anyone

• Trick questions, the Google stumpers

• Does not convey how good of an 
analyst/engineer/hacker they are or could be

 Objective is to assess how does the candidate processes 
information to mitigate the threat/risk/vulnerability 

• Not how fast they can recite knowledge

 This approach could dissuade a good candidate from 
accepting an offer
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Lasting Impressions
 The intent is to find individuals for your team, not prove how smart 

you are - or how dumb they are

– Lasting impression on you & company

– See the interview ratings & feedback (Glassdoor/Indeed)

– Sometimes there is more than one answer

• With the answer different than yours

 Be respectful of your candidates 

– Gives you a better read on each person’s worldview and 
thought process 

– Builds a relationship between you and the candidate — the 
very things you want

 See Wheaton's law
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Question Bias
 So what if the candidate does not know how to work with oak

• Can they learn to work with mahogany?

 Avoid close-ended questions

• “Have you worked with teak”?

• “What is the UDP flag on a DNS request that fails?” 

• “What protocol uses port 0?” 
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Toolset Bias
 InfoSec is more than tool = problem

 Best to use situational, exploratory conversations

• What are some of the ways you have used wood to 
address vulnerabilities?

• Not: Have you ever used maple wood? 

 Review: If Carpenters Were Hired Like Programmers
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Hiring Bias
  Stop passing judgment

• Piercings and tattoos no longer mean that they’re ex-
convicts

 See Wheaton’s Law

 People get nervous and forget things

• How would they figure it out?

 So what if they self-identify as a hacker?

• Superpowers for good or for evil?

 Review: Evaluate the Scrapper
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Time In A Role
 Why does the length of time in a role matter? 

 Most are out of the candidate's control

• Startups, Company failure or change of direction

• Contract work

• Business climate pushing the use of contractors & consultants

• To the detriment of everyone except recruiter

• Layoff, unemployment
 Why this concern on “job hopping”? 
 This notion of lifetime employment is antiquated and false

 Tour of duty employment

 Put yourself in their place, adjust our paradigm & expectations
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Periods Of Unemployment
 Unemployment does not mean untouchable

• Put aside your bias

• Listen to the reason(s) 

• Don’t assume they’re excuses

 Discrimination 

 Put yourself in their place
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Time Between Roles
 Not all gaps between jobs should be a (bad) reflection on the 

candidate 

• Family illnesses

• School, personal development

• Recession (yes, places have never recovered)

• Personal time, recuperation from last role

• Toxic work environment/manager

• “Mourning period” or sabbatical after getting laid off from a 
job/company they really enjoyed being a part of (or needed)
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The InfoSec Question
 Can the candidate explain how you can reduce Risk by affecting 

Vulnerability, Threat, Asset or Cost?

• Generally, most technical folk focus on Vulnerability. 

• Most nontechnical/inexperienced folk focus on Threat

 We need to reduce Vulnerability and Threat, but also work 
within Cost
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The Trifecta
 Ability to learn; with the want & desire to learn 

 Passion

• What is this person passionate about?

• Learning? Figuring things out? Solving problems?  That is 
huge. 

 Ability to be wrong/fail, and to do so well.  

• We will all fail. 

• Can you learn and grow from it, or do you hide it and try to 
blame others? 
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Hiring Excuses
Commonly heard excuses:

“Not technical enough”

“Not a cultural fit”

In your team interviews, use a scoring system and average the 
scores to help eliminate bias.

We need to stop using culture fit as a crutch for not hiring 
someone. 

Remember: People are hired for aptitude.
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Culture Fit 
 Think about whether you would want to work with this 

individual, but do not use it as an excuse when someone 
”better” comes along.

 Do you think the person can do the job? 

• Or can they learn to do the job?

• Be an asset to your team? 

 Diversity of the team

• a good thing.
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Recruiters 
call the 
perfect 
candidate 
the “purple 
squirrel”
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Even more 
rare is the 
plaid unicorn
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Diversity
Some folks are extroverted, some are introverted - some roles align to one or 
the other. Diversity of our teams are a good thing - diversity in culture, gender, 
nature, and perspective. That diversity when used effectively can be a 
godsend in finding the bad actors and working with the business  
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Diversity
 Diversity of our teams are a good thing 

 Diversity in culture, gender, nature, and perspective. 
 That diversity when used effectively can be a godsend in finding the bad 

actors and working with the business 
 Avoid groupthink 
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Social Interactions
 Are you able to sell the role & the team/company?

 Do your values align with theirs?  

 Are they really interested in your product and team?

 If they don't know a question, how would they figure it out? (and 
Google is down)

 Do they call out interviewers regarding inappropriate questions?

 Do they ask questions? Anything other than found online?

 Check manners with everyone they interacted with

– Parking staff, reception, physical security
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Full Picture
 OSINT on serious candidates

– GTFG name, email address, domain names

– Registration information on domains/Ips

– Social media profiles, blogging sites

– Inquire your peer network
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Are They Qualified?

 Can they do the tasks listed in the job 
description?

 Can they learn the tasks in the job description?
 Does their diversity and/or background add to 

your team? 
 Can they answer the InfoSec question?
 Do they have the trifecta?
 It is NOT the job of the ATS or HR to determine if 

the candidates are qualified. 



Closing The 
Deal 



Post-Interview
Managers can not seem to 
find the balance between 
being aloof about not getting 
the job, while botching the 
opportunity to provide an 
offer. 

Candidates can act like overly 
attached girlfriend in trying 
to get any sort of feedback.
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Post-Interview Etiquette
 Don’t leave people hanging

 Send an email or call with status updates

• Contact within 3-4 weeks at maximum

 Provide feedback if they ask

• If HR/Legal will allow

• If not, circle back at a later date

 Builds relationships within the community

• Helps improve the pool of candidates

97



Provide Feedback
 Glaring resume issues/errors

 Topics to review 

• Tools, Techniques, Procedures (TTPs)

• Protocols

 Interview tips 

• Talk more/don’t talk as much

• Etiquette

 Get feedback from them on the process and experience

• Use this feedback to improve your efforts and processes
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Candidate Followup
 Did they send any thank you email/cards?

 Social media requests?

• Creepy

• Question of boundaries

 Did they leave feedback on Glassdoor or elsewhere?
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Providing the Offer
 Pay what they are worth

• Ladies, do not sell yourself short. 

• Managers, don’t be a cheapskate. 

• If you are advertising the role nationwide, you best be 
paying nationwide rate. 

• Just because it is “cheaper” to live in BFE does not mean you 
should offer a pay cut. 

• Make it up in other ways 

• PTO, conferences, training budget, gear for the home lab, 
WFH/work remote, etc
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Providing the Offer
 Do not bait and switch 

– Back down from an agreed-upon salary target or 
position/title when the job offer arrives
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Perspective & 
Expectations



 Perspective
 Over all this, how can we make it better?

 How can we keep perspective? 

 As hiring mangers, we are implementing the policies set forth by 
the C-suite

 We are the front line to our defense

• Balancing the hard technical of our tools

• To the soft technical of human interactions   
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The Long Game
 Care and nurture of the team, of your staff

 Care and nurture of your community

 Impostor syndrome

 Managing up

 Potential discriminations

 Mental health/burnout
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Impostor Syndrome
 Why occurrence of impostor syndrome in InfoSec?

– Much ego in Infosec. 

– Infosec has purely attack/defense driven.    

– You are actively being attacked, often for money.  

– Nation states/Governments are now doing it in new and 
interesting ways, thus scarier.    

– InfoSec is becoming militarized 

• Sadly, “Cyber” is a thing 

• Guns and death & more ego.
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Burnout
 Recognize analyst fatigue:

• High false positive rate

• Lack of attention to detail

• Slower/less complete triage or containment activities

• Incomplete incident or alert documentation

• Calling count sick frequently/too much 

• Analysts not as “sharp” as in the past

• High turnover

• Little or no cross-training
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Burnout Prevention
 Empower your team to not to have to churn through repetitive False 

Positives

 Embed senior analysts & engineers with your junior staff.

 Have regular day long “ride alongs” for those who have direct impact 
on analysts with their direct tasks.

 Have enough resources to allow for rotating project work; as well as 
dedicated training & StanEval. 

• Each member should be learning something new and working on 
something that are not alerts regularly.

 Have a healthy reserve of alternate resources - either internal or 
external
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Burnout Prevention
 Have a generous, enforced time-off policy. 

 Have team building events.

 Crosstrain

 Rotate staff between roles

 Internal promotions

 Training and conferences

 Automate where possible

 Add data to provide context

 Nurture and build the “wolf team” aka hunters
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The Long Term Impact
 When there is a mass exodus of security team members, word 

gets out there is something up in your environment

– A previous event was the catalyst for everyone to start 
looking for a new opportunity 

 Makes it even harder to attract & retain talent   

 Be a leader, address issues early

• Your leadership directly relates to the team culture and 
hiring ability
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Outside The Box
 Diversity 

 Interns

• Long term pipeline, nurturing younger community

 Two year vs. four year schools

• Many two year schools have InfoSec programs

 Recruit and retain veterans

• Many Veterans have technical & InfoSec background

 Technical aptitude 

• Help those communities teach
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Long Term Fixes
 All said and done, how do we as hiring managers fix this?

 How do we change our paradigm on worthy candidates & 
hiring?

 

 How could/should applicants leverage our weakness to their 
favor? 
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Employers forget that the impression they leave 
on their employees, past & present, influences 

income, rep and biz dev in ways unknown.

@kjvalentine
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Summary
 Set and adjust our expectations 

 Our application processes are typically cumbersome and 
unwieldy, aim to improve them

 Our interviews may not provide the best opportunities for 
assessing capabilities and talent

 Our post-interview follow up is reflective of our communication 
styles and capabilities

 All areas for improvement
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Take Aways
 Connect with at least 2 people post-meeting; learn how their 

application and selection process works (or not work).

 How can you be more active and involved in your local IT/InfoSec 
community?

 What can you do to mentor younger/less experienced?

 How can we improve our application process? Our screening process 
and criteria? Protect attacks via the application process?

 Have you ran a “pen test” on your application process? 

 Review possible Social Engineering (SE) approaches, determine 
mitigations. 
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Criticisms & Rebuttal
But none of this is technical!!!1111

Social engineering is not technical? And then why do we keep 
messing it up? 

This is stuff everyone knows!!!111 This is obvious!

Then why do we keep messing it up? 

That was a lot of slides!

Yea, that is my presentation style. 
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http://techspective.net/2015/07/06/hiring-the-unhireable-its-time-we-get-over-ourselves/
http://www.jasonbock.net/jb/News/Item/7c334037d1a9437d9fa6506e2f35eaac
https://www.linkedin.com/pulse/why-true-recruiters-actually-super-unicorns-ingeborg-van-harten
http://www.ted.com/talks/regina_hartley_why_the_best_hire_might_not_have_the_perfect_resume
https://mumble.org.uk/blog/2016/04/30/malory-isnt-the-only-imposter-in-infosec/


Thanks (Credits) 
@Tottenkoph

@StartUpJackson, @RebeccaSlatkin, @TylerSchmall, Trey 
Ford aka @treyford, @Jack_Daniel, Jackie Stokes aka 

@find_evil
roadtociso.wordpress.com - Jesika McEvoy

jasonbock.net - Jason Bock
@kjvalentine

John Omernik aka Chief Ten Beers
Winn Schwartau

mumble.org.uk - Ben Hughes
 

All those applications we submitted, those folks we interviewed 
with, and those we have interviewed.
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Questions?
Thank you
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