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DISCLOSURE

No affiliation to any vendor products
No vendor endorsements
Products represented here are just examples

References to any gaps, product information, and roadmaps are mainly for illustrative purposes and
do not represent any specific companies



HEALTHCARE IT CHALLENGES
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SECURITY TECHNOLOGY LANDSCAPE
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TECHNOLOGY OVERVIEW
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Total # of Products

Total # of Vendors

Most # of Products by Domain: IAM

Most # of Capabilities covered by one Vendor
Total # of Capabilities covered by Product

Least # of Products by Domain: Monitoring, Analytics & Audit

Approximate # of Products: EOL, Obsolete in 12 — 24 Month



THREAT LANDSCAPE
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and loss privilege misuse

of 2,260 confirmed breaches
leveraged weak, default or
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Most cyberattacks are committed by

MOST MALWARE IS UNIQUE ‘

Up to 90% of malware samples are unique to a single
organization, meaning si based anti-virus

solutions alone are no longer effective.
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Source: Verizon Data Breach Report



NIST CYBERSECURITY FRAMEWORK

Identify Asset Management Business Environment Governance
Risk Assessment Risk Management Strategy
Access Control Awareness and Training Data Security
Protect Information Protection Process & Procedures
Maintenance Protective Technology
S Anomalies and Events  Security Continuous Monitoring
etec
Detection Processes
Respond Response Planning Communications Analysis
Mitigation  Improvements
Recover Recovery Planning Improvements Communications




CYBERSECURITY ARCHITECTURE FRAMEWORK
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ARCHITECTURE DEVELOPMENT APPROACH
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KEY TRENDS

From blocking and detecting attacks to detecting and responding to attacks
Rapid breach detection using endpoint threat detection and remediation tools
Aggressive segmentation of the network

Spot abnormal user and session behavior by conducting continuous monitoring,
behavioral analytics and identity verification

Use big data analytics of transactions, security events and contextual information to gain
faster and smarter correlation of security incidents so they can be rapidly prioritized.

Use and contribute to shared threat intelligence and fraud exchange services.

Source: Gartner



CYBERSECURITY ROADMAP DEVELOPMENT PROCESS
NETWORK EXAMPLE

Risk Analysis Network

s -
o | Network Forensic ' SSL Inspection ' Data Loss Prevention '
w
: | Network Pen Testing ' Network Behavior Anomaly Detection I Network Sandboxing I
[a]

Wireless IPS ' Vulnerability Assessment ' Network Intrusion Prevention I Overall
- Security

[ DDOS Protection | DNS, DHCP, and IPAM Security I Web Application Firewall .
o I—' Architecture
""_" Network Access Control | Public Cloud Security ' Firewall/Next Gen
o
x Secure Web Gateway ' | Network Segmentation ' Advanced Persistent Threats '
Q.

SSL/IPSEC VPN ' Physical and virtual DMZ ' Reverse Proxy Services and LB ' .
T —— Initiatives

| Unified Threat Management ' | Threat and Network Deception ' SIEM '
Network Policy Management ' | Software-Defined Security ' | Threat Intelligence I

RESPOND




THREAT MODELING
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CURRENT NETWORK ARCHITECTURE

HOQ & Corp Data Centers

Branches NBA

I Ca

Wireless ]
%

Proxy

BU

Sltes E1 Data Centers,

Co-Los
Wireless

Rev.
Proxy/LB  SIEM

) |
Core _I
Security WSy

Email

=
DLP

_=~

Cloud

=

Internet

l‘ \Lilcyf)rccj- @
A - -

SAD4

= C.

.! CONCUR

w webservices”

Ml Windows Azure

Mobile

Customers

Users

Teleworkers



FUTURE STATE NETWORK ARCHITECTURE
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ARCHITECTURE & ROADMAP
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CYBERSECURITY ROADMAP DEVELOPMENT PROCESS
|AM EXAMPLE

Capabilities Key Trends Future State Gap Analysis

Risk Analysis | Monitoring, Audit & Compliance

| -

I ™ —— - : - — Roadmap
w | Access Recertification I | Audit, Logging, Reporting I | Monitoring I
=
w | Segregation of Duties Detection | | User and Entity Behavior Analytics | | Role Mining and Management |
=]

Overall
. - - Security
| Identlty Management I Access Management I |dent|ty Data Services I Architecture

: User Self Service I Web Access Management / SSO . Identity Data Storage .
w
g Password Management | Cloud / Federated SSO I | Virtual Directory Services (VDS)
E Access Request Management . Authentication I | Meta Directory

— Initiatives
| Workflow and Approval Management I | Data Synchronization / Replication I
| Cloud/On Premises Provisioning | Risk-Based Adaptive Access | Graph Data Services I

| Identity Proofing I Mobile SSO
|

Passwordless / MFA

1

| Privileged Access Management
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|AM TECHNOLOGY ROADMAP
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‘ CYBERSECURITY FRAMEWORK DOMAIN MAPPING

Cybersecurity Framework Network Endpoint Monitor Rating Scale Description
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Observations

» Sufficient coverage for endpoint

* Network domain lacks detection controls

* Overall lack of detection controls

* Monitoring capability exist mainly in the Protect

Hlustrative 19



KEY INITIATIVES
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CORE SOLUTIONS ARCHITECTURE
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SUMMARY

NIST — comprehensive, risk-based, proactive

Guideline, flexibility

Knowing your assets

Threat actors, method, and appropriate controls (segmentation, encryption)

Architectural analysis

Source: Gartner
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