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Saving Lives Through Mobile, Contextual Information
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Moblle # Desktop

(ISC)2 East Bay Summer Conference
Cyber Health, Privacy, and Automation
Track 6: Sherri Douville, CEO Medigram

Industry 4.0 Health IT Leader
Unlock the Mobile & loT Gold Rush
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How | Got Here Today

Interests:
* Lifelong interest in healthcare
* Mobile computing & mobile security

* Biophysics, R coding/#3 Big Data/loT certificates
* Video, mobile games childhood hobby

* 10+ Yrs. regulated clinical sales with J&J, #12 disease states/service lines
e Strategic business advisor

e NorCal HIMSS Board: Innovation Conference 2017 co-chair & board
nominating committee
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Agenda:
Mobile Computing, Hospital Challenges, & Mobile Security

* |oT is exciting, more work to do

* Mobile challenges in hospitals

* Mobile security complexity

* How to Talk to Physician executives
* How to Engage Your Board
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Care Teams Scramble to Track and Report

o

: @ EMR
CLINICE)

Healthcare providers still require a .
second device/pager with HIPAA Chatters HOSPITAL

ith

Communication Delay = Leading Cause of Preventable Death

IMmedigram
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Mobile: A New World

Mobile Growth Continues Through 2020

By 2020, more people will have mobile phones than electricity at home

Im People with mobile phones: 5.4 billion

69% of Glaobal Population

I People with electricity: 5.3 billion

68% of Global Population

A » » »
I Thil People with bank accounts: 4.5 billion

58% of Global Population

I People with running water: 3.5 billion

45% of Global Population

| People with cars: 2.8 billion

36% of Global Population

|18 People win landines: 2.2 ition

28% of Global Population

%
cis<o

IMmedigram
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Newer Chips: Harder to Run Web/Sequential Software
Why Apps That Are “OK” at Home Don’t Work in Hospitals

What was 33

ur First phone?

-What’s wrong with 8 cores?

Popular Smartphone Multi-core CPUs, Q3 2016

Data Source: Antutu Benchmark (2016.07-09)

10-core 2 52%
9.43%

1o 23%
octa-core
B quad-core

ocstt)aA-%gze W six-core
H 10-core
B other
u

IMmedigram
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EMI/RFI/ISI Impact on Mobile Phone (& App) F(x)

.. Will Dr. Collins get this data?

Qe

Software which is slow elsewhere
doesn’t work in many hospitals

Phone Drops Signal & Slows Performance

IMmedigram
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Hospitals = Faraday Cage
Why Smartphones Are Hard in Hospitals

Faraday cage
— Source of high
5 -
Person is safe § — vailage
from electric shock Fil -
inside the cage!
/»’

l
Nothing gets in or out here!
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CONNECTIVITY WORSENS: OLDER, WEB, & CONSUMER TECH FAILING

Devices Connected to Hospital Wi-Fi Networks

Apps that worked two years ago no longer work in hospitals
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Where EMI Comes From —High Level
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EMI
receptors
Natural Man-made
— Man
— Animals
— Plants
Common . Consumer & :
Receivers Industrial iceal Ordinance
—— Broadcast —— Controls —— Biomedical
—— Relay —— Amplifiers —— Audio/Hi-Fi
communication. —— Sensors —— Computers
— Radar —— Computers —— Public Address
—— Telephone systems
—— Navigation

IMmedigram



New Med Technologies
Create New Unexpected Sources of EMI/RFI

Sources of EMI Are Found Most
Commonly in Hospital Environments

Sources of EMI that interfere with pacemaker operation
include surgical/therapeutic equipment such as:

Electrocautery

Transthoracic defibrillation
Extracorporeal shock-wave lithotripsy
Therapeutic radiation

RF ablation

TENS units

\Y 0241 Medtronic
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Mobile # Desktop

Application crash

Your last session closed
4 unexpectedly. Send crash report 2

IMmedigram

Confidential. Copyright Medigram@2017



2-second delay load = abandonment rates up to 87 percent
Latency Is Security Vulnerability

0%

Rate performance/response time as the #1
mobile app expectation
- ahead of features and functionality
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Saving Lives
Designing For Bad Connectivity & Low Latency

ITI medigram

00000 AT&T = 9:55 PM 65% Wl )

= LRBH

Offline (click to close)
a conversation v/

e Guaranteed Notifications

Loading messages requires a connection.

o AIwayS know if the message ‘ 18:40:10 06/101/2017 Sherri DOUVILLE :
was received in seconds Test
Will send Sherri DOUVILLE
Test offline ‘

WhatsApp

Q0 U




Combating Latency

3
o
=1

Suited for less % -
confidential information (Private Cloud
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Successful HIT & SV Jokes: Combating Latency

No Thanks No Thanks™ ' | |
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Network Security Necessary, Not Sufficient

LAYERED
c Y B E RS Ec U R I TY Leadership, Policies & Procedures

Training Employees

Protecting the Edge

Protecting the Network

Protecting Workstations
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IT App Management Technique
= MICROSEGMENTATION

ULTRA-SECURE

O

m— NETWORK TRAFFIC

€y A

PUBLIC FACING

IMmedigram



Mobile: More Ways Into the Network

What is "Static
Code Review?"

Application

lication Logi
Application Logic Services

Temporary
Storage

Mobile Services

JavaScript can access device
Attacker with Root features
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loT No. 1 Exec Cyber Security Concern in Tech Pro Research
-80% of loT applications not tested for vulnerabilities

Four Categories of Networked Medical Devices

Dconsumet products for = Internally embedded —_
health monitoring: = medical devices: =
These devices --such [ Pacemakers and
as FitBit, Nike FuelBand, . other medical
or Withings -- generally & devices are
communicate using — — implanted

BlueTooth to in the patient but communicate
nearby personal wirelessly, either with proprietary
mobile devices. wireless protocols or Bluetooth.

O2
Wearable, external D Stationa © =
medical devices: medical devices:

This category These devices, such as
includes portable 77— hospital-based chemotherapy
insulin pumps which ~ dispensing stations or homecare
often use proprietary car_dlo-momtonng for bed-ric!d_en
wireless protocols patients, often use more traditional
to communicate wireless networks, such as WiFi

3 networks in hospitals or patients

homes.
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Addressing Compliance & Security

ey

National Institute of "
Standards and Technology y

U.S. Department of Commerce Protect CO M PI_'AN C E

g oo e ORTRIE

== {TRUST CSF"
ISO v9
RS

ISO/NEC 27001:2013

IMmedigram
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Unprecedented Complexity, Entry Points

PUBLIC APP STORES ENTERPRISE SYSTEMS

ENTERPRISE APP STORES

> © e o
I e 1
| ‘ I .
COMMUNICATION Q \ oy :

NETWORKS (e
% 2 (. J/
[}
APPLICATION ACCESS & MOBILITY
s MANAGEMENT
' - B
P \
Wi-Fi 4 ST I
OPERATlNG NETWORKS '! 4 \’ 1
SYSTEM . |
/ » ]
((( ’)) e — INTERNET 4—“7—> F i
\ ]
FIRMWARE & 1 6 :
'
CELLULAR
HARDWARE INFRASTRUCTURE I
' =
p. S BACK-END SERVICES
1] \
1 ]
] ]
| 1
] ]
] ]
1 )
PUSH [ ]
SECURITY BACKUPZR NOTIFICATION " ;
" UPDATES STORAGE SERVICES ) | EMARL FILE APPLICATIONS 1
1 SHARES !
DEVICE & 0S VENDOR R e A E s ey o i Sy e s
Credit: DHS Study on Mobile Device Security INFRASTRUCTURE \ J
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Mobile Computing Stack

PRD PARTY LR AmTY
AP ATYON AN

i -
APFUCATION Poocs vaoe LITAGN Cooe

AND WL WL wreagy

OOCh LA

BASE BAND FROCLYS
AND W O

APPUCAON

WA MWLy
AV E Dt

CXPOSMLD MV

OPIRANNG SACURITY MOSULES MUATARE (VUROAMTY?

SYSTEM

S BN
8

FiRMaARL CAMERA, LT

Agents

a0
foots of Trust Trust Ch

MOBILE 0S APPLICATION DEVICE
FIRMWARE

HARDWARE

Vulnerabilities in any of these components may be targeted by threats.
Figure 4. Mobile Device Technology Stack
Credit: DHS Study on Mobile Device Security

mmedigram
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loT Security Threat Map

NOISY loT SECURITY CONTROL SYSTEMS

ENVIRONMENT

-@- - NEW THREAT

~ EXAMPLES op\e\"'

_ NEW INTERFACE el il
VULNERABILITIES .

BIG DATA

CONSUMER &
HOME
HEALTHCARE
LIFE &
SCIENCE
< = >
& o} &
% OS PLATFORMS ohSE° o o CYagg
"770 W >100 MARKET PLAYERS eV ¥ 6@ R’MINA Ls
&4/4 o FIXED %Q,\“\ OQ“
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oW NG Syg Sea W°
“h“ TEMS \\‘(“ Beecham
EDGE DEVICES P\'\‘s\ h Research
4._ ©2015 All Rights Reserved
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Medical Devices

Wearable external medical
devices

Implanted medical devices
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What's at Stake?

Systems and Software

Remote Device Management

Network Bandwidth
Management

Data Analytics

Connecting Technologies

Wi-Fi
Bluetooth

AGM

Application Security

Network Security Enjoy your digital life

IMmedigram






Mobile Security Management
MDM, MAM, EMM, lIC —-What's It Going to Be?

ENVIRON. & BIOMETRIC SENSORS |
DEVICE ACCESS CONTROL
CONTENT MGMT. & DLP
ENCRYPTED DATA STORAGE

APP MGMT. & SECURITY
DEVICE MGMT. & SECURITY
USER AUTHENTICATION
DEVICE AUTHENTICATION

ANTI-VIRUS / ANTI-MALWARE )

WIRELESS DECRYPTION

TRANSMISSION

INTRUSION DETECTION

DMZ

NETWORK FIREWALL
SERVER MGMT. & SECURITY
DATA INTEGRITY & SECURITY

DATA ANALYTICS & REPORTING

ENTERPRISE
APPS & DATA

Credit: Aberdeen Research
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Enterprise
Mobility
Management
(EMM)

\A/
Wi

Security
Management

Data Center/
Cloud
Security
Management

reless Comm’s

2

APPCONF

COMMUNITY

indusirial intemet
CONSORTIUM
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Relating to Physician Leaders: Bring Data

What CMS and
Insurers will
pay for

IMmedigram
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Physician Leader Aspirations?

What's Internal & What’s Not

Care
Management

Consulting
Services . )
(including CCM)
Practice Setup ) 3 Service Line
& Management ‘ Development

. Clinical
Integration
Collaboration Financial Transformation
Tools
Performance
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Ask: What Are Key Clinical Service Lines?

Clinical Services Reconfiguration Program (CSRP) Governance Structure

Logend: HMC Executive Management
Decision-making - Committee (EMC)
responsibility
4 B
Clinical Services Reconfiguration
7 Program Board 0 Clinical Executive
CEOs Forum . (includes Workstream Clinical Leads) e 9 Committee — CEC
(Reference Group for e . / ’: (Reference group for
Service Location Sub- | o Service Design Sub-
N o’
Progres) a Clinical Services Reconfiguration Ve program)
Plogram Executive
Enabling, = Senior Responsble Owner iy
addressing I i Preparing for
unmet '.\  AHS, Creating
pressures,and < —~7L specialties,
coordinating i : Jernizing
capacity changes | L clinical practice
14 clinically led
Workstreams with
Emergency authority to
{ ] ] [ e [ o ] [ e ] [ Care ] recomn?end change
across the
l Chidren's s"""‘:“.‘“ [ “‘:J:"" ] [ Home Care ] [ Rehabilitation ] corporation
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Partnering With Your Board
Wi

‘1" Oversight

DIRECTOR'S HANDBOOK SERIES
>0 a

INACD
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Cyber-risk Oversight in the Boardroom IT:Y‘

%
Jy 80%
/_\ Directors who
‘““ prove ther eyber of directors
knowledge are not satisfied with
cyber information from
* management ’

Fastioas Week, ONN Vhoniy
sttt iae Shaec et e saas, NACTY ik #k s rremighe o vbood,

?-:-m--'l. SANM Beacanch [ecative
IMImedigram

Download NACD's Cyber-Risk Oversight Handbook at

»
NACDonline.org/Cyber
A
Somirees »
DA 2L EN AR o Gy Gt g Sarver Bloombs g
o Ateredl Audives Swiveg
NATMAMAL MACLIANON o
TORPGRATE IRRECTORS
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How to Talk to Your Board

Hacked devices, lost customers
Many customers say they would never use, or would be wary of using, medical devices known
to have been hacked or the or healthcare facilities where the hack occurred.

31%
22% ,';
9% > a— 1 : g a
= W _-‘ J . .

Would never Would be waryof Would never Would be waryof Would never Would be wary of

again use any using any again usethat usingany ofthat again usethat using that
connected connected manufacturer's manufacturer's spedfic hospital spedfic hospital
medical device medical device connected connected
devices devices

“Some medcal devices (eg. n hospitals) are now connadied tothe intemet 10 allow for software update s You hoard that a medical device (eg.. ablood
pressure monitor, o ) had boon the sube a of a hack that left a patent Injured plysically and o inancially. How comdor table would you fool using
Pac ancther...” — HR I Corsumer Hoalth Survey 2015

m medigram
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